ETSITS 104 007 v1.2.1 2025-05)

y B
=2

= R
TECHNICAL SPECIFICATION

Lawful Interception (LI);
Lawful Interception Architecture



2 ETSI TS 104 007 V1.2.1 (2025-05)

Reference
RTS/LI-00284

Keywords

functional architecture, interception,
lawful interception

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from the
ETSI Search & Browse Standards application.

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format on ETSI deliver repository.

Users should be aware that the present document may be revised or have its status changed,
this information is available in the Milestones listing.

If you find errors in the present document, please send your comments to
the relevant service listed under Committee Support Staff.

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure (CVD) program.

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2025.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/Services/editHelp/Standards-development/Tracking-a-draft/Status-codes
https://portal.etsi.org/People/Commitee-Support-Staff
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

3 ETSI TS 104 007 V1.2.1 (2025-05)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 5
01 =Y o] (o IO 5
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 5
EXECULIVE SUMIMAIY ..ot cteete sttt sttt e st st e e s te e e s besae e teeaeeseesteaaeesbesaeentesseenseteesseseeabeeneenteseeensensesneansesnennns 5
1100 [0 (o] o IO 6
1 o0 0L SR 7
2 S = (< 1= OO 7
21 N[0 007 A T (== (= 0= SRS RRP 7
2.2 INFOrMEBLIVE FEFEIEICES. ... .eeeceee ettt et e e et e e s ae e e be e e saee e beeeebeeesbeeesabeeebeeesaeeenseeesnreennas 7
3 Definition of terms, symbols and abbreviations............ccooeeeiineere e s 8
3.1 L= SRS PUURRRROt 8
3.2 SYIMDOIS. ...ttt bt b et a e bt e e st b e s e st e bt sE et bt £E e s e eh e SR e R e R e R e b e eR e e bt R et ebene e e b e nre e ere s 8
3.3 F N ool (=Y = (0] 0RO 8
4 N o] £ o o SR 9
4.1 LT gTC = =0 o 0o o T S 9
4.2 LI entitieS @Nd PrOCEAUIES ........oceeieeeeieeie st st e st te e et st e s te et e e e estesseesaeesaeesseenseaneeaneeeseesseesseesseenseensenneennes 10
42.1 OVEIVIBW ...ttt it e ete e et et eteeebe et e e beeabesaeesaeesheesaeeaseeaesebeeebe e beeabeeabesasesaeesheeaaeenseeaseeseeabeesbeebeebennsennnesnns 10
422 01 SO 10
423 00 - R 11
4.2.4 (I =0y o = OO USSPV U PR 11
5 (1 e 10T IRV =T OO 12
51 (7= 1 = | RSSO 12
6 SECUNLY FITSE @DPIOACI. ...ttt b bbb e et n e nas 14
6.1 11 (0o [0 Tex 1o o [OOSR 14
6.1.1 F Y o] o] (= o IO SO PSPPSR 14
6.1.2 B TS (7010 7= 1 TR 14
6.1.2.1 Trust dOMaIN AEfINITION..........cciii ettt e e et e et e e et e e ebeseabeeeabessbeesnseesteeentesenseeenreeas 14
6.1.2.2 DOMAIN SEPAIBLION ...ttt ettt ettt b e bt e et b b e e et e sa e e ebesb e e eb e sb e e ebesb e e ebesbe e ebesbenneneas 14
6.1.2.3 (Of]p11g0 1 T=o M1 1= (wl0] 7= ox 1 o] 1RO 14
6.1.24 Cross-trust-domain gateway deplOYMENT.........ooueiiiriieeire e 14
6.2 Ll @SSEES. .. teiute e iteecte e et ettt ettt et e et e et e et e et e et e e e e she e aheeabe e beebeahteaha e b e e beebeateaReeaheeabeebeeabeeabeeheeeheeebeeabeereenrennreaaes 15
6.2.1 Identifiers are fuNdamMENtal LI @SSELS.......c.coiciieiiii ettt e s e e e etee e s aae e sare e snreesneas 15
6.2.2 FFUPTNET LT @SSELS ....ei ittt ettt ettt ete e et e s ae e s be e e e aeeeabe e e ebeesabeeebeeenbeseabeeenseeeaaseeesbeesaseesabeesnneesares 17
6.3 LTS 0 (010072 1 TSRS URUPSPSRRPRR 17
6.3.1 INtroduCtion tO trUSE AOMEINS........c.eiiiiieceec e s e e s re e sabe e s b e e eaee e saeeesareesnreesars 17
6.3.2 LI 0 TS e (o]0 7= T g oo =TT USSR 17
6.4 [ = 0 (= o1 11 (=TSSR 17
6.4.1 Security-first approaCh to LI @rChiteCIUNE..........coviiiiiiiieeecte et 17
6.4.2 LI architeCture iNCIUAING IDS........ooucuiiiieieeett et st b e et 18
6.4.3 [ o (= o1 11 (=TSO 21
6.4.4 SIMPLIfied L1 rChITECIUIE........eiuieeee ettt sttt b e bbb snenea 23
6.5 YN =S 7 (o SRRSO PPSUSRRPRR: 24
6.6 CertifiCale MANAGEIMIENL ... ...c.ee e e e e e et e et e st e e e e teestesseesseesaeesaeeseeneeassesseeseanseensennsesneessensnens 25
7 00V Lo a1 oo TSRS 26
7.1 (VRS Mo g TH o I = S S 26
711 (@Y1 oY= AT UOTR 26
7.1.2 0 S T O (0 ) SRS 26
7.1.3 PRESE 1 (X0) .vuveoeeeceeeeceeeeeesee e sees et s s s ess s s ss s s s s es st ss st s et s s en et saen e 27
7.1.4 PRESE 2 (X0) .voveeeeeceeieceeseeseeeseesees e s s s esses s ss s ss s s s es st ss et esses st s ettt na et 27
7.15 PRESE 3 (X0) .voveeeeeceeeeceeeeeeeeesee s s s sess s s s s s st ses st ss e e s st s et s st en et 28
7.1.6 TS S ) TP 28

ETSI



4 ETSI TS 104 007 V1.2.1 (2025-05)

7.1.7 PRESE 5 (X0) w.vuveorerceeeeceseseeeeeesessessesses s s ess s s ss s s s s s s es st ss e s st s st s et en e ees s 28
718 PHESE 6 (X0) cvvoorveoeeeeeesesesesseessessssssessssessssssssssssessssessssesssesssesessessssesssesssessssessssnssssesssasssessssessssesssnsssnsenns 28
7.1.9 PRESE 7 (XL) covreveeereereeeeceeseesseese s es s s ses s st s s ss s s st es e s st ss s sses s es s st s s en s aes st saen e 28
8 FUINEr SECUNLY GSPIECES. ... .ecuiiiticeeeie sttt ettt sttt e e st st e e e st e et e sbeese e besaeessesbesnseneessesneensestesnnens 29
8.1 (1< 01< =) 29
8.2 Compromise of iNterface ENAPOINES........cciiiee ettt et ssae s e esteesaesneesreenreas 29
821 L@ Y= VTR 29
8.2.2 AANAIYSIS ...ttt et e ee e ee e ettt et ee e et ee e en e er e 29
Annex A (informative): F AN K== =1 1T 0] o KT OTTRRPRT 31
A.1  DEfiNition Of rEMOE AtESIAION........vvieii i e e s s ebb e e s s st e e e s sbe e e s s sbeeesesarenas 31
A.2 Thesimplest ateStation fIOW.........cccciiieii it sre e re s 31
YR T NN o A L= 01V AV L= TR 31
A31 ATESEALION FIAIMEWOTK ...ttt ettt e e et e e s e e e e s s b e e e s e bte s s sabaeeessabeeesasaesssasseesssnbeeessnreeessnnenas 31
A.3.2 (o0 a0 X {11 o T 32
A.3.3 PN LS (S o RS S T o gl == (o o [ 34
A.34 YN LSS (S = 01V (0] 00101 L O 34
A.35 HEINAWEIE [BYEI'S......e ettt b et e bbbt bbb et e bt bt b e b e et b e bt b e b 35
YN N 1 (= = Lo g (U I o Tox (1 U 38
Annex B (normative): CRECKIISE ... 39
o O 01 PSSR 39
B.2  FUNCHONS AN0 INEEITACES. ....eeeii it eeeeeee ettt et et e et e e e et eeseaeaeeessareeessaareeessaaseeeseaareeeseareeesseaneeessaaneees 39
B.3  ProVISIONING FIOW ...ttt bt e e et n b nr e r e 39
A N 1 (= = (o [OOSR 39
B.5  CertifiCate MANBOEMENL.......c.icie ittt e st e e s e et e st e saeesaesaeebesreeasesreeaseneeseesneensesreeneens 40
B.6  FUNCLIONAI CONMCEIMS.....eeeeiieeeeeeee e e et e e ettt eeeeeesa e et eeeeeeesesaaaseseeeresssesasassseeeeeesssaaassssseessesasasnseeneessssanns 40
Annex C (informative): ChangE NiStOrY ....ccuoiuicieecce ettt st 41
L 11 (RO P VPSPPI PRPROTN 42

ETSI



5 ETSI TS 104 007 V1.2.1 (2025-05)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Lawful Interception (L1).

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

Executive summary

The present document describes a comprehensive blueprint for a Lawful Interception (LI) system, designed to align
with the mandates of Law Enforcement Agencies (LEAS) for the surveillance of telecommunications with utility across
varying legal and regulatory environments. The LI architecture detailed herein sets out to meet stringent requirements,
outlining the necessary high-level entities, procedures, and the functional roles essentia for the operation of
interception. It specifies how lawful authorizations, such as warrants, are processed and executed by Communication
Service Providers (CSPs) to deliver Intercept Related Information (IRI) and Content of Communication (CC) to LEAs
through secure channels.

The present document emphasizes a security-centric approach, incorporating Zero Trust principles across the
architecture to ensure secure operations. This security view isintertwined with the functional aspects, ensuring that both
dataintegrity and privacy are preserved throughout the interception process. The architecture is designed to enable
distinct LEAsto carry out interception activities simultaneously and independently, safeguarding against the risk of
inter-agency or other non-authorized detection.
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Through the definition of a methodical L1 lifecycle, starting from authorization and ending with the delivery of
intercepted communications, the present document covers the operational protocols, the interplay between the various
entities, and the safeguarding mechanismsin place. The described LI system is adaptable to the dynamic and evolving
landscape of national laws and telecommunication technologies, ensuring future-proof applications across different
jurisdictions and technological paradigms.

Introduction

The present document explains thoroughly the intricate architecture of Lawful Interception (L1) systems as stipulated
across varying regulatory environments, a cornerstone for maintaining the delicate balance between national security,
law enforcement, and individual privacy. Mapped out herein are the protocols that govern the interception of
telecommunications as per the legal frameworks established by ETSI TS 101 331 [1]. Commencing with a broad
overview of the key players and their respective roles within the L1 ecosystem, the present document progressively
narrows down to a more detailed analysis of the functional and security viewpoints.
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