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Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Cyber Security (CY BER).

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

Executive summary

Requirements - such as legal mandates and service agreements - exist for enterprise network and data centre operators
and service providers, organizations, and small businesses to be able to observe and audit the content and metadata of
encrypted sessions transported across their infrastructures. Enterprise Transport Security (ETS) [2] provides these
capabilitiesfor TLS 1.3 [13] when used with traditional Diffie-Hellman key exchanges. However, Diffie-Hellman based
ETSis not quantum safe.

The present document specifies an enhanced Quantum-Safe Enterprise Transport Security (QSETS) profile that allows
TLSvisbility in enterprise networks and data centres while protecting against quantum threats. It also meets the same
mandatory requirements for the Middlebox Security Profile (MSP) [1] asETS.
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Introduction

Enterprise Transport Security (ETS), specified in ETSI TS 103 523-3 [2], is an implementation variant of Transport
Layer Security (TLS) protocol version 1.3 [13] that provides visibility of TLS sessionsin enterprise network and data
centre domains.

TLS 1.3 was originaly designed to use ephemeral Diffie-Hellman asits primary key exchange mechanism. Ephemeral
Diffie-Hellman prevents passive decryption of TLS 1.3 sessions at any scale. However, there are operational
circumstances where passive decryption of TLS sessions by authorized entitiesis required, either in real-time or by
storing packets and decrypting them later.

ETSrelies on long-lived Diffie-Hellman server keys that are re-used across different TLS sessions. The keys can be
distributed to real-time decryption middleboxes in advance or can be requested by middleboxes to decrypt sessions
post-capture. This greatly reduces the number of keys to be stored and correlated with packet storage systems compared
to exporting the ephemeral keys for each TLS session.

Traditional Diffie-Hellman key exchanges are known to be vulnerable to attackers with access to a cryptographically-
relevant quantum computer. Consequently, support for post-quantum [i.3] and hybrid [i.5] and [i.4] Key Encapsulation
Mechanisms (KEMs) isbeing added to TLS 1.3.

The present document specifies an enhanced Quantum-Safe Enterprise Transport Security (QSETS) profile that allows
visibility of TLS sessions protected by post-quantum or hybrid KEMs.

QSETS relies on long-lived server encapsul ation seeds that are used together with session-specific datafromthe TLS
handshake to derive KEM shared secrets and ciphertexts deterministically. The seeds can be distributed to authorized
decryption middleboxes allowing them to recover the KEM shared secret and recompute the traffic keysfor aTLS
session. This only impacts the per-session forward secrecy of the existing TLS 1.3 security architecture, thereby
ensuring interoperability and operational effectiveness.

QSETS also requires the server to report visibility information in its certificate, to indicate to the client that long-lived
encapsulation seeds are in use for a particular KEM, and to describe the entities that are authorized to receive the seed
and decrypt the TL S session.

There are circumstances in which visibility information is not suitable and in which the client has been informed by
other means that the connections can be inspected. In such circumstances, annex A can be used. Annex A, whichis
optional, specifies avariant of QSETS where the visibility information is not sent.

QSETS is compatible with any TLS 1.3 compliant client. Annex B, which is optional, defines the concept of a QSETS
aware client whereby a TLS 1.3 client provides additional capabilitiesin relation to QSETS visibility.

QSETS modifies KEM encapsulation so that it is uses along-lived encapsulation seed. This modification is not suitable
in circumstances where the KEM is required to conform to a standard that specifies randomized encapsulation. Annex C
briefly describes how to provide TL S session visibility in such circumstances by exporting the ephemeral TLS traffic

keys.
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1 Scope

The present document specifies the enhanced Quantum Safe Enterprise Transport Security (QSETS) profile to provide
guantum-safe secure communication sessions between network endpoints whilst enabling network operations. This
allows the use of Transport Layer Security (TLS) version 1.3 [13] with post-quantum [i.3] or hybrid [i.5], [i.4] Key
Encapsulation Mechanisms (KEMS) in, for example, compliance constrained environments.

The present document describes three QSET S architectures:
. In the first architecture, both the TLS 1.3 client and the QSETS server are located inside the enterprise.

. In the second architecture, the server isa QSETS server inside the enterprise and the TLS 1.3 client is external
to the enterprise. TLS 1.3 isterminated at the enterprise edge such that QSETS is used only inside the
enterprise.

. In the third architecture, the TLS 1.3 server is external to the enterprise and the TLS 1.3 client isinternal to the
enterprise. TLS 1.3 isagain terminated at the network edge such that QSETS is used only inside the enterprise.

The present document specifies amodified KEM encapsulation process in which the randomized shared secret and
ciphertext are replaced with deterministic values derived from a static encapsulation seed and bound to the TLS session.
Annex C describes an alternative approach to providing TLS 1.3 visibility for circumstancesin which it is not possible
to modify the KEM encapsulation process.

The present document specifies visibility information for indicating the QSETS profile setup. The actions of the client
on receiving the visibility information are not normatively defined; however, capabilities for a QSETS aware client are
defined in annex B, which is optional. The means by which the QSETS endpoints share the static encapsulation seed are
specified. Annex A describes avariant of the QSETS profile for circumstances in which visibility information is not
suitable and in which the client has been informed by other means that sessions can be inspected. The means by which
the client isinformed is out of scope.

The present document also discusses the Middlebox Security Profile (M SP) mapping for QSETS, based on the mapping
for Enterprise Transport Security (ETS) from ETSI TS 103 523-3 [2]. Annex D provides a broader comparison between
ETSand QSETS.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI TS 103 523-1: "CYBER; Middlebox Security Protocol; Part 1: M SP Framework and
Template Requirements”.

[2] ETSI TS 103 523-3: "CYBER; Middlebox Security Protocol; Part 3: Enterprise Transport
Security".

[3] IANA: "Transport Layer Security (TLS) Parameters”.

NOTE: Registry for TLS 1.3 and later SignatureScheme values: TLS Signature Scheme registry and TLS
Supported Groups registry.
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NOTE:

(5]
[6]

[7]
(8]
[9]
[10]
[11]
[12]
[13]

NOTE:

[14]

[15]
[16]

[17]
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Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding, but are not required for conformance to the present document.

[i.1]

[i.2]
[i.3]

[i.4]

[i.5]

IETF RFC 5083: " Cryptographic Message Syntax (CM S) Authenticated-Envel oped-Data Content
Type".
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D. Stebila, S. Fluhrer and S. Gueron.
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3 Definition of terms, symbols and abbreviations
3.1 Terms
Void.

3.2 Symbols

For the purposes of the present document, the following symbols apply:

allb Concatenation of the byte stringsa and b

ali:j] Sub-string & ... &.1 of thebytestringa=ag ... an1
C Ciphertext

K Shared secret

pk Public key

sk Private key

m Key Encapsulation Mechanism (KEM) plaintext

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AEAD Authenticated Encryption with Associated Data
ASN Abstract Syntax Notation
CMS Cryptographic Message Syntax
Decaps Decapsulation
DER Distinguished Encoding Rules
ECDH Elliptic Curve Diffie-Hellman
Encaps Encapsulation
ETS Enterprise Transport Security
FFDH Finite Field Diffie-Hellman
FIPS Federal Information Processing Standards
HKDF HMAC-based Key Derivation Function
HMAC Hashed Message Authentication Code
HSM Hardware Security Module
HTTP HyperText Transfer Protocol
HTTPS HyperText Transfer Protocol Secure
KEM Key Encapsulation Mechanism
KeyGen Key Generation
ML-KEM Module-L attice-based Key Encapsulation Mechanism
MSP Middlebox Security Protocol
PFS Perfect Forward Secrecy
QSETS Quantum-Safe Enterprise Transport Security
TLS Transport Layer Security
4 Quantum-Safe Enterprise Transport Security

4.1 Middlebox Security Protocol requirements mapping

ETSI TS 103 523-1 [1] defines a set of Middlebox Security Protocol (M SP) Template Requirements that underpin all
M SP profile specifications. These are based around the principles of Data Protection, Transparency, Access Control and

Good Citizen.

ETSI
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