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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Securing Artificial Intelligence
(SAl).

The present document is part 1 of a multi-part deliverable covering Al Incident Reporting, as identified below:
Part 1. " Al Common Incident Expression (AICIE) Global Framework" ;
Part 2. "Al Common Incident Expression (AlICIE) Common Container”;

Part 3:  "Al Common Incident Expression (AICIE) Security Container".

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Executive summary

The present technical specification establishes a design paradigm for openness, diversity, extensibility, and
interoperability among Al reporting communities by creating afirst part establishing a global decentralised,
autonomous framework for sharing structured Al incident information. The objective is described as a framework
designed to provide incentives to collaborate on Al incidents and exist as " connective tissue for sharing.”
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The preparation of the present document made clear that there were was a basic bifurcation existed between the needs
of Al incident information for "Al safety" and for "Al security". It was also clear that the requirements would be
constantly evolving and that three different user communities existed:

1) third-party incident information collectors;
2)  sovereign repository instantiations by government authorities; and
3) companies with Al offerings dealing with vulnerabilities and security.

The common resource framework record described in Clause 5.2 is both extremely minimal and flexible as well as
decentralised and self-replicating on any connected server. It enables any kind of Al incident related resources to be
made known to othersin almost any manner and basis of their choosing, including similar lists, specifications, and
repositories of information "containers'. This enables a dynamic and autonomous ensemble of multiple Al reporting
standards, exchange mechanisms and repositories to emerge and communicate among different communities. The
approach is derived from the newly emerged Global Common Vulnerability and Exposures (GCVE) community that is
well-established and scales effectively.

A subsequent part of the present document provides a specification for a generic common incident reporting data record
container derived from work of the OECD and other current providers of Al incident reporting.

Introduction

The OECD published in 2025 a significant report that summarized several years of study by itself and numerous other
organizations urging a Common Framework for Al Incident Reporting. See[i.10] and in Annex C (Bibliography). The
OECD dtructureis reflected in the container specification in ETS| TS 104 158-2 [i.33]. Implementing this capability isa
matter of some substantial interest to the European Commission asits Artificial Intelligence Al Act requires several
incident reporting actions. See [i.2]. Incident reporting requirements are also instantiated in NCSC Al security guides
and Commonwealth legidative instruments and ETSI's own Baseline Cyber Security Requirements for Al Models and
Systems/[i.1].

The structured expression of cyber incidents was one of the earliest standards developed among incident reporting
teams. Its evolution to exchange vulnerability information and mitigations was a significant next step. The present Al
Common Incident Expression (AICIE) specification draws upon that work and intended to meet the requirements for a
compatible and interoperable common framework that also supports government and industry compliance provisions.

The Al Common Incident Expression Framework in the present document is intended to support very diverse kinds of
Al incident resources and communities of interest, threats, and threat actors that go well beyond the cybersecurity
domain. It makes use of a decentralised open architecture pioneered by the Global CVE community supported by the
CIRCL Computer Incident Response Center Luxembourg. See[i.8]. Specifying the present framework designs for
openness, diversity, extensibility, and interoperability. This approach enables a dynamic and autonomous ensemble of
other Al reporting standards, exchange mechanisms and repositories to emerge and communicate among different user
communities.

ETSI TS 104 158-2 [i.33] provides an Al incident reporting information container. It consists of a generic common
incident reporting data record container based on the OECD reporting model structure.
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