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Intellectual Property Rights

Essential patents
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ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
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ETSI IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Methods for Testing and
Specification (MTS).

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

Executive summary

The present document introduces a methodology for the semi-automated transformation of security standardsinto alist
of security requirements. More specifically, it describes an Al-driven methodology for the identification, extraction, and
classification of security requirements from text retrieved from security standards documents. The methodology is
based on adapting pre-trained foundational Large Language Models (LLMs) using common adaptation techniques like
prompt engineering and fine-tuning in the downstream tasks of security requirements identification, extraction, and
classification. The present document can also be used as a guide for practitioners who are interested in utilizing LLMs
for automating the identification, extraction, and/or classification of security requirements from security standards.
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Introduction

Compliance with international security standardsis essential for ensuring the security of digital products and services,
and thereby their dependability and trustworthiness. Beyond fostering trust, compliance with security requirementsis
increasingly mandated by regulatory frameworks in the European Union (EU), such as the Cyber Resilience Act
(CRA) [i.1]. In particular, under the CRA, products with digital elements should comply with critical product-level
cybersecurity requirements before being placed on the EU market. The CRA entered into force on 10 December 2024,
and its main obligations apply from 11 December 2027 (with certain obligations applying earlier). Therefore,
compliance with international security standards and regulations has become highly relevant to a broad set of
stakeholders and application domains, including some that previously had fewer formal cybersecurity obligations.

Compliance evaluation is typically conducted by security experts (e.g. internal assessors, auditors, etc.) who verify
whether critical security requirements expressed in relevant international security standards or regulations are satisfied
by the subject system. To state it Ssimply, the security expert works from alist of security requirements that the system
needs to satisfy and gathers objective evidence (e.g. technical documentation, test results, etc.) regarding the satisfaction
of these requirements. If sufficient evidence is found for the considered requirements, the system can be regarded as
fully compliant with the designated/sel ected security standard or regulation.

Compliance evaluation starts with the extraction of the security requirements that are expressed in arelevant standard or
regulation that the system needs to comply with, and their representation in the form of alist of clearly-described and
well-structured requirements. Extracting requirements from standards is a tedious, time-consuming, and effort-
demanding task, which is aso prone to human error. Thisis mainly attributed to the fact that international security
standards are often long documents with complex, highly technical language, requiring technical knowledge and
expertise by the person who is tasked to go through their text and detect and extract the security requirements. Until
today, this process remains largely manual. Although several rule-based and Natural Language Processing (NLP)
techniques have been introduced, they have not achieved the accuracy and generalizability required for broader
adoption in practice.

However, the recent advancementsin the field of Artificial Intelligence (Al) and particularly the proposition of the
Transformer architecture and its derivative LLMs that have demonstrated remarkable capabilities in natural language
understanding and processing open a new potential for the automation of the digital transformation process of security
standards and regulations.

The present document introduces an Al-based methodology for the semi-automated digital transformation of security
standard documents into lists of actionable security requirements, which can be used as the foundation for conducting
subsequent compliance evaluation activities. The methodology is based on adapting LLMs in order to be able to:

i)  identify and extract security requirements that are described in the documents of international security
standards and regulations;

ii) categorize/classify them into high-level security criteria/characteristics to which they belong (e.g.
Confidentiality, Integrity, Availability, etc.); and

iii) extract the identified requirements in a unified form, which is both machine- and human-readable.

The methodology for the digital transformation of security standards is based on two separate L LM-based mechanisms,
one for the identification and extraction of the security requirements from text retrieved from international security
standards and regulations, and another for the classification of the extracted requirements into specific security
categories. These two mechanisms are used jointly in order to deliver the desired functionality, acting as independent
collaborative Al agents, each one excelling in its designated task and acting synergistically in order to achieve the high-
level goal of turning a standard document into a well-structured list (checklist) of security requirements.

The proposed methodology is based on the adaptation of pre-trained foundational LLMs, leveraging common
adaptation techniques, including prompt engineering (both zero- and few-shot learning) and fine-tuning. The most
suitable adaptation technique needs to be selected for each one of the considered tasks, i.e. requirements identification,
extraction, and classification. The present document, apart from the methodology itself, provides guidelines on how to
adapt existing LLMsin order to be used as the basis for these important requirements engineering tasks.

The methodology is intended for use by conformity assessment bodies and auditors preparing requirement checkliststo
be used as the basis for subsequent compliance and certification activities, by product and security engineering teams
deriving security requirements from applicable standards, by standards owners and working groups piloting semi-
automated reguirement-extraction workflows, by tool developers and integrators building LL M-assisted compliance
tooling, and by regulators and market-surveillance authorities exploring repeatable methods for requirements derivation.
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The present document can be used for deriving a clearly structured set of requirement records from a referenced
standard or regulation, configuring and adapting LLMs for requirement identification, extraction and classification,
establishing traceability from each derived reguirement to the source clause for auditability, supporting
human-in-the-loop review and quality control, harmonising internal compliance datasets and processes across products
and projects, and benchmarking alternative prompts, models and settings against common acceptance criteria.

The present document is independent of any specific product, vendor, model family, deployment environment or
programming framework. It does not prescribe a particular LLM, model size, decoding strategy, training corpus, cloud
provider or tooling stack, and it is compatible with both proprietary and open-source implementations, whether
deployed on-premises or in cloud environments. Any examples or parameter values are illustrative only and do not
imply endorsement. References to external documents are non-exhaustive and provided for context.
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1 Scope

The present document introduces an Al-driven methodology for enabling the semi-automated transformation of
international security standards into a comprehensive list of security reguirements. More specifically, the present
document specifies a methodology for:

a) Theautomatic identification and extraction of security requirements from text retrieved from standard
documents.

b) The classification of security requirements extracted from standards into critical high-level security
categories/attributes (e.g. Confidentiality, Integrity, Availability, etc.).

¢) The semi-automated transformation of complete standard documentsinto alist of well-structured security
requirements, incorporating a feedback loop with the user.

d) Adapting LLMsin the tasks of security requirements identification, extraction and classification.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.

Not applicable.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding, but are not required for conformance to the present document.

[i.1] Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on
horizontal cybersecurity requirements for products with digital elements and amending
Regulations (EU) No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber
Resilience Act), OJL, 20.11.2024.

[i.2] Object Management Group (2016): "Requirements I nterchange Format (ReglF)", Version 1.2.
OMG Document Number formal/2016-07-01.

[i.3] | SO/IEC Directives Part 2 (Edition 9) (2021): "1SO/IEC Directives, Part 2: 'Principles and rules for
the structure and drafting of 1SO and IEC documents®, Edition 9, 2021.

[i.4] Gotel OC, Finkelstein CW: "An analysis of the requirements traceability problem". In Proceedings
of IEEE international conference on requirements engineering 1994 Apr 18 (pp. 94-101). IEEE.
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