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Foreword 
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP). 

The contents of the present document are subject to continuing work within the TSG and may change following formal 
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an 
identifying change of release date and an increase in version number as follows: 

Version x.y.z 

where: 

x the first digit: 

1 presented to TSG for information; 

2 presented to TSG for approval; 

3 or greater indicates TSG approved document under change control. 

y the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, 
updates, etc. 

z the third digit is incremented when editorial only changes have been incorporated in the document. 
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1 Scope 
The present document specifies the security architecture, i.e., the security features and the security mechanisms for the 
5G System and the 5G Core, and the security procedures performed within the 5G System including the 5G Core and 
the 5G New Radio. 

2 References 
The following documents contain provisions which, through reference in this text, constitute provisions of the present 
document. 

- References are either specific (identified by date of publication, edition number, version number, etc.) or 
non-specific. 

- For a specific reference, subsequent revisions do not apply. 

- For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including 
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same 
Release as the present document. 

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications". 

[2] 3GPP TS 23.501: "System Architecture for the 5G System". 

[3] 3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security". 

[4] IETF RFC 4303: "IP Encapsulating Security Payload (ESP)".  

[5] 3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".  

[6] IETF RFC 4301: "Security Architecture for the Internet Protocol". 

[7] 3GPP TS 22.261: "Service requirements for next generation new services and markets". 

[8] 3GPP TS 23.502: "Procedures for the 5G System". 

[9] 3GPP TS 33.102: "3G security; Security architecture". 

[10] 3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture". 

[11] 3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP 
accesses". 

[12] IETF RFC 5448: " Improved Extensible Authentication Protocol Method for 3rd Generation 
Authentication and Key Agreement (EAP-AKA')". 

[13] 3GPP TS 24.301: " Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 
3". 

[14] 3GPP TS 35.215: " Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & 
UIA2; Document 1: UEA2 and UIA2 specifications".  

[15] NIST: "Advanced Encryption Standard (AES) (FIPS PUB 197)". 

[16] NIST Special Publication 800-38A (2001): "Recommendation for Block Cipher Modes of 
Operation". 

[17] NIST Special Publication 800-38B (2001): "Recommendation for Block Cipher Modes of 
Operation: The CMAC Mode for Authentication". 

[18] 3GPP TS 35.221: " Specification of the 3GPP Confidentiality and Integrity Algorithms EEA3 & 
EIA3; Document 1: EEA3 and EIA3 specifications". 

[19] 3GPP TS 23.003: "Numbering, addressing and identification". 
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[20] 3GPP TS 22.101: "Service aspects; Service principles". 

[21] IETF RFC 4187: "Extensible Authentication Protocol Method for 3rd Generation Authentication 
and Key Agreement (EAP-AKA)". 

[22] 3GPP TS 38.331: "NR; Radio Resource Control (RRC); Protocol specification". 

[23] 3GPP TS 38.323: "NR; Packet Data Convergence Protocol (PDCP) specification". 

[24] 3GPP TS 33.117: "Catalogue of general security assurance requirements". 

[25] IETF RFC 7296: "Internet Key Exchange Protocol Version 2 (IKEv2)" 
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