IEC 61000-4-23:2016-10+AMD1:2025-07 CSV(en)

IEC IEC 61000-4-23

(]
®

INTERNATIONAL
STANDARD

Edition 2.1  2025-07

CONSOLIDATED VERSION

BASIC EMC PUBLICATION

Electromagnetic compatibility (EMC) -
Part 4-23: Testing and measurement techniques - Test methods for protective
devices for HEMP and other radiated disturbances

ICS 33.100.99 ISBN 978-2-8327-0620-6



THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2025 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or
by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from either
IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC copyright
or have an enquiry about obtaining additional rights to this publication, please contact the address below or your local
IEC member National Committee for further information.

IEC Secretariat

3, rue de Varembé
CH-1211 Geneva 20
Switzerland

Tel.: +41 22 919 02 11
info@iec.ch
www.iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigendum or an amendment might have been published.

IEC publications search -
webstore.iec.ch/advsearchform

The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee, ...). It also gives information on projects,
replaced and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished
Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and
once a month by email.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or
need further assistance, please contact the Customer
Service Centre: sales@iec.ch.

IEC Products & Services Portal - products.iec.ch
Discover our powerful search engine and read freely all the
publications previews, graphical symbols and the glossary.
With a subscription you will always have access to up to date
content tailored to your needs.

Electropedia - www.electropedia.org

The world's leading online dictionary on electrotechnology,
containing more than 22 500 terminological entries in English
and French, with equivalent terms in 25 additional languages.
Also known as the International Electrotechnical Vocabulary
(IEV) online.

Warning! Make sure that you obtained this publication from an authorized distributor.



mailto:info@iec.ch
https://www.iec.ch/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
https://products.iec.ch/
http://www.electropedia.org/

IEC 61000-4-23:2016+AMD1:2025 CSV © IEC 2025 REDLINE VERSION

CONTENTS

O T T I S 6
LN I 75 10 L@ 1 ] S 8
1 S T oo o 1= N 9
2 NOIrmMative refereNCEeS . ... e 9
3 Terms and definitioNS ... 10
4 HEMP eS8t CONCEPTS Lt 15
4.1 7Y o= = 15
4.2 Testing of shielding ENCIOSUIES ... ...iiiiiii e 16
4.21 LY o 1= =T P 16
4.2.2 BUIIAINGS ot 20
4.2.3 Shelters and shielded rO0OMS. ... ..o 21
4.2.4 Cabinets, racks and DOXES.....cc.onininiei e 22
4.3 Testing of shielded cables and coONNECIOrS...........ooviiiiiiiiii e, 24
4.3.1 LT =Y o =T =¥ P 24
4.3.2 Testing of cable shields ... 24
4.3.3 Testing of cable CONNECIOrs ... ..o 27
4.4 Testing of shielding materials..... ... ..o 28
4.4.1 GBIl L. 28
4.4.2 CondUCtiNg GasKetS ... 28
443 Conducting sheets and SCreENS .........iiiiii i 30
4.4.4 Cut-off waveguides and honeyCombs.........ooiuiiiiiiiiiiii e 33
4.5 Summary of teSt CONCEPLS ... 34

5 Test methods for measuring the shielding effectiveness of HEMP protection
L= 1031 L= P 35
5.1 L= a1 =Y N 35
5.2 Electromagnetic field teSting ... 35
5.2.1 Generale/ standards/1ec/ 1T Uo L1s-ecal=3C1 5742 /£-ddD [V 1CLA006/1CC -0 LUV 35
5.2.2 Pulse field teStING c.u.ieii i 35
5.2.3 CW field teStiNg ..o 41
5.3 Current injection test ProCeAUIES ........oiviiiiiiii e 65
5.3.1 LY o =T =¥ P 65
5.3.2 Injection testing Of €NCIOSUreS ..o 65
5.3.3 Transfer impedance and admittance of cable shields and connectors ............ 67
5.3.4 Testing of gasket material...... ... 67
Annex A (informative) HEMP test concepts for electrical systems ............ccoooiiiiiiiiiinn. 70
A1 L Y V= S 70
A.2 Types Of HEMP 1SS 1.uiniiiii e e 70
A.2.1 LY o 1= =¥ P 70
A.2.2 System-level transient tests........coooiiiiii i 70
A.2.3 CW field illumination testS .. ..o 71
A.2.4 Current injection teStiNg .. ..o 71
A.2.5 Partial illumination testing.........cooniiii 72
A.2.6 Subsystem and component testing ..o 72
A.3 Definition of the testing interface...........coooiiiii i, 73
A4 Use of test data ..o 75
A.4.1 GBIl L. 75



IEC 61000-4-23:2016+AMD1:2025 CSV © IEC 2025 REDLINE VERSION

A.4.2 Acceptance Of NEW SYSTEMS........iiiii e 75
A.4.3 SYStEM @SSESSMENTS ...iuiiii i 75
A4.4 Hardness surveillance monitoring ..........ooveiiiiiiiii e 75
A.4.5 SY S EM A SIgN . .oeitii e 75
A5 Testing UNCertainties. .. ... 76
Annex B (informative) Characterization of shielded cables..............ccooiiiiiiiiin . 77
B.1 Fundamentals of cable shielding ...... ..o 77
B.2 Definitions of transfer impedance and transfer admittance ......................cocoeanll 78
B.3 Relative significance of Z't and Y'f............ooiviiiiiiiiiiiiiiiii 81
Annex C (informative) Equipment for HEMP pulse measurements...........ccoooivviiiiiiiiiineenneenn. 82
C.1 L= a1 =Y 82
C.2 Sensors for HEMP measurements...... ... 82
C.21 B-and H-field SENSOIS ... 82
C.2.2 D- and E-field SENSOIS ... 84
C.2.3 L1014 =Y o) 7= o Yo L PP 86
C.3 SigNal tranSMISSION ...t 87
C.31 LT =Y o= =¥ P 87
C.3.2 Fibre OptiC IINKS ..o e 87
C.3.3 Fibre optic tranSAUCErS ... ..o 88
C4 Signal detection and ProCeSSING ...viuiiiiiiii e 88
Annex D (informative) Equipment for CW testing .......ooooiiiioi i 90
D.1 GBNEIAL. . e 90
D.2 ANTENNA SYSTEM .ottt et 90
D.3 P OW BT APl O .. e 92
D.4 Receiver (Network analySer) ... e 93
D.5 Reference and reSPONSE SENSOIS ...cuuiiuiu it iiiie e e e 93
D.6 Fibre OptiC SY S eM . e 95
D.7 Limitations of measurements ... ... 98
Annex E (informative) Characterization of a planar shield for HEMP protection.................... 99
E.1 =Y a1 =Y 99
E.2 Problem QEOMEIIY ... 100
E.3 Equivalent circuit representation ... 101
E.3.1 GBIl L.t 101
E.3.2 Chain parameter representation of the shield............................ 102
E.3.3 (021 (o 01| B =T o Yol 1-T= - P 103
Annex F (informative) Inside-to-out measurement method ................oooiiii 107
F.1 U oo 1= P 107
F.2 Comparison of existing SE test methods ... 107
F.3 Inside-to-out SE test of shielded roOmS........coooiiiiiiiiii e 108
F.3.1 Measurements of the inside-to-out SE ..o 108
F.3.2 S TU ] 0] ¢ F=T oY PSPPI 111
Annex G (informative) Validity of the stirring effect in measuring the space-averaged
magnitude for a transfer function for frequencies above 1 GHz ................oooiiiiiiiiinnen 112
GA1 P U DO e e 112
G.2 Method validation by laboratory measurements..............ooooiiiiiii i 112
G.3 Method validation by real building measurements ..............cooviiiiiiiiii, 117
L= 1 o 1o Yo =Y o1 2 1 7/Z78 S 119



IEC 61000-4-23:2016+AMD1:2025 CSV © IEC 2025 REDLINE VERSION

Figure 1 — Example of measured magnitude and phase of the transfer function

T(w) = Hin/Hgyt for a shielded enclosure ... 17
Figure 2 — Electric field and magnetic field shielding effectiveness of a 0,5 mm thick
AlUMINIUM ENCIOSUIE (2] .. e e e e e e e e e ea e eanas 19
Figure 3 — Measured magnetic field shielding effectiveness SEy for a building...................... 20
Figure 4 — Conceptual illustration of the HEMP test of a building ... 20
Figure 5 — lllustration of a shielded room or enclosure excited by HEMP fields ..................... 22
Figure 6 — lllustration of equipment racks, cabinets and box excited by internal HEMP

Lo TS LU o =1 o o7 P 22
Figure 7 — A general shield excited by current injection ... 23
Figure 8 — Basic configuration for transfer impedance measurement..................cooiviiineennn.n. 25
Figure 9 — Measured transfer impedance magnitude and phase of transfer impedance

per unit length for four braided shield cables with good shielding properties ......................... 26
Figure 10 — Basic configuration for transfer admittance measurement.................c..cos 27
Figure 11 — Test configuration for transfer impedance measurement of a cable

oo o =Y o3 o R N 27
Figure 12 — Examples of conducting gaskets used as HEMP protection devices ................... 29
Figure 13 — Circuit model representing the behaviour of a conducting gasket for HEMP
o =T o 1 o o IR 29
Figure 14 — Measurement configuration for the resistivity of a sample.............coocoiis 30
Figure 15 — Test concept for measuring the resistivity with surface probes ........................... 31
Figure 16 — Concepts for shielding effectiveness measurement of conducting sheets

and SCreeNnsS ........... o om0 L s R o 8 T e e e e B e BT R et e e e e e e e e eneeaae 33
Figure 17 — Example of the calculated plane-wave shielding effectiveness of a

0,01 mm thick plate of different material as a function of frequency .............ccoooiiiinn. 33
Figure 18 — Cut-off waveguides and honeycomb used as protective elements....................... 34
Figure 19 — Examples of full-scale, pulse-radiating HEMP simulators ................c.cooiiinnnn. 38
Figure 20 — Test procedure for the pulse test..........couiiiiiiiiiiii e, 40
Figure 21 — Typical configuration of a CW test facility ..o 41
Figure 22 — Example CW measurement SEt-UP .......coouiiiiiiiiiiiii e 42
Figure 23 — Test and analysis procedures for conductinga CW test ............cooiiiiiiiiiiinnnnn. 43
Figure 24 — Analysis flow diagram for extrapolating a measured CW spectrum to the

| (=YY o Yo o £ P 44
Figure 35 — Multi-point measurement Set-Up ..o 45
Figure 36 — Procedure for the multi-point measurement...........cc.cooiiiiiiiiiiiii i, 47
Figure 37 — Single-point measurement set-up with the stirring effect.....................on. 49
Figure 38 — Procedure of the single-point measurement with the stirring effect..................... 49
Figure 25 — Example scan from 9 kHz to 3 GHz for the ambient electromagnetic field

from commuNICation SIGNAIS ... ... 51
Figure 26 — Test procedure for the ambient EM excitation test..............coooiiiiin . 54
Figure 27 — Double-ended TEM cell for field illumination testing of small enclosures ............ 55
Figure 28 — Example test set-up for field illumination in the TEM cell ...l 55
Figure 29 — lllustration of the single-ended TEM cell and associated equipment ................... 57
Figure 30 — Test set-up for-theplane-wave near field CW shielding effectiveness
measurements for continuous metal Shields..... ..o 60
Figure 31 — Test set-up for the H-field shielding effectiveness measurements....................... 61



IEC 61000-4-23:2016+AMD1:2025 CSV © IEC 2025 REDLINE VERSION

Figure 32 — Example of antenna locations for the localized antenna tests for a

hypothetical shielded enclosure or facility ...........cccooiiiiiiiiii e, 62
Figure 33 — Test concept and equipment configuration for current injection testing of a
shielded eNCIOSUIE OF DOX ... e e eeas 66
Figure 34 — Surface probe for volume resistivity measurement ...............ccoooiiiiiiiiinnnn. 69
Figure A.1 — Sample HEMP interaction diagram illustrating penetration mechanisms,

system responses and generic test interface locations............cooooiiiiiii i 74
Figure B.1 — Geometry of a shielded coaxial line with an internal circuit .............c...c..cos 77
Figure B.2 — Coaxial cable located over a conducting ground plane............cccocoiviiiiiiininnnnns 78
Figure B.3 — Two per-unit-length circuits formed by the sheath and its ground return,

and the sheath and the internal condUCTOr ... ... 79
Figure C.1 — Magnetic field SENSOrS [23] ..cuuiiniiiiiiiii e 83
Figure C.2 — Single-slot, cylindrical coil Sensor [23] .......cc.iiiiiiiii e 83
Figure C.3 — Two- and four-slot cylindrical coil sensors [23]........ccoovuiiiiiiiiiiiiieee 84
Figure C.4 — Electrical configuration of an E-field sensor [23] ......coooviiiiiiiiiiie e, 84
Figure C.5 — Biconical E-field SENSOI .......ouniiiii e 85
Figure C.6 — E-field sensor mounted on a conducting ground plane [23] .......cccoviiiiiiinnnnnnn. 85
Figure C.7 — Equipotential shapes for an optimally designed E-field sensor [23] ................... 85
Figure C.8 — Rogowski coil used for current measurements [23] .........ccoviiiiiiiiiiiiiiiineenn, 86
Figure C.9 — Toroidal current sensor made of magnetic material [23]..........ccoooiiiiiiiiinns 86
Figure C.10 — Voltage pick-up points on the edges of the toroidal sensor [23].............c........ 86
Figure C.11 — Example of a single-channel fibre optic transmission system [23] ................... 87
Figure C.12 — Attenuation of coaxial lines and fibre optic cables as a function of

frequency.....ccoceveeiiii e . IV . oz ae n BRI B 7 E AR T e e v e e e e e e e 88
Figure D.1 — Various antennas for CW testing ........c.oiiiiiiii e, 91
Figure D.2 — Relationship between the CW antenna and the incident HEMP field ................. 92
Figure D.3 — Incident and ground-reflected field contributions to the reference sensor

L2 ol | =1 (o] o =S PP TPTPRPR 94
Figure D.4 — Measured reference H-field spectrum and its inverse Fourier transform............ 95
Figure D.5 — Measured sensor responses and calibration function.....................o. 97
Figure D.6 — Measured transfer function, corrected by calibration file ......................coooeinni. 97
Figure E.1 — Example of a general shielding problem ..o, 99
Figure E.2 — Behaviour of the impedance ratio EH as a function of distance from a

£ Lo 11 o3 = 124 S 100
Figure E.3 — Conducting slab of thickness, d, and infinite extent serving as an
electromagnetic DarTIEr . ... 101
Figure E.4 — Equivalent circuit representation of the shielding problem............................... 102
Figure E.5 — Two-port representation of a CirCUit.............cooiiiiiiii i 103
Figure F.1 — Test set-up for the outside-to-in and inside-to-out SE measurement................ 110
Figure G.1 — Test facility inside an EMC chamber....... ... 113
Figure G.2 — Multi- and single-point measurement set-up ........coooiiiiiii i 113
Figure G.3 — Signal measurement using the test facility ..........cc.ccooii i, 115
Figure G.4 — Attenuation measurement resSUltS .........cooiiiiiiiiiiii e 117
Table 1 — Recommended test procedure for different test objects ............ccoooin. 35



IEC 61000-4-23:2016+AMD1:2025 CSV © IEC 2025 REDLINE VERSION

Table 2 — Dimensions and composition of distances d4 to d3, with reference to

T 0= 1S 60
Table 3 — Dimensions and composition of distances d4 to d3, with reference to

T U =G B P 61
Table 4 — Measurement frequencies and antennas in plane-wave.............c.ccocioiiiiinnen. 62
Table 5 — Measurement frequencies and antennas in magnetic field.................c.on. 64
Table E.1 — Surface resistance and electrical parameters for selected materials................. 105
Table F.1 — Comparison with other standards ............cooiii i, 108
Table F.2 — Test shielded roOmMS .. ... e 109
Table F.3 — Comparison of the SE measurement results..............coo 111
Table G.1 — Single-point measurement reSUIS ... 116
Table G.2 — Comparison of the attenuation measurement results..............ccocooiinnn. 118



