)

IEC 62351-7:2025-12(en

IEC IEC 62351-7

®

INTERNATIONAL
STANDARD

Edition 2.0 2025-12

Power systems management and associated information exchange - Data and

communications security -
Part 7: Network and System Management (NSM) data object models

ICS 33.200 ISBN 978-2-8327-0699-2



THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2025 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or
by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from either
IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC copyright
or have an enquiry about obtaining additional rights to this publication, please contact the address below or your local
IEC member National Committee for further information.

IEC Secretariat

3, rue de Varembé
CH-1211 Geneva 20
Switzerland

Tel.: +41 22 919 02 11
info@iec.ch
www.iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigendum or an amendment might have been published.

IEC publications search -
webstore.iec.ch/advsearchform

The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee, ...). It also gives information on projects,
replaced and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished
Stay up to date on all new |IEC publications. Just Published
details all new publications released. Available online and
once a month by email.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or
need further assistance, please contact the Customer
Service Centre: sales@iec.ch.

IEC Products & Services Portal - products.iec.ch
Discover our powerful search engine and read freely all the
publications previews, graphical symbols and the glossary.
With a subscription you will always have access to up to date
content tailored to your needs.

Electropedia - www.electropedia.org

The world's leading online dictionary on electrotechnology,
containing more than 22 500 terminological entries in English
and French, with equivalent terms in 25 additional languages.
Also known as the International Electrotechnical Vocabulary
(IEV) online.

Warning! Make sure that you obtained this publication from an authorized distributor.



mailto:info@iec.ch
https://www.iec.ch/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
https://products.iec.ch/
http://www.electropedia.org/

IEC 62351-7:2025 © IEC 2025

CONTENTS

L T AT ] 8
1 S Yoo} o - PP 10
2 NOMMAtiVe rEfEMENCES .. . i 10
3 Terms and definitions ... ..o e 12
4 Abbreviated terms and aCronNymsS .......o.ouiiiii 14
5 Overview of Network and System Management (NSM)............oooiiiiiiiiiiiiiiens 14
5.1 O IV S . .t 14
5.2 [N IS 1Y oo L= o £ 16
5.2.1 Simple Network Management Protocol (SNMP)..........coooiiiiiiiiiiiiin, 16
5.2.2 [SO NSM Cat@gOriES. .. et e 16
5.2.3 NSM "data objects" for power system operations.............cccoviiiiiiiinininnnn. 16
5.2.4 Other NSM ProtOCOIS . ..vtit it e e aas 17

5.3 Communication network management.............coooiiiiiiiiii 17
5.3.1 Network configuration........ ..o 17
5.3.2 NEtWOrK DaCKUP ... e 17
5.3.3 Communications failures and degradation ..............cooiiiiiiiiii i 18

5.4 Communication ProtOCOIS ....uiei 18
5.5 End systems management. ... ..o 19
5.6 Intrusion detection systems (IDS)......cuouiiiiiiiii i 20
5.6.1 IDS QUIEIINES ... 20
5.6.2 IDS: Passive observation techniques ............cooviviiiiiiiiiiiii 21
5.6.3 IDS: Active security monitoring architecture with NSM data objects.............. 21

5.7 ENd-10-8NA SECUIITY . .cue it 22
5.7.1 End-to-end security CONCEPLS ... 22
5.7.2 Role of NSM in end-to-end SeCUrity..........coiiiiiiii e 23

5.8 NSM requirements: detection functions..............oooiiiiii 25
5.8.1 Detecting unauthorized @CCeSS ... ..ot 25
5.8.2 Detecting resource exhaustion as a denial of service (DoS) attack............... 25
5.8.3 Detecting invalid buffer access DoS attacks............cccoviiiiiiiiiiiii . 26
5.8.4 Detecting tampered/malformed PDUS...........ooiiiiiiiiie e 26
5.8.5 Detecting physical access diSruption..........ooiiiiiiiiiii e, 26
5.8.6 Detecting invalid NetWOrk aCCeSS .....cviiiiiiiiiii 27
5.8.7 Detecting coordinated attacks ..........c.cooiiiiiiiii 27

5.9 Abstract object and agent UML descriptions ... 28
5.9.1 PUrPOSE OFf UML ... 28
5.9.2 Abstract types and base types. .. ... 28
5.9.3 EnumMerated Ty PeS ..o 29
5.9.4 ADSIract @gents. ... 29
5.9.5 Unsolicited Event Notification ... 32
5.9.6 UML Model XtENSION ..o 32
5.10 Abstract Object UML translation to SNMP ... 33
5.10.1 Simple Network Management Protocol (SNMP) ..o, 33
5.10.2 Management information bases (MIBS)..........ccooiiiiiiiiiiiiie e 33
5.11  SNMP mapping of UML model Objects...........oiiiiiiiiii i 34
5,12  SINIMP S ECUIY .ttt 36

B ADSTraCt OB S .o 38



IEC 62351-7:2025 © IEC 2025

6.1 G BNEIAl e 38
6.2 Package ADSIract TYPeS ... 39
6.2.1 GBNEIAL e 39
6.2.2 BooleanValue ... 39
6.2.3 BOOoleanValueT s ..o 39
6.2.4 (07010101 1= ol I T 40
6.2.5 RS e 40
6.2.6 oAt oo 40
6.2.7 oAt g T S e 41
6.2.8 BNt Y I N X oo 41
6.2.9 F Y=Y o 1= PR 41
6.2.10 N e g T S ettt 41
6.2.11 I AT Ar eSS .ttt 42
6.2.12 TN AArES S T Y P ettt 42
6.2.13 A C A AN eSS ittt 42
6.2.14 ST = To7 o 43
6.2.15 T S M . 43
6.2.16 A NG, . 43
6.2.17 A S NG T S -ttt 43
6.2.18 AbstractBaseType root Class ... ...c.ouiiiiii 44
6.2.19 ADbStractAgent root Class..... ..o 44
6.3 Package EnumeratedTyPes ... i 44
6.3.1 GBNEIAL e 44
6.3.2 AppDatStKind enumMeration ... ... ..o 44
6.3.3 PhyHealthKind enumeration ... .. ..o, 44
6.3.4 EXtKind enumeration ... ... 45
6.3.5 INtKIiNd enUMEration ... . ..o 45
6.3.6 LnKKIiNd enumeration. ... ..o o 45
6.3.7 PSPACCKINd enuUMeEration .........o.oiiiiiiiiii it 46
6.3.8 ProtldKind enumeration ... ... 46
6.3.9 EventKind enumeration. .. ... ..o 46
6.3.10 TimSynclssueKind enumeration.............o.ooiiiiii 47
6.3.11 SecurityProfileKind enumeration........ ..o 47
6.3.12 TimSyncSrcKind enumeration....... ..o 47
6.3.13 AP P D A S T Y P et 48
6.3.14 PhyHeEa Ty P oo 48
6.3.15 E X T Y D e 48
6.3.16 T Y D e 49
6.3.17 BV N T Y P i 49
6.3.18 P O P A C T Y P ettt 49
6.3.19 POt T Y P e 49
6.3.20 TIM S Y NC S S U T Y PO et 50
6.3.21 SeCUNtYPIOfI e T Y PO e 50
6.3.22 TIM S Y N C S I T Y PO et 50
6.3.23 GseSubsStKind enumeration...... ... 50
6.3.24 GBS UD S S T Y PO e 51
6.3.25 0] Q1Y o1 PR 51
F o= o £ T PP PP PPP 51



IEC 62351-7:2025 © IEC 2025

71 Package OVeIVIBW ... e e 51
7.2 Package Environmental Agent ... ..o 52
7.2.1 GBNEIAL e 52
7.2.2 (nsmAgent) Environmental..... ... 53
7.2.3 (NSMENLtry) PSUPENIIY ..o e 54
7.2.4 (nsmEvent) Notification ... ..o 54
7.2.5 (nsmEvent) SecurityNotification..............ooo 55
7.3 Package IED Agent. ... 55
7.3.1 GBNEIAL e 55
7.3.2 (NSMAGENE) TED ...t e e e e 56
7.3.3 (NSMENLrYy) CPUENIIY ..o e 58
7.3.4 (NSMENLIY) EXT ENIIY .. e e e enas 58
7.3.5 (NSMENtry) STOREENIIY . ..veiii e 59
7.3.6 (nsmEvent) Notification ... ..o 59
7.3.7 (nsmEvent) SecurityNotification..............ooii 60
7.4 Package Application Protocols Agents ....... ..o 60
7.4.1 GBNEIAL e 60
7.4.2 Package Common ODJECES.......c.iuiii i 61
7.4.3 Package IEC62351-3 €d.2 Agent ...t 62
7.4.4 Package IEEE 1815 and IEC 60870-5 Agent.......cccouiiiiiiiiiiiiiiiieiieeens 74
7.4.5 Package IEEE 1815 and IEC 60870-5 Agent —ed2...........occoviiiiiiincnnnnnnn. 84
7.4.6 Package IECB1850 AGeNt .....c.iuiuiiii i e 96
7.5 Package Interfaces Agent..... ..o e 117
7.5.1 General ... ..o e e e 117
7.5.2 NI ACE et e 118
7.5.3 (NsMAGENt) INtErfaCeS ... e 119
7.5.4 (nsMENtry) ETHENrY .o 120
7.5.5 (NSMENtry) KEYENIIY ..o 120
7.5.6 (NSMENLrYy) SERENIIY ..oniiiiiii et e e e 120
7.5.7 (NSMENtry) ALGENLrY ..o 121
7.5.8 (NSMENLrYy) USBENLIY ..o 121
7.5.9 (nsmEvent) Notification ....... oo 121
7.6 Package CloCks AgeNt . ... 122
7.6.1 GBNEIAL .t 122
7.6.2 (NSMAGENL) CIOCK ..eeei e 123
7.6.3 (nsmMENtry) CIOCKENTry .. ..o 123
7.6.4 (nsmEvent) SecurityNotification..............oooii 124
7.7 Network and Transport AQENTS .. ..o e 124
7.71 TP 124
7.7.2 User Datagram Protocol (UDP).......c.ooiiiii e 125
7.7.3 P e 125
8 SINIMP S CUNITY .ttt e e 125
9  Secured time synchronization ....... ... 126
Annex A (informative) Mapping of relevant IEC 61850 Objects ..........cccoveviiiiiiiiiiniinnnn. 127
B O g AP Y e e 128

Figure 1 — Example of a power system SCADA architecture extended with NSM Data
L0 o) =Y o1 £ 15



IEC 62351-7:2025 © IEC 2025

Figure 2 — IDS Information exchange between applications: generic communication

({0} e To ] Lo e | PR 20
Figure 3 — Active security monitoring architecture with NSM data objects........................... 22
Figure 4 — Comparison of NSM data objects with IEC 61850 objects.............c.coceiiiiiiiinnnn. 24
Figure 5 — Management of both the power system infrastructure and the information

N TS U CTUIE ..o e e 24
FIgure 6 — ADStract tyPeS .u i 28
Figure 7 — ENUMeErated fyPesS . .v e 29
Figure 8 — SUDAgGENES ... ..o 30
Figure 9 — Environmental @agent ... ..o 31
Figure 10 — Model StereOtYPeS ... uu it 32
Figure 11 — Object identifier structure....... ..., 34
Figure 12 — SNMP table ... 36
Figure 13 — SNMP RFCsS map and SECUIY........ouiiiiii i 37
Figure 14 — SNMP ENtity ... e 38
Figure 15 — Class diagram Overview::Part7 Classes OVerview .............ccooeviiiiiiiiiininnnnn. 52
Figure 16 — Class diagram Environmental Agent::Environmental .................ccooin. 53
Figure 17 — Class diagram IED Agent:iIED ... 56
Figure 18 — Class diagram Common objects::Application Protocol common objects............. 61
Figure 19 — Class diagram IEC62351-3 ed.2 Agent::IEC 62351-3 ed.2 Agent

R At 0N S NI DS e e 63
Figure 20 — Class diagram IEEE 1815 and IEC 60870-5 Agent::IEEE 1815 and

IEC B0870-5 AGONt .. e ittt 75
Figure 21 — Class diagram IEEE 1815 and IEC 60870-5 Agent — ed2::IEEE 1815 and

IEC 60870 Agent Relationships. ... ... 85
Figure 22 — Class diagram ACSIIACS] ... 97
Figure 23 — Class diagram MMS:IMMS ...ttt e e e e 99
Figure 24 — Class diagram SV and GSE common objects::SV and GSE common

OB S e 104
Figure 25 — Class diagram SV:iiSV ... 106
Figure 26 — Class diagram GSE::GSE ... 111
Figure 27 — Class diagram Interfaces Agent::Interfaces..............cooiiiiiiii i, 118
Figure 28 — Class diagram Clocks Agent::Clocks Agent...........ccoviiiiiiiiiiiiiiiiieeee, 122
Table 1 — Attributes of Abstract Types::BooleanValue ... 39
Table 2 — Attributes of Abstract Types::BooleanValueTs............coiiiiiiiiiiiiiiiee 40
Table 3 — Attributes of Abstract Types::CounterTs ........ooiiiiiiiiii e 40
Table 4 — Attributes of Abstract Types::CNtRS ... ..o 40
Table 5 — Attributes of Abstract Types::Floating..........coooiiii 40
Table 6 — Attributes of Abstract Types::FloatingTs ..o 41
Table 7 — Attributes of Abstract Types::Entitylndex ..o 41
Table 8 — Attributes of Abstract Types::Integer ... ..o 41
Table 9 — Attributes of Abstract Types::IntegerTs. .. ..o 42
Table 10 — Attributes of Abstract Types::INetAddress .........coooiiiiiiiiiii e 42

4



IEC 62351-7:2025 © IEC 2025

Table 11 — Attributes of Abstract Types::
Table 12 — Attributes of Abstract Types::

Table 13 — Attributes of Abstract Types:
Table 14 — Attributes of Abstract Types:
Table 15 — Attributes of Abstract Types:
Table 16 — Attributes of Abstract Types:

Table 17 — Literals of EnumeratedTypes:
Table 18 — Literals of EnumeratedTypes::
Table 19 — Literals of EnumeratedTypes::
Table 20 - Literals of EnumeratedTypes::
Table 21 — Literals of EnumeratedTypes::
Table 22 — Literals of EnumeratedTypes::
Table 23 — Literals of EnumeratedTypes::
Table 24 — Literals of EnumeratedTypes::
Table 25 — Literals of EnumeratedTypes:
Table 26 — Literals of EnumeratedTypes:
Table 27 — Literals of EnumeratedTypes:
Table 28 — Attributes of EnumeratedTypes:
Table 29 — Attributes of EnumeratedTypes::
Table 30 — Attributes of EnumeratedTypes::
Table 31 — Attributes of EnumeratedTypes::
Table 32 — Attributes of EnumeratedTypes::
Table 33 — Attributes of EnumeratedTypes::
Table 34 — Attributes of EnumeratedTypes::
Table 35 — Attributes of EnumeratedTypes:
Table 36 — Attributes of EnumeratedTypes:
Table 37 — Attributes of EnumeratedTypes:

Table 38 — Literals of EnumeratedTypes

Table 39 — Attributes of EnumeratedTypes::GseSubsStType
Table 40 — Attributes of EnumeratedTypes::LnkType
Table 41 — Attributes of Environmental Agent::Environmental
Table 42 — Attributes of Environmental Agent::PSUPEntry
Table 43 — Attributes of Environmental Agent::Notification
Table 44 — Attributes of Environmental Agent::SecurityNotification

Table 45 — Attributes of IED Agent::
Table 46 — Attributes of IED Agent::
Table 47 — Attributes of IED Agent::
Table 48 — Attributes of IED Agent::
Table 49 — Attributes of IED Agent::
Table 50 — Attributes of IED Agent::

Table 51 — Attributes of Common objects::CommonProtocollnfo
Table 52 — Attributes of IEC62351-3 ed.2 Agent::IEC62351-3ed2security
Table 53 — Attributes of IEC62351-3 ed.2 Agent::TLSSession

INEtAddressSTYPe ..o 42
MaCAdArESS. ...t 43
1SIECION. 43
Timestamp ... 43
ICharStriNg ..o 43
(CharStringTS. .. 44
AppDatStKind ... 44
PhyHealthKind ..o 45
EXtKIiNd ..o 45
INEKING ..o 45
LnKKINd. ... 45
PSPACCKING ... 46
ProtldKind .......c.oiiii 46
EventKind ... 46
:TimSynclssueKind.............oooiiii 47
:SecurityProfileKind............ooo 47
:TIMSyNncSreKind ... 47
(AppDatStType v 48
PhyHealthType ... 48
EXITYPE (o 48
INtTYPE 49
EventType. ..o 49
PSPACCTYPE ... 49
ProtldType ... 49
:TIMSyncCISSUETYPE. ..o 50
:SecurityProfileType...........oo 50
STIMSYNCSICTYPE. e 50
::GseSubsStKind. ... ..o 50
............................................. 51
........................................................ 51
............................................ 54
................................................ 54
................................................ 55
.................................... 55

LB D e 57
CPUENTIY e 58
EXTENIY .o 59
STOREENIIY .. 59
Notification ... 60
SecurityNotification ..o 60
........................................ 62

........................... 64

........................................... 66

5



