IEC 62541-4

Edition 4.0 2025-12

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

OPC unified architecture -
Part 4: Services

Architecture unifiée OPC -
Partie 4: Services

ICS 25.040.40, 35.100.05 ISBN 978-2-8327-0833-0



THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2025 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or
by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from either
IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC copyright
or have an enquiry about obtaining additional rights to this publication, please contact the address below or your local
IEC member National Committee for further information.

Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut étre reproduite ni
utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie et
les microfilms, sans I'accord écrit de I'lEC ou du Comité national de I'lEC du pays du demandeur. Si vous avez des
questions sur le copyright de I'lEC ou si vous désirez obtenir des droits supplémentaires sur cette publication, utilisez
les coordonnées ci-aprées ou contactez le Comité national de I'lEC de votre pays de résidence.

Tel.: +41 22 919 02 11
info@iec.ch
www.iec.ch

IEC Secretariat

3, rue de Varembé
CH-1211 Geneva 20
Switzerland

About the IEC
The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications
The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigendum or an amendment might have been published.

IEC publications search -
webstore.iec.ch/advsearchform

The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee, ...). It also gives information on projects,
replaced and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished
Stay up to date on all new |IEC publications. Just Published
details all new publications released. Available online and
once a month by email.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or
need further assistance, please contact the Customer
Service Centre: sales@iec.ch.

A propos de I'lEC

IEC Products & Services Portal - products.iec.ch
Discover our powerful search engine and read freely all the
publications previews, graphical symbols and the glossary.
With a subscription you will always have access to up to date
content tailored to your needs.

Electropedia - www.electropedia.org

The world's leading online dictionary on electrotechnology,
containing more than 22 500 terminological entries in English
and French, with equivalent terms in 25 additional languages.
Also known as the International Electrotechnical Vocabulary
(IEV) online.

La Commission Electrotechnique Internationale (IEC) est la premiére organisation mondiale qui élabore et publie des
Normes internationales pour tout ce qui a trait a I'électricité, a I'électronique et aux technologies apparentées.

A propos des publications IEC

Le contenu technique des publications IEC est constamment revu. Veuillez vous assurer que vous possédez I'édition la
plus récente, un corrigendum ou amendement peut avoir été publié.

Recherche de publications IEC -
webstore.iec.ch/advsearchform

La recherche avancée permet de trouver des publications
IEC en utilisant différents criteres (numéro de référence,
texte, comité d'études, ...). Elle donne aussi des
informations sur les projets et les publications remplacées
ou retirées.

IEC Just Published - webstore.iec.ch/justpublished
Restez informé sur les nouvelles publications IEC. Just
Published détaille les nouvelles publications parues.
Disponible en ligne et une fois par mois par email.

Service Clients - webstore.iec.ch/csc

Si vous désirez nous donner des commentaires sur cette
publication ou si vous avez des questions contactez-
nous: sales@iec.ch.

IEC Products & Services Portal - products.iec.ch
Découvrez notre puissant moteur de recherche et consultez
gratuitement tous les apercus des publications, symboles
graphiques et le glossaire. Avec un abonnement, vous aurez
toujours acces a un contenu a jour adapté a vos besoins.

Electropedia - www.electropedia.org

Le premier dictionnaire d'électrotechnologie en ligne au
monde, avec plus de 22 500 articles terminologiques en
anglais et en francgais, ainsi que les termes équivalents
dans 25 langues additionnelles. Egalement appelé
Vocabulaire Electrotechnique International (IEV) en ligne.

Warning! Make sure that you obtained this publication from an authorized distributor.
Attention! Veuillez vous assurer que vous avez obtenu cette publication via un distributeur agréé.



mailto:info@iec.ch
https://www.iec.ch/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
https://products.iec.ch/
http://www.electropedia.org/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
https://products.iec.ch/
http://www.electropedia.org/

IEC 62541-4:2025 © IEC 2025

CONTENTS

FOREW O RDD ...t e e L 13
1 T eTe] o 1= TP 16
2 NOIMaAatiVe FEfErENCES .. .o 16
3  Terms, definitions, abbreviated terms and conventions...................... 17
3.1 Terms and definitioNS. ... 17
3.2 Abbreviated termMs. ... 19
3.3 Conventions for Service definitions..............ooi 19

4 OV IV W oot 20
4.1 Service Set MOdel. ... ..o 20
4.2 Request/response ServiCe ProCEAUIES ......ouiuiiiiiiiii e 23

D S BIVICE SOt .o i 24
5.1 GBNEIAl .. 24
5.2 Service request and response header.........c.ovviiiiiiiii 24
5.3 S BIVICE TESUILS ..ot 24
5.4 DisSCOVErY ServiCe Set ... ..o 26
5.4.1 OV IV B W . .. e 26
5.4.2 FiNAS BIVerS . e 27
5.4.3 FindServersONNEtWOrK. ... . ..o 29
5.4.4 LT =14 =l oo o To T 14| £ T PP 30
5.4.5 REgISTErS EIVEr L. 33
5.4.6 REGISTEISEIVEI2. ... it enas 35

5.5 SecureChannel Service Set ... 37
5.5.1 Overview....F ) . azgge9 aan g D ma i rE ey o e oo erieeieieieieieieeiananens 37
5.5.2 OpenSecureChannel ... .....oiiii e 38
5.5.3 CloseSecureChannel..... ... 42

5.6 SESSION SEIVICE Sel. ..o 43
5.6.1 OV IV W . . 43
5.6.2 Create S eSS 0N . et 43
5.6.3 ACHiVatE S ESSION ... 49
5.6.4 ClOS S S S 0N .t 52
5.6.5 CaANCE e 53

5.7 NodeManagement Service Set.........coiiiiiiiiiii e 54
5.7.1 OV IV B W . .. e 54
5.7.2 AdANOAES ... L 54
5.7.3 AdAREIEBIENCES ... L 56
5.7.4 DeleteNOAES .. 58
5.7.5 DeleteREfEIENCES ... .o 59

5.8 VIEW SEIVICE Sl . 61
5.8.1 OV IV B W . .. e 61
5.8.2 Bl S E Lot 61
5.8.3 BroOWSENE X ..o 63
5.8.4 TranslateBrowsePathsToNodelds ... 65
5.8.5 RegISTEINOTES ..o 67
5.8.6 UNregisterNOGES ... 68

5.9 QUETY SEIVICE Sl e it e 69
5.9.1 OV IV B W . .. e 69
5.9.2 QUETYING VIBWS ..ottt e 70



IEC 62541-4:2025 © IEC 2025

5.9.3 QUETYF IS o 70
5.9.4 QUETYINEXE . . e 74
5,10  Attribute Service Setl.....oiii 76
5.10.1 L@ =T VTP 76
5.10.2 REaAd ..o 76
5.10.3 HIStONYREAA .. oo 78
5.10.4 T ot 81
5.10.5 HiStOryUpdate. ..o 84
511 Method ServiCe Set. ... 85
5.11.1 L@ =T VTP 85
5.11.2 Gl e 86
5.12  Monitoredltem ServiCe Set.......cciiiii 89
5.12.1 Monitoredltem model. . ... ..o 89
5.12.2 CreateMonitoredltems .. ... 94
5.12.3 ModifyMonitoreditems ... ... i e 97
5.12.4 SetMOoNItoriNGMOAE ... 99
5.12.5 Y=l I T o =Y 4 T TR PP 101
5.12.6 DeleteMonitoredltems ... 102
5.13  Subscription Service Set ..o 104
5.13.1 SubSCHPtion MOAEL ... .o 104
5.13.2 CreateSuUbSCIIPIION. ... e 113
5.13.3 ModifySUDSCIIPION. ... e 114
5.13.4 SetPublishingMode ... 116
5.13.5 PublishiIB.L LIRS o/ /S AL AL LA L ALY 117
5.13.6 REPUDIISN. o 119
5.13.7 TransferSUDSCIIPLIONS. ... 120
5.13.8 DeleteSUDSCIIPLIONS ..o 122
SEIVICE DENAVIOUIS ...t e ettt 123
6.1 Sesutitycataloe/standards/iec/d00c1.a6b-67£5-4940-9208-375£1.79¢3.13Qiec-625. 123
6.1.1 L@ A= VT PP 123
6.1.2 Obtaining and installing an Application Instance Certificate....................... 124
6.1.3 Determining if a Certificate is trusted ... 125
6.1.4 Creating a SecureChannel ..o 128
6.1.5 Creating @ SeSSION. ... 130
6.1.6 IMmpersonating @ USEer ... 131
6.1.7 Continuous security Checks...... ..o 131
6.2 AULROTIZAtION SEIVICES ..vviiii e eas 131
6.2.1 L@ A= VT PP 131
6.2.2 Indirect handshake with an Identity Provider...............cooo, 132
6.2.3 Direct handshake with an Identity Provider ..., 132
6.3 Session-less Service iNVOCAtION ... .....oiiiii 133
6.3.1 DS O P ON . e e 133
6.3.2 P aram et erS o 134
6.3.3 S BIVICE TS U ..ttt e e e e e e 135
6.4 Software CertifiCates. .. ..o 135
6.5 8T 11 T PP 135
6.5.1 L@ =T VT 135
6.5.2 General audit 10gS. .. .vuie 136
6.5.3 General audit EVENES .......iuiii e 136



IEC 62541-4:2025 © IEC 2025

6.5.4 Auditing for Discovery Service Set ... 136
6.5.5 Auditing for SecureChannel Service Set........cccoiiiiiiiiiii 136
6.5.6 Auditing for Session Service Set..........oooiiiiiii 137
6.5.7 Auditing for NodeManagement Service Set..........c.oooiiiiiiiii 137
6.5.8 Auditing for Attribute Service Set........coooiiii 137
6.5.9 Auditing for Method Service Set ... 138
6.5.10 Auditing for View, Query, Monitoredltem and Subscription Service Set....... 138
6.6 REAUNAANCY ..o 138
6.6.1 RedundanCy OVEIVIEW ......ciiiiiiiiii e 138
6.6.2 Server REAUNAaNCY......ouiiiii e 139
6.6.3 Client REAUNAANCY .. cuiuiiii e 150
6.6.4 Network ReAUNAANCY ... 150
6.6.5 Manually forcing failover...... ... 152
6.7 Re-establishing connections ....... ..o 152
6.8 Durable SUDSCHIPLIONS . ..o 154
Common parameter type definitions...........oooiiiiiii 155
71 AdditionalParametersTyPe. ... 155
7.2 ApplicationDesCriplioN. ... 156
7.3 ApplicationlnstanceCertificate ... 156
7.4 AP At ON T Y PO e 157
7.5 BroWSeDIrECtION ... e 157
7.6 BroWSERESUIL ... e 158
7.7 CON N I BT e 158
7.7 ContentFilter StruCtUre ... ... e 158
7.7.2 ContentFiltErRESUI .. .. v e 159
7.7.3 FIerO D erator . ..o 160
7.7.4 FilterOperand parameters ......ocoviiiiiiiiiii e 168
7.8 COUN BT e e 170
7.9 ContinUAtioNPOINT ... e 170
7.10  DataChange T rigger. ... e et 171
T AT DataValUe. ..o 172
7.11.1 LT =Y = - | PP 172
7.11.2 PiCOS ECONAS it 172
7.11.3 Yo U1 o= N I 10 Y= 153 = T 4 oS PP 172
7.11.4 T V2= I T =TT €= 10 ] o J P 173
7.11.5 StatusCode assigned toavalue ... 173
7.12  DIiagnostiCINTO ... 174
7.13 DiscoveryConfiguration parameters .............cooiiiiiiiiii 175
7.13.1 L@ =T VT 175
7.13.2 MdnsDiscoveryConfiguration ..o 175
7.14  EndpointDesCriplion . ..o 175
7.15  Ephemeralkey T ype. . 176
7.16  ExpandedNoOdeld ... 176
717  ExtensibleParameter. ... ..o 177
A0 T 1 g T L= G PO 177
TA9  INtegerld. ..o 177
7.20 MessageSecurityMoOde ... .. ..o 178
7.21  MonitoringParameters ... ... 178
7.22  MonitoringFilter parameters .. ... ..o 179



IEC 62541-4:2025 © IEC 2025

7.22.1 L@ A= VT PP 179
7.22.2 DataChangeFilter. .. . .o 180
7.22.3 EVeNtF I er . 181
7.22.4 AggregateFilter. . ... 183
7.23  MONITONNGMOTE. ... e 185
7.24 NodeAttributes parameters ... ... 185
7.24.1 L@ A= VT PP 185
7.24.2 ObjectAttributes parameter ... . ..o 186
7.24.3 VariableAttributes parameter.... ... 186
7.24.4 MethodAttributes parameter...... ... 187
7.24.5 ObjectTypeAttributes parameter ... 187
7.24.6 VariableTypeAttributes parameter............o 188
7.24.7 ReferenceTypeAttributes parameter...........coooiiiiiiiiii 188
7.24.8 DataTypeAttributes parameter... ... 189
7.24.9 ViewAttributes parameter..... ... 189
7.24.10 GenericAttributes parameter ..........coooiiiiiiiii 190
7.25 NotificationData parameters. .. .....coviiiiii 190
7.25.1 L@ A=Y VT 190
7.25.2 DataChangeNotification parameter ... 191
7.25.3 EventNotificationList parameter...........cocoiiiii 192
7.25.4 StatusChangeNotification parameter...............cooiii 192
7.26  NOtIificatioNMESSAGE. ... o uie i 192
T7.27  NUMEMICRANGE ...t 193
7.28  QuUEryDataSetl . ... 194
7.29 ReadValUeld . ... 194
7.30  ReferenCeDESCIiPiON. .. .. 195
7.31  RelativePath ... 196
7.32  RegiStEreUS eIV . . e 197
7.33  ReqUeStHEAUEr ... 198
7.34  ResSpPONSEHEATEr .. ... 200
7.35  SerVICEF AUl .. 201
7.36  SessionAuthenticationTOKeN ... .....c..oiiiiii 201
7.37  SignatureData ..o 202
7.38 SignedSoftwareCertificate ... 202
7.39 S AtUS C OB ettt 203
7.39.1 LT =Y = - | 203
7.39.2 CommoN StatUSC OGS vttt 206
7.40 TimestampsToREIUIN ... 209
7.41  UserldentityToken parameters ... ..o 210
7.41.1 L@ =T VT 210
7.41.2 Token Encryption and Proof of POSSession ...........ccovviiiiiiiiiiiiiiiii, 210
7.41.3 Anonymousldentity TOKEN ... ... 215
7.41.4 UserNameldentityTOKEN ... 216
7.41.5 XO09Identity TOKENS . ..o e 217
7.41.6 [ssuedldentity TOKEN ... 218
742 USErTOKENPOIICY ...ueieiii 218
743 USEITOKEN T Y PO ettt 219
A S V=Y = T o T I 0= 219
T.45  VieWD eSS CriPliON. .o 220



IEC 62541-4:2025 © IEC 2025

Annex A (informative) Backus-Naur form (BNF) definitions ...............cooo, 221
A.1 Overview over BNF ... 221
A.2 BNF of RelativePath ... 221
A.3 BNF of NUMEIICRANGE ... 223

Annex B (informative) ContentFilter and Query examples ..o, 224
B.1 Simple ContentFilter eXxamples. ... ... 224

B.1.1 L0 Y TP 224
B.1.2 E XA DI o 224
B.1.3 EXaMPIE 2. 225
B.2 Complex Examples of Query Filters.......ccooiiiiiiiiii 226
B.2.1 L@ Y T P 226
B.2.2 Used type MOdel. ... 226
B.2.3 EXample NOteS ... 229
B.2.4 E XA o 230
B.2.5 EXaMPIE 2. 231
B.2.6 EXaMIPIE 3. e 232
B.2.7 EXAMPIE 4o 235
B.2.8 EXaMPIE O 236
B.2.9 EXaMPIE B .o e 237
B.2.10 E X AMIPIE 7 e 239
B.2.11 EXaMPIE B .o e 241
B.2.12 EXamMPlE O 242

B O g AP Y et 245

Figure 1 — DiSCOVEIY SerVICEe St ...iuiuitiiiiii i e e 21

Figure 2 — SecureChannel Service Set ... ..o 21

Figure 3 — SeSSiON ServiCe St ... 21

Figure 4 — NodeManagement Service Set ... ..ot 21

Figure 5 — VIiew ServiCe Set. ... 22

Figure 6 — Attribute Service Set ... ..o 22

Figure 7 — Method ServiCe Set. ... e 23

Figure 8 — Monitoredltem and Subscription Service Sets ... 23

FIQUIE O — DiSCOVEIY PrOCESS. .ttt ittt ettt et ettt ettt ettt ettt ettt ettt ettt et et et et et et et enenenanas 26

Figure 10 — UsSiNg @ GateWay SerVer ..o e 32

Figure 11 — The Registration Process — Manually Launched Servers .............ccocoiiiiiiiinnnn. 33

Figure 12 —The Registration Process — Automatically Launched Servers............................ 34

Figure 13 — SecureChannel and SeSSioN ServiCes .........ccoiiiiiiiiiiiiiiii e 38

Figure 14 — Multiplexing USEers 0N @ SeSSiON........iuiiiiii i 45

Figure 15 — Monitoreditem model ... . ... 89

Figure 16 — Typical delay in change detection ... 91

Figure 17 — Queue overflow handling ..o 92

Figure 18 — Triggering MoOdel. ... ..o e 93

Figure 19 — Obtaining and installing an Application Instance Certificate ........................... 125

Figure 20 — Determining if an Application Instance Certificate is trusted........................... 128

Figure 21 — Establishing a SecureChannel........ ..o 129

Figure 22 — Establishing @ SeSSioN..... ..o 130



