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INTERNATIONAL ELECTROTECHNICAL COMMISSION

Ql SPECIFICATION VERSION 2.0 -
Part 8: NFC Tag Protection

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising all
national electrotechnical committees (IEC National Committees). The object of IEC is to promote international co-
operation on all questions concerning standardization in the electrical and electronic fields. To this end and in addition
to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, Publicly
Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their preparation is entrusted to
technical committees; any IEC National Committee interested in the subject dealt with may participate in this
preparatory work. International, governmental and non-governmental organizations liaising with the IEC also
participate in this preparation. IEC collaborates closely with the International Organization for Standardization
(ISO) in accordance with conditions determined by agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between any IEC
Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or other
damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses
arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in respect
thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which may be
required to implement this document. However, implementers are cautioned that this may not represent the latest
information, which may be obtained from the patent database available at https://patents.iec.ch. IEC shall
not be held responsible for identifying any or all such patent rights.

IEC 63563-8 has been prepared by technical area 15: Wireless Power Transfer, of IEC
technical committee 100: Audio, video and multimedia systems and equipment. It is an
International Standard.

It is based on Qi Specification version 2.0, NFC Tag Protection and was submitted as a Fast-
Track document.

The text of this International Standard is based on the following documents:

Draft Report on voting

100/4252/FDIS 100/4283/RVD



https://standards.iteh.ai/catalog/standards/iec/c98f9fae-b86a-4cc2-823d-61954dc779f6/iec-63563-8-2025
https://standards.iteh.ai/catalog/standards/iec/c98f9fae-b86a-4cc2-823d-61954dc779f6/iec-63563-8-2025

IEC 63563-8:2025 © IEC 2025 -3-

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

The structure and editorial rules used in this publication reflect the practice of the organization
which submitted it.

This document was developed in accordance with ISO/IEC Directives, Part 1 and ISO/IEC
Directives, IEC Supplement available at www.iec.ch/members_experts/refdocs. The main
document types developed by IEC are described in greater detail at www.iec.ch/publications.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn, or

e revised.
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DISCLAIMER

The information contained herein is believed to be accurate as of the date of publication,
but is provided “as is” and may contain errors. The Wireless Power Consortium makes no
warranty, express or implied, with respect to this document and its contents, including any
warranty of title, ownership, merchantability, or fitness for a particular use or purpose.
Neither the Wireless Power Consortium, nor any member of the Wireless Power
Consortium will be liable for errors in this document or for any damages, including indirect
or consequential, from use of or reliance on the accuracy of this document. For any further
explanation of the contents of this document, or in case of any perceived inconsistency or ambiguity

of interpretation, contact: info@wirelesspowerconsortium.com.

RELEASE HISTORY

Specification Version

Release Date

Description

2.0

April 2023

Initial release of the v2.0 Qi Specification.



https://standards.iteh.ai/catalog/standards/iec/c98f9fae-b86a-4cc2-823d-61954dc779f6/iec-63563-8-2025
https://standards.iteh.ai/catalog/standards/iec/c98f9fae-b86a-4cc2-823d-61954dc779f6/iec-63563-8-2025

-6- IEC 63563-8:2025 © IEC 2025

Table of Contents

=T 1T - | 2
1.1 Structure of the Qi Specification. ... 2
L o] o 3
13 COMPIANCE. . 3
T4 REfOIONCES. 3
1.5 CONVENTIONS L e e e 4
1.6 POWer Profiles. . . 6
2 Introduction . ..... ..ottt i i i i e et e i 7
2.1 NFCtag detection and Protection. ........ ..ot e 7
3 NFC tag protection and device communication...............civiiennn. 9
4 NFC tag detection by a Power Transmitter Product....................... 12
4.1 NFCantenna integration in a Power Transmitter Product...............................oo..e. 12
4.2 NFCTransceiver iNteGration . . ... ..ottt et ettt e e e 14
43 NFCPOIING .. 16
5 NFC tag detection by a Power ReceiverProduct ......................... 21
51 Design guidelines . .. ..o oo 21
52 Recommended detection procedure. ... ... ..cooo e 21
6 Tagdetectionusingthe NFCunit..........ccoiiiiiiiiiiiiinninnneennns 22
6.1 Low power object detectionin standby ............ ..o 22
6.2 Low power object detection in the power transferphase ........................oill. 22
7 Testing the impact of a Power Transmitter Productonan NFCtag .......... 23
7.0 Test PICC AIMeNSIONS. . ... et 23
7.2 Construction of the Test PICC . ... o 23
7.3 Test PICC calibration. ... ..o 26

74 Testprocedure using the TeSt PICC. .. ... o e 26


https://standards.iteh.ai/catalog/standards/iec/c98f9fae-b86a-4cc2-823d-61954dc779f6/iec-63563-8-2025
https://standards.iteh.ai/catalog/standards/iec/c98f9fae-b86a-4cc2-823d-61954dc779f6/iec-63563-8-2025

IEC 63563-8:2025 © IEC 2025 -7-

1 General

1.1

The Wireless Power Consortium (WPC) is a worldwide organization that aims to develop and
promote global standards for wireless power transfer in various application areas. A first
application area comprises flat-surface devices such as mobile phones and chargers in the
Baseline Power Profile (up to 5 W) and Extended Power Profile (above 5 W).

Structure of the Qi Specification

General documents
Introduction

Glossary, Acronyms, and Symbols

System description documents
Mechanical, Thermal, and User Interface
Power Delivery
Communications Physical Layer
Communications Protocol
Foreign Object Detection
NFC Tag Protection

Authentication Protocol
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Scope

The Qi Specification, NFC/RFID Card Protection (this document) provides guidelines for detecting
the presence of a Radio Frequency Identification (RFID) tag or Near Field Communication (NFC)
card within the operating range of the Power Transmitter and preventing damage to the tag or
card.

Compliance

All provisions in the Qi Specification are mandatory, unless specifically indicated as recommended,
optional, note, example, or informative. Verbal expression of provisions in this Specification follow
the rules provided in ISO/IEC Directives, Part 2.

Table 1: Verbal forms for expressions of provisions

Provision Verbal form
requirement “shall” or “shall not”
recommendation “should” or “should not”
permission “may” or “may not”
capability “can” or “cannot”

For undated references, the most recently published document applies. The most recent WPC
publications can be downloaded from http: //www.wirelesspowerconsortium.com.
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1.5 Conventions

1.5.1

1.5.2

1.5.3

Notation of numbers

Real numbers use the digits 0 to 9, a decimal point, and optionally an exponential part.
Integer numbers in decimal notation use the digits 0 to 9.

Integer numbers in hexadecimal notation use the hexadecimal digits 0 to 9 and A to F, and are
prefixed by "0x" unless explicitly indicated otherwise.

Single bit values use the words ZERO and ONE.

Tolerances

Unless indicated otherwise, all numeric values in the Qi Specification are exactly as specified and do
not have any implied tolerance.

Fields in a data packet

A numeric value stored in a field of a data packet uses a big-endian format. Bits that are more
significant are stored at a lower byte offset than bits that are less significant. Table 2 and Figure 1
provide examples of the interpretation of such fields.

Table 2: Example of fields in a data packet

b, bg b, b, b, b, b, b,
B, (msb)
16-bit Numeric Data Field
B, (Isb)
B, Other Field (msb)
B, 10-bit Numeric Data Field (Isb) | Field

Figure 1. Examples of fields in a data packet

16-bit Numeric Data Field

b15 b14 bl?- blZ b11 b10 b9 b8 b7 bG b5 b4 b3 bZ b1 bO

By B,

10-bit Numeric Data Field

by by b, | bg by b, b, b, b b

B, B,
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1.5.4 Notation of text strings

1.5.5

Text strings consist of a sequence of printable ASCII characters (i.e. in the range of 0x20 to 0x7E)
enclosed in double quotes ("). Text strings are stored in fields of data structures with the first
character of the string at the lowest byte offset, and are padded with ASCII NUL (0x00) characters
to the end of the field where necessary.

EXAMPLE: The text string “WPC” is stored in a six-byte fields as the sequence of characters 'W', 'P', 'C', NUL,
NUL, and NUL. The text string “M:4D3A” is stored in a six-byte field as the sequence 'M', "', '4",'D’,
'3',and A'.

Short-hand notation for data packets

In many instances, the Qi Specification refers to a data packet using the following shorthand
notation:

<MNEMONIC>/<modifier>

In this notation, <MNEMONIC> refers to the data packet's mnemonic defined in the Qi Specification,
Communications Protocol, and <modifier> refers to a particular value in a field of the data packet.
The definitions of the data packets in the Qi Specification, Communications Protocol, list the
meanings of the modifiers.

For example, EPT/cc refers to an End Power Transfer data packet having its End Power Transfer
code field set to 0x01.
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1.6 Power Profiles

A Power Profile determines the level of compatibility between a Power Transmitter and a Power
Receiver. Table 3 defines the available Power Profiles.

BPP PTx: A Baseline Power Profile Power Transmitter.

EPP5 PTx: An Extended Power Profile Power Transmitter having a restricted power transfer
capability, i.e. PP =5 W.

EPP PTx: An Extended Power Profile Power Transmitter.

BPP PRx: A Baseline Power Profile Power Receiver.

EPP PRx: An Extended Power Profile Power Receiver.

Table 3: Capabilities included in a Power Profile

Feature BPP PTx EPPS PTx EPP PTx BPP PRx EPP PRx
Ax or Bx design Yes Yes No N/A N/A
MP-Ax or MP-Bx design No No Yes N/A N/A
Baseline Protocol Yes Yes Yes Yes Yes
Extended Protocol No Yes Yes No Yes
Authentication N/A Optional Yes N/A Optional
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2 Introduction

2.1

2.1.1

A Power Transmitter can damage Near Field Communication (NFC) tags present in the Operating
Volume during any phase if the emitted power levels are above the defined limit values (see
Section 2, Introduction, and its subsections).

For more information about NFC tags, see https://nfc-forum.org/.

The highest risk of damage occurs in the power transfer phase, as shown in Table 4.

Table 4: Risk of damage to NFC tags by protocol phase

Protocol phase Risk of damage
Ping phase Possible
Configuration phase Possible
Negotiation phase Possible
Power transfer phase Likely

NFC tag detection and protection

The goal of this document is to describe how NFC tags can be detected and protected by extending
the functionality of the Power Transmitter Product or Power Receiver Product.

NFC tag detection

By integrating an NFC transceiver into a Power Transmitter Product or into a Power Receiver
Product, any NFC tag that can be present between the Power Transmitter Product and the Power
Receiver Product can be reliably detected. The capabilities of the devices determines which one
will execute NFC tag detection.

If neither the Power Transmitter Product nor the Power Receiver Product can detect NFC tags,
NFC tag protection does not happen and any NFC tag in the Operating Volume are susceptible
to damage.

If either the Power Transmitter Product or the Power Receiver Product (but not both) can
detect NFC tags, that device should execute tag detection.

If both the Power Transmitter Product and the Power Receiver Product can detect NFC tags,
one or both of the devices should execute tag detection.

Selection of the device that should execute NFC tag detection happens when the Power Transmitter
and Power Receiver exchange information in the negotiation phase.

See Section 3, NFC tag protection and device communication, for further information.
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2.1.2 Protecting NFC tags

A Power Transmitter can protect NFC tags by maintaining the magnetic field levels in all phases of
the power transfer protocol below a defined limit value. This limit is defined by specific
measurement methods using the Test Proximity Integrated Circuit Card (PICC) described in
Section 7, Testing the impact of a Power Transmitter Product on an NFC tag, and helps to ensure that
NFC tags are not damaged.

NOTE: In rare cases, damage can still occur even at magnetic field levels below the limit value.


https://standards.iteh.ai/catalog/standards/iec/c98f9fae-b86a-4cc2-823d-61954dc779f6/iec-63563-8-2025
https://standards.iteh.ai/catalog/standards/iec/c98f9fae-b86a-4cc2-823d-61954dc779f6/iec-63563-8-2025

	English
	Table of Contents
	FOREWORD
	1 General
	1.1 Structure of the Qi Specification
	1.2 Scope
	1.3 Compliance
	1.4 References
	1.5 Conventions
	1.5.1 Notation of numbers
	1.5.2 Tolerances
	1.5.3 Fields in a data packet
	1.5.4 Notation of text strings
	1.5.5 Short-hand notation for data packets

	1.6 Power Profiles

	2 Introduction
	2.1 NFC tag detection and protection
	2.1.1 NFC tag detection
	2.1.2 Protecting NFC tags





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /All
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create high quality Adobe PDF documents suitable for a delightful viewing experience and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 7.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice




