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Nuclear power plants -
Instrumentation and control systems important to safety -
Software aspects for computer-based systems performing
category a functions

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC document(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation.

IEEE Standards documents are developed within IEEE Societies and Standards Coordinating Committees of the
IEEE Standards Association (IEEE SA) Standards Board. |IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members
of IEEE and serve without compensation. While IEEE administers the process and establishes rules to promote
fairness in the consensus development process, I[EEE does not independently evaluate, test, or verify the
accuracy of any of the information contained in its standards. Use of IEEE Standards documents is wholly
voluntary. IEEE documents are made available for use subject to important notices and legal disclaimers (see
https://standards.ieee.org/ipr/disclaimers.html for more information).

IEC collaborates closely with IEEE in accordance with conditions determined by agreement between the two
organizations. This Dual Logo International Standard was jointly developed by the IEC and IEEE under the terms
of that agreement.

The formal decisions of IEC on technical matters express, as nearly as possible, an international consensus of
opinion on the relevant subjects since each technical committee has representation from all interested IEC
National Committees. The formal decisions of IEEE on technical matters, once consensus within IEEE Societies
and Standards Coordinating Committees has been reached, is determined by a balanced ballot of materially
interested parties who indicate interest in reviewing the proposed standard. Final approval of the IEEE standards
document is given by the IEEE Standards Association (IEEE SA) Standards Board.

IEC/IEEE Publications have the form of recommendations for international use and are accepted by IEC National
Committees/IEEE Societies in that sense. While all reasonable efforts are made to ensure that the technical
content of IEC/IEEE Publications is accurate, IEC or IEEE cannot be held responsible for the way in which they
are used or for any misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
(including IEC/IEEE Publications) transparently to the maximum extent possible in their national and regional
publications. Any divergence between any IEC/IEEE Publication and the corresponding national or regional
publication shall be clearly indicated in the latter.

IEC and IEEE do not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC and IEEE are not responsible
for any services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or IEEE or their directors, employees, servants or agents including individual
experts and members of technical committees and IEC National Committees, or volunteers of IEEE Societies and
the Standards Coordinating Committees of the IEEE Standards Association (IEEE SA) Standards Board, for any
personal injury, property damage or other damage of any nature whatsoever, whether direct or indirect, or for
costs (including legal fees) and expenses arising out of the publication, use of, or reliance upon, this IEC/IEEE
Publication or any other IEC or IEEE Publications.

Attention is drawn to the normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that implementation of this IEC/IEEE Publication may require use of material
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. IEC or IEEE shall not be held responsible for identifying
Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity or
scope of Patent Claims or determining whether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-discriminatory.
Users of this standard are expressly advised that determination of the validity of any patent rights, and the risk
of infringement of such rights, is entirely their own responsibility.

IEC/IEEE 60880 has been prepared by subcommittee 45A: Instrumentation, control and
electrical power systems of nuclear facilities, of IEC technical committee 45: Nuclear
instrumentation in cooperation with Nuclear Power Engineering Committee of the IEEE, under
the IEC/IEEE Dual Logo Agreement between IEC and IEEE. It is an International Standard.

5


https://standards.ieee.org/ipr/disclaimers.html
https://standards.iteh.ai/catalog/standards/iec/3ba1c71f-7712-429c-a8e0-fad9a32f593e/iec-ieee-60880-2026
https://standards.iteh.ai/catalog/standards/iec/3ba1c71f-7712-429c-a8e0-fad9a32f593e/iec-ieee-60880-2026

IEC/IEEE 60880:2026 © IEC/IEEE 2026

This is the first edition developed according to the IEC/IEEE Dual Logo Agreement. This edition
cancels and replaces the second edition IEC 60880 published in 2006. It constitutes a technical
revision.

The revision of the standard is intended to accomplish the following:

a) To take into account the fact that software engineering techniques advanced significantly in
the intervening years.

b) To align the standard with the new IAEA document SSG-39.

c) To align as far as possible the definitions in the standard with the International Atomic
Energy Agency, IAEA Nuclear Safety and Security Glossary, 2022 (Interim) Edition, I1AEA,
Vienna (2022).

d) To adapt the requirements associated with standards published or revised since the second
edition of IEC 60880, especially IEC 61513, IEC 61226, IEC 62138, IEC 60987, IEC 62340,
IEC 62645 and IEC 62671.

e) To review the existing requirements.

The text of this International Standard is based on the following IEC documents:

Draft Report on voting

45A/1661/FDIS 45A/1668/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with the rules given in the ISO/IEC Directives, Part 2,
available at www.iec.ch/members_experts/refdocs. The main document types developed by IEC
are described in greater detail at www.iec.ch/publications/.

The IEC Technical Committee and IEEE Technical Committee have decided that the contents
of this document will remain unchanged until the stability date indicated on the IEC website
under webstore.iec.ch in the data related to the specific document. At this date, the document
will be

— reconfirmed,

— withdrawn, or

— revised.
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INTRODUCTION

a) Technical background and main issues

Engineering of computer-based instrumentation and control (I&C) systems to be used for
nuclear safety purposes is a challenge due to the safety requirements to be fulfilled. The safety
software used in nuclear power plants (NPP) which is often required only in emergency cases,
is fully validated and qualified before use in operation. In order to achieve the high dependability
required, special care is taken throughout the entire lifecycle, including the basic requirements,
the various design phases, the verification and validation testing procedures for operation and
maintenance. This document addresses the related safety aspects and provides requirements
for achieving the high software quality necessary.

b) Situation of the current standard in the structure of the SC 45A standard series

This document is directly referenced by IEC 61513 which deals with the system aspects of I&C
systems and equipment that are used to perform functions important to safety in NPPs.

This document is the second level SC 45A document tackling the issue of software aspects for
I&C systems performing category A functions.

Software for categories B and C functions is dealt with in IEC 62138.

This document and IEC 62138 together cover the domain of the software aspects of computer-
based systems used in nuclear power plants to perform functions important to safety.

IEC 62566 and IEC 62566-2 together cover the domain of the programmable logic used in
nuclear power plants to perform functions important to safety.

IEC 62340 covers the domain of requirements for coping with common cause failure (CCF).

This document is to be read in conjunction with IEC 61513, the appropriate SC 45A standard
on system aspects of I&C systems and equipment that are used to perform functions important
to safety.

For more details on the structure of the SC 45A standard series see item d) of this introduction.
¢) Recommendation and limitation regarding the application of this document

This document establishes no additional functional requirements for systems important to
safety.

Aspects for which special requirements and recommendations have been produced, are:
a) a general approach to software development to assure the production of the highly reliable
software required including hardware and software interdependencies;

b) a general approach to software verification and to the software aspects of the computer-
based system validation;

c) procedures for software modification and configuration control;

d) requirements for use of tools;

e) procedures for qualification of pre-developed software.

It is recognised that software technology is continuing to develop at a rapid pace and that it is

not possible for this document to include references to all modern design technologies and
techniques.
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To ensure that this document continues to be relevant in future years the emphasis has been
placed on issues of principle, rather than specific software technologies.

If new techniques are developed then it is deemed possible to assess the suitability of such
techniques by applying the safety principles contained within this document.

d) Description of the structure of the SC 45A standard series and relationships with
other IEC documents and other bodies documents (IAEA, ISO)

The IEC SC 45A standard series comprises a consistent set of documents organised in a
hierarchy of four levels. The top-level documents of the IEC SC 45A standard series are
IEC 61513 and IEC 63046, covering respectively general requirements for 1&C systems and
general requirements for electrical power systems of NPPs. IEC 61513 and IEC 63046 adopt
an overall system lifecycle framework and constitute, along with the relevant second-level
standards, the nuclear implementation of the basic safety series IEC 61508. IEC 61513 and
IEC 63046 refer to ISO 9001 as well as to IAEA GSR part 2 and IAEA GS-G-3.1 and IAEA GS-
G-3.5 for topics related to quality assurance (QA).

IEC 61513 and IEC 63046 refer directly to second-level IEC SC 45A standards for general
requirements for specific topics, such as categorization of functions and classification of
systems (IEC 61226), qualification (IEC/IEEE 60780-323), separation (IEC 60709), control
room design (IEC 60964), electromagnetic compatibility (IEC 62003), human factors
engineering (IEC 63351), programmable digital item and hardware aspects for programmable
digital systems (in particular this document and IEC 62566) and management of ageing
(IEC 62342). For cybersecurity, IEC 62645 builds upon the valid high-level principles and main
concepts of the generic security standards, in particular ISO/IEC 27001 and ISO/IEC 27002; it
adapts them and completes them to fit the nuclear context and coordinates with the IEC 62443
series.

At a third level, standards relate to specific requirements for specific equipment, technical
methods, or activities. Usually, these documents refer to second-level documents for general
requirements and can be used on their own.

A fourth level extending the IEC SC 45A standard series, corresponds to Technical Reports
which are not normative.

The IEC SC 45A standards series consistently implements the safety and cybersecurity
principles and terminology of relevant IAEA safety standards and documents of the IAEA
Nuclear Security Series (NSS). In particular, this includes IAEA Safety Requirements SSR-2/1,
establishing safety requirements related to the design of NPPs; IAEA Safety Guide SSG-30,
addressing the safety classification of structures, systems and components in NPPs; IAEA
Safety Guide SSG-39, addressing the design of I&C systems for NPPs; IAEA Safety Guide
SSG-34, addressing the design of electrical power systems for NPPs; IAEA Safety Guide
SSG-51, addressing human factors engineering in the design of NPPs; and Nuclear Security
Series Implementing Guide NSS 42-G and Technical Guidance NSS 17-T for computer security
at nuclear facilities.

NOTE IEC TR 63400 provides a more comprehensive description of the overall structure of the IEC SC 45A
standards series and of its relationship with other standards bodies and standards.
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1 Scope

This document provides requirements for the software of computer-based systems of nuclear
power plants performing functions of safety category A as defined by IEC 61226. As an
IEC/IEEE standard developed according to the Dual Logo Agreement, when used within the
context of IEEE, this document is considered to provide an acceptable set of requirements for
achieving the quality and dependability objectives for the software used in IEEE Class 1E safety
systems, subsystems and components.

According to the definition in IEC 61513, I&C systems of safety class 1 are intended to support
category A functions, but can also support functions of lower categories. However the system
requirements are always determined by the functions of the highest category implemented.

For software of I&C system performing only category B and C functions in NPP as defined by
IEC 61226, the requirements and guidance of IEC 62138 are applicable.

This document provides requirements for the purpose of achieving highly dependable software.
It addresses each stage of software generation and documentation, including requirements
specification, design, implementation, verification and validation testing.

The principles applied in developing these requirements include:

— best available practices;
— top-down design methods;
— modularity;

— verification of each phase;
— clear documentation;

— auditable documents;

— validation testing.

Annex A provides detailed requirements and recommendations for design and implementation
of software.

Additional informative guidance is given in Annex B to Annex G.

This document does not explicitly address the protection of software against threats arising
from malicious attacks, that is, cybersecurity, for computer-based systems. IEC 62645 provides
cybersecurity requirements.

IEC 62671 can be used as an alternative to this document for digital devices of limited
functionality. IEC 62671 contains precise criteria to determine if it is applicable to a particular
device.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61513:2026, Nuclear power plants - Instrumentation and control important to safety -
General requirements for systems
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3 Terms, definitions, symbols and abbreviations

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO, IEC, and IEEE maintain terminology databases for use in standardization at the following
addresses:

— |EC Electropedia: available at https://www.electropedia.org/
— 1SO Online browsing platform: available at https://www.iso.org/obp
— |EEE Standards Dictionary Online: available at http://dictionary.ieee.org

3.1.1

animation

process by which the behaviour defined by a specification is displayed with actual values
derived from the stated behaviour expressions and from some input values

3.1.2

application function

function of an I&C system that performs a task related to the process being controlled rather
than to the functioning of the system itself

[SOURCE: IEC 61513:2026, 3.1, modified — notes removed.]

3.1.3

application-oriented language

computer language specifically designed to address a certain type of application and to be used
by persons who are specialists of this type of application

Note 1 to entry: Application-oriented languages may be used to specify the functional requirements of an 1&C
system, or to specify or design application software. They may be based on texts, on graphics, or on both.

Note 2 to entry: Examples: Instruction List (IL), Structured Text (ST), Ladder Diagram (LD), Function Block Diagram
(FBD).

Note 3 to entry: See 3.1.18.

3.1.4
application software
software part of an 1&C system which is distinct from the operational system software

Note 1 to entry: The distinction between system software (generic, re-usable) and application software (typically
plant-specific) is generally made to minimize re-development of code and to optimize the allocation of the qualification
activities. It is an especially useful distinction when using an 1&C platform.

Note 2 to entry: See 3.1.2, 3.1.28, and 3.1.37.

[SOURCE: IEC 61513:2026, 3.2]

3.1.5

automated code generation

function of automated tools allowing transformation of the application-oriented language into a
form suitable for compilation or execution

3.1.6

code compaction

purposeful reduction in memory size required for a program by the elimination of redundant or
extraneous instructions
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3.1.7

common cause failure

CCF

failures of two or more structures, systems or components due to a single specific event or
cause

Note 1 to entry: For example consider software dependent on calendar date or similar time counters used in several
systems and comprising a design fault leading to its failure on a specific date. The single initiator leads to the
simultaneous common cause failure of several components (all components containing the offending software).

[SOURCE: IAEA Nuclear Safety and Security Glossary, 2022 (Interim) Edition, modified — note
added]

3.1.8
computer-based item
item that relies on software instructions running on microprocessors or microcontrollers

Note 1 to entry: In this term and its definition, the term item can be replaced by the terms: system or equipment or
device.

Note 2 to entry: Computer-based item is a kind of programmable digital item.
Note 3 to entry: This term is equivalent to software-based item.

Note 4 to entry: The IEC definition differs from the IAEA definition for “computer-based systems” because it is more
specific regarding the kind of digital technology covered.

[SOURCE: IEC 62138:2018, 3.8, modified — Note 4 has been added.]

3.1.9

data

representation of information or instructions in a manner suitable for communication,
interpretation, or processing by digital equipment

Note 1 to entry: Data which are required to define parameters and to instantiate application and service functions
in the system are called “configuration data”.

[SOURCE: IEC 61513:2026, 3.15, modified — note added]

3.1.10

defence in depth

hierarchical deployment of different levels of diverse equipment and procedures to prevent the
escalation of anticipated operational occurrences and to maintain the effectiveness of physical
barriers placed between a radiation source or radioactive material and workers, members of
the public or the environment, in operational states and, for some barriers, in accident
conditions

[SOURCE: IAEA Nuclear Safety and Security Glossary, 2022 (Interim) Edition]

3.1.11

dependability

overall trustworthiness of a system; that is, the extent to which reliance can justifiably be placed
on this system. Reliability, availability and safety are attributes of dependability

[SOURCE: IAEA Nuclear Safety and Security Glossary, 2022 (Interim) Edition]

3.1.12

deterministic software

software that allows to know, the execution path for each situation envisaged for the software,
the corresponding expected outputs of the software and the use of the resources for each of
these paths
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3.1.13

diversity

presence of two or more independent (redundant) systems or components to perform an
identified function, where the different systems or components have different attributes so as
to reduce the possibility of common cause failure, including common mode failure

Note 1 to entry: When the term “diversity” is used with an additional attribute, the term diversity indicates the general
meaning “existence of two or more different ways or means of achieving a specified objective”, while the attribute
indicates the characteristics of the different ways applied, for example, functional diversity, equipment diversity,
signal diversity.

[SOURCE: IAEA Nuclear Safety and Security Glossary, 2022 (Interim) Edition]

3.1.14
dynamic analysis
process of evaluating a system or component based on its behaviour during execution

Note 1 to entry: In contrast to static analysis (see 3.1.36).

3.1.15
failure
loss of the ability of a structure, system or component to function within acceptance criteria

Note 1 to entry: The structure, system or component is considered to fail when it becomes incapable of functioning,
whether or not this is necessary at that time.

Note 2 to entry: A failure in, for example, a backup system is not necessarily manifest until the system is called
upon to function, either during testing or on failure of the system it is backing up.

Note 3 to entry: A failure can be the result of, for example, a hardware fault, a software fault, a system fault, an
operator error or a maintenance error.

Note 4 to entry: See 3.1.16.

[SOURCE: IAEA Nuclear Safety and Security Glossary, 2022 (Interim) Edition]

3.1.16
fault
defect in a hardware, software or system component

Note 1 to entry: A faultin a system can be due to a random failure of a system component, that results, for example,
from hardware degradation due to ageing. It can also be a systematic fault, for example, software fault, which results
from design errors.

Note 2 to entry: A fault (notably a design fault) can remain undetected in a system until specific conditions are such
that the result produced does not conform to the intended function, that is, a failure of the system occurs.

[SOURCE: IEC 61513:2026, 3.24]

3.1.17
firmware
software which is closely coupled to the hardware characteristics on which it is installed

[SOURCE: IAEA Nuclear Safety and Security Glossary, 2022 (Interim) Edition]

3.1.18
general-purpose language
computer language designed to address all types of usage

Note 1 to entry: The operational system software is usually implemented using general-purpose languages.
Note 2 to entry: Examples: Ada, C.

Note 3 to entry: See 3.1.3.
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3.1.19
human error
discrepancy between the human action taken or omitted, and that intended or required

[SOURCE: IEC 61513:2026, 3.31]

3.1.20

integration tests

tests performed during the integration of several verified software modules, or during the
hardware and software integration process, prior to computer-based system validation testing
to verify compatibility of the software and the computer hardware

3.1.21

library

collection of related software elements that are grouped together, but which are individually
selected for inclusion in the final software product

3.1.22
operational system software
part of the system software running on the target processor during system operation

EXAMPLE Operating system, input and output drivers, exception handler, communication software, application
software libraries, self-supervision, redundancy and graceful degradation management.

Note 1 to entry: See 3.1.37.

3.1.23
pre-developed software

software that already exists, is available as a commercial or proprietary product or as open-
source software, and is being considered for use in an instrumentation and control system

Note 1 to entry: The IEC definition differs from the IAEA definition of “predeveloped item” because open-source
software has been explicitly added as candidate pre-developed software.

[SOURCE: IAEA Nuclear Safety and Security Glossary, 2022 (Interim) Edition, adapted from
“predeveloped item”.]

3.1.24
programmable digital item
item that relies on software instructions or programmable logic to accomplish a function

Note 1 to entry: In this term and its definition, the term item can be replaced by the terms: system or equipment or
device.

Note 2 to entry: The main kinds of programmable digital items are computer-based items and programmable logic
items.

Note 3 to entry: This term used by IEC SC 45A is equivalent to programmable electronic item (PE item) defined
according to IEC 61508.

[SOURCE: IEC 62138:2018, 3.34]
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