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INTERNATIONAL ELECTROTECHNICAL COMMISSION

Internet of Things (loT) - Guidance on loT application to home healthcare

FOREWORD

1) ISO (the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide standardization.
National bodies that are members of ISO or IEC participate in the development of International
Standards through technical committees established by the respective organization to deal with
particular fields of technical activity. ISO and IEC technical committees collaborate in fields of
mutual interest. Other international organizations, governmental and non-governmental, in
liaison with ISO and IEC, also take part in the work.

2) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly
as possible, an international consensus of opinion on the relevant subjects since each technical
committee has representation from all interested IEC and ISO National bodies.

3) IEC and ISO documents have the form of recommendations for international use and are
accepted by IEC and ISO National bodies in that sense. While all reasonable efforts are made
to ensure that the technical content of IEC and ISO documents is accurate, IEC and ISO cannot
be held responsible for the way in which they are used or for any misinterpretation by any end
user.

4) In order to promote international uniformity, IEC and ISO National bodies undertake to apply
IEC and ISO documents transparently to the maximum extent possible in their national and
regional publications. Any divergence between any IEC and ISO document and the
corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC and ISO do not provide any attestation of conformity. Independent certification bodies
provide conformity assessment services and, in some areas, access to IEC and ISO marks of
conformity. IEC and ISO are not responsible for any services carried out by independent
certification bodies.

6) All users should ensure that they have the latest edition of this document.

7) No liability shall attach to IEC and ISO or their directors, employees, servants or agents
including individual experts and members of its technical committees and IEC and ISO National
bodies for any personal injury, property damage or other damage of any nature whatsoever,
whether direct or indirect, or for costs (including legal fees) and expenses arising out of the
publication, use of, or reliance upon, this ISO/IEC document or any other IEC and ISO
documents.

8) Attention is drawn to the Normative references cited in this document. Use of the referenced
publications is indispensable for the correct application of this document.

9) IEC and ISO draw attention to the possibility that the implementation of this document may
involve the use of (a) patent(s). IEC and ISO take no position concerning the evidence, validity
or applicability of any claimed patent rights in respect thereof. As of the date of publication of
this document, IEC and ISO had not received notice of (a) patent(s), which may be required to
implement this document. However, implementers are cautioned that this may not represent the
latest information, which may be obtained from the patent database available at
https://patents.iec.ch and www.iso.org/patents. IEC and ISO shall not be held responsible for
identifying any or all such patent rights.
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ISO/IEC TR 30123 has been prepared by subcommittee 41: Internet of Things and Digital Twin,
of ISO/IEC joint technical committee 1: Information technology. It is a Technical Report.

The text of this Technical Report is based on the following documents:

Draft Report on voting

JTC1-SC41/549/DTR JTC1-SC41/582/RVDTR

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Report is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1, and the ISO/IEC Directives, JTC 1 Supplement
available at http://www.iec.ch/members_experts/refdocs and http://www.iso.org/directives.
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INTRODUCTION

As healthcare extends beyond traditional clinical settings into the home, loT technologies
present unprecedented opportunities to enhance the quality of care, improve access to medical
services, and increase healthcare delivery efficiency. Home healthcare loT constitutes a
specialized application of these technologies, intended to address the distinct requirements and
challenges associated with delivering healthcare in residential environments, including real-
time health monitoring, data security and privacy protection, remote diagnostics and treatment,
emergency response capabilities, and seamless integration with existing healthcare systems.
It includes a wide range of interconnected devices, systems, and services that monitor health,
support therapeutic interventions, and facilitate communication between patients, caregivers,
and healthcare providers.
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1 Scope

This document provides guidance on applying IoT technologies to home healthcare systems,
taking into account the specific characteristics.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

ISO/IEC 20924:2024, Internet of Things (loT) and digital twin — Vocabulary

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 20924:2024 and
the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

— |EC Electropedia: available at https://www.electropedia.org/

— 1SO Online browsing platform: available at https://www.iso.org/obp

3.1

home healthcare loT

infrastructure of interconnected entities, people, systems, and information resources along with

services, that applies 10T technologies to home healthcare systems to monitor, support, and
enhance healthcare delivery in the home environment

4 Symbols and abbreviated terms

Al artificial intelligence

API application programming interface
ASD application and service domain

BSS business support system

CPAP continuous positive airway pressure
ECG electrocardiogram

GDPR General Data Protection Regulation
HIPAA the Health Insurance Portability and Accountability Act
loT Internet of Things

OMD operations and management domain
0SS operational support system

PED physical entity domain

RAID resource access interchange domain
SCD sensing and control domain

SDO super data object

ub user domain
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5 Characteristics of home healthcare loT

5.1 General

Home healthcare 10T extends general IoT principles through adaptations and enhancements.
This extension is governed by three fundamental principles.

a) Effectiveness: The ability to achieve intended healthcare outcomes and improve the quality
of care in home healthcare.

b) Safety: The capability to operate without causing harm to care recipients, caregivers, or the
environment, including the protection of health information.

c) Interoperability: The ability of diverse devices, systems and services to exchange and use
information seamlessly within the home healthcare system and with external healthcare
systems.

These principles form the foundation for the key characteristics that are more important in home
healthcare |oT than general loT applications. [1], [2], ITU T.H810:2019 [3].

While home healthcare loT builds on general 0T principles, it involves adaptations and
enhancements to address the critical nature of healthcare delivery, the sensitivity of health
information, and the varied needs of care recipients in home settings.

Clause 5 identifies twelve key characteristics of home healthcare IoT, which are examined in
the context of effectiveness, safety and interoperability, distinguishing them from their general
loT counterparts.

Table 1 presents the general characteristics of 10T systems defined in ISO/IEC 30141:2024 [4]
in the categories of 10T system trustworthiness, 10T system architecture, and loT system
functional characteristics. The key characteristics that are related to the three fundamental
principles of home healthcare loT are highlighted in bold.

Table 1 — Characteristics of general lIoT systems and key characteristics of home
healthcare loT

Categories Related characteristics?

loT system trustworthiness characteristics Availability

Confidentiality

Integrity

Protection of personally identifiable information

Reliability

Resilience

Safety

loT system architecture characteristics Composability

Functional and management capability separation

Heterogeneity

Legacy support

Modularity

Network connectivity

Scalability
Shareability

Unique identification

Well-defined components
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