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Internet of Things (IoT) - 
Functional requirements to determine the status of self-quarantine 

through IoT data interfaces 

FOREWORD 
1) ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)

form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental,
in liaison with ISO and IEC, also take part in the work.

2) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has representation
from all interested IEC and ISO National bodies.

3) IEC and ISO documents have the form of recommendations for international use and are accepted by IEC and
ISO National bodies in that sense. While all reasonable efforts are made to ensure that the technical content of
IEC and ISO documents is accurate, IEC and ISO cannot be held responsible for the way in which they are used
or for any misinterpretation by any end user.

4) In order to promote international uniformity, IEC and ISO National bodies undertake to apply IEC and ISO
documents transparently to the maximum extent possible in their national and regional publications. Any
divergence between any IEC and ISO document and the corresponding national or regional publication shall be
clearly indicated in the latter.

5) IEC and ISO do not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC and ISO marks of conformity. IEC and ISO are not
responsible for any services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this document.

7) No liability shall attach to IEC and ISO or their directors, employees, servants or agents including individual
experts and members of its technical committees and IEC and ISO National bodies for any personal injury,
property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including
legal fees) and expenses arising out of the publication, use of, or reliance upon, this ISO/IEC document or any
other IEC and ISO documents.

8) Attention is drawn to the Normative references cited in this document. Use of the referenced publications is
indispensable for the correct application of this document.

9) IEC and ISO draw attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC and ISO take no position concerning the evidence, validity or applicability of any claimed patent
rights in respect thereof. As of the date of publication of this document, IEC and ISO had not received notice of
(a) patent(s), which may be required to implement this document. However, implementers are cautioned that this
may not represent the latest information, which may be obtained from the patent database available at
https://patents.iec.ch and www.iso.org/patents. IEC and ISO shall not be held responsible for identifying any or
all such patent rights.

ISO/IEC 30180 has been prepared by subcommittee SC 41: Internet of Things and Digital Twin, 
of ISO/IEC joint technical committee 1: Information technology. It is a Technical Specification. 

The text of this Technical Specification is based on the following documents: 

Draft Report on voting 

JTC1-SC41/508/DTS JTC1-SC41/533/RVDTS 

Full information on the voting for its approval can be found in the report on voting indicated in 
the above table. 

The language used for the development of this Technical Specification is English. 

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in 
accordance with ISO/IEC Directives, Part 1, and the ISO/IEC Directives, JTC 1 Supplement 
available at www.iec.ch/members_experts/refdocs and www.iso.org/directives. 
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INTRODUCTION 

This document applies IoT functionality to self-quarantine status monitoring to mitigate the 
spread of highly contagious diseases, as determined by appropriate public health authorities 
as representing a serious threat to public health unless self-quarantine measures are enacted. 
This document only applies to self-quarantine requirements imposed for the purposes of public 
health as deemed clinically and scientifically necessary by an appropriate public health 
authority. This document does not apply to self-quarantine for any other purpose, including but 
not limited to legal, political, or social objectives. This document can help demonstrate how to 
implement an IoT-based technical solution by utilizing the following IoT components: monitoring 
entity, managing entity, proxy managing entity, and monitoring tag. 

"Self-quarantine" for the purposes of this document can be defined as a need for individuals to 
quarantine by themselves (i.e. self-quarantine) due to a diagnosis, or a desire to quarantine by 
themselves due to public health authorities' recommendations based on the best publicly 
available scientific evidence pertaining to the specific public health threat identified to minimize 
the spread of documented infectious disease. It is a very effective way to mitigate contagious 
disease spread as it minimizes the connections of potential confirmed cases with the public. 

Self-quarantined individuals must remain at a self-quarantine place, separate themselves from 
others for a particular observation period during which it is important that they monitor their 
health conditions for themselves, and follow self-quarantine directions from public health 
authorities. Public health authorities can determine and establish scientifically-based self-
quarantine options and rules for their jurisdictions. 
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1 Scope 

This document specifies the functional requirements of the following items to determine the 
status of self-quarantine through IoT data interfaces working over a set of hand-held devices, 
monitoring tag, and a management system: 

– functional requirements for monitoring entity and monitoring tag at a self-quarantine place; 
– functional requirements for managing entity and proxy managing entity at the management 

side; and 
– functional requirements for the protection of the self-quarantine status and the privacy 

information. 

2 Normative references 

There are no normative references in this document. 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

ISO and IEC maintain terminology databases for use in standardization at the following 
addresses: 

– IEC Electropedia: available at https://www.electropedia.org/ 
– ISO Online browsing platform: available at https://www.iso.org/obp 

3.1  
authorized person 
person designated by a public health authority according to the applicable regulations 

Note 1 to entry: Government or municipal officers can be designated as authorized persons to monitor self-
quarantine status. 

Note 2 to entry: An authorized person can be under the employment of a managing entity or a proxy managing 
entity. 

[SOURCE: ISO 20421-2:2017, 3.7, modified – In the definition, "authorized by" has been 
replaced with "designated by a public health authority according to". The notes to entry have 
been added.] 

3.2  
data 
symbol or symbols represented in a digital and formalized manner suitable for communication, 
storage, interpretation, or processing 

[SOURCE: ISO/IEC 20924:2024, 3.1.11] 

3.3  
data interface 
interface (3.5) to exchange and share data among functional communication components 

Note 1 to entry: IoT data interface can be interpreted as data interface through IoT technologies. 
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3.4  
monitoring tag 
transponder plus the information storage mechanism attached to an individual who is kept in 
self-quarantine (3.10) 

Note 1 to entry: The monitoring tag is a neutral term, but it can be called other names such as safety band for self-
quarantine purposes and from a user acceptance perspective. 

[SOURCE: ISO/IEC 19762:2025, 3.5.4.5, modified – The term "RF tag" has been replaced with 
"monitoring tag" and the other terms have been deleted. In the definition, "an object" has been 
replaced with "an individual who is kept in self-quarantine". Note 1 to entry has been replaced.] 

3.5  
interface 
shared boundary between two functional components, defined by various characteristics 
pertaining to the functions, physical interconnections, signal exchanges, and other 
characteristics 

[SOURCE: ISO/IEC 20924:2024, 3.1.22] 

3.6  
managing entity 
functional element to receive self-quarantine status information from monitoring entities, 
maintain the status information and help determine self-quarantine status 

Note 1 to entry: While the monitoring entity (3.7) is a client-side entity for self-quarantined individuals, the managing 
entity is a server-side entity for the public health emergency (PHE) response and management staff. 

Note 2 to entry: Public health authorities can specify constituents of the self-quarantine status information. Example 
constituents are given in the NOTE of 5.2. 

3.7  
monitoring entity 
functional element to monitor if the self-quarantined individual is in the designated self-
quarantine location and transmit the information to a designated managing entity  

Note 1 to entry: It can identify the self-quarantine status through the connection state, while keeping a physical 
connection with the monitoring tag (3.4).  

3.8  
proximity 
nearness in space 

3.9  
proxy managing entity 
functional element to represent all or part of the roles of a managing entity 

Note 1 to entry: Public health authorities' policy can specify the details of delegating the roles from the managing 
entity (3.6) to the proxy managing entity.  
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3.10  
self-quarantine 
separation and restriction of the movement of people, under their own responsibility, who were 
exposed to a contagious disease to see if they become sick 

Note 1 to entry: The self-quarantine can be interpreted for infectious disease responses as keeping someone, who 
was in close contact with a confirmed case of an infectious disease, who can have been exposed to an infectious 
disease, or who was exposed to suspicious situations such as long-range air travel, away from others. 

Note 2 to entry: The public health authorities can specify the definition of close contact. 

Note 3 to entry: The self-quarantine can be compelled by a regulatory order of the government or municipal public 
health authorities. It can apply to a particular quarantine place that controls access of entry and exit. But also, it can 
apply to an uncontrolled self-quarantine place. 

Note 4 to entry: Different from self-quarantine, isolation refers to keeping someone who is infected with an infectious 
disease, away from others, even in their home. 

4 Abbreviated terms 

CIA confidentiality, integrity, and availability 
COVID-19 coronavirus disease 2019 
GDPR General Data Protection Regulation 
IoT Internet of Things 
IPX International Protection X 
IRB institutional review board 
MERS Middle East respiratory syndrome 
PHE public health emergency 
SARS-CoV-2 severe acute respiratory syndrome coronavirus 2 
US CDC United States Centers for Disease Control and Prevention  

UWB ultra-wide band 

5 Functional entities 

5.1 General 

Under public health emergency (PHE) situations caused by infectious diseases, self-quarantine 
measures can help mitigate disease spread. 

NOTE ISO/IEC 5153-1:2024 includes the functional activity of self-quarantine monitoring as part of the response to 
certain PHE situations. 

Public health authorities determine and establish self-quarantine options and rules for their 
jurisdictions. As described in Annex D, self-quarantine policies are obligated to safeguard public 
health, subsequently raising ethical concerns such as balancing the needs and rights of 
individuals against the overall welfare of a community of self-quarantined individuals. When 
public health authorities determine self-quarantine policies, key related authorities shall be 
consulted and ethical concerns shall be transparently listed and addressed. 

Self-quarantine can be a useful tool to contain spread of disease in exceptional circumstances 
when based on clear scientific evidence and implemented consistent with relevant laws and 
regulations, but it is not foolproof. Since adherence with self-quarantine directions can be 
imperfect, it can at times be necessary to have a means of detecting individuals who are in 
violation of self-quarantine directions. Therefore, the ability to track possible disease spread 
can be improved by data on when and where a self-quarantine has been broken. However, 
given the invasiveness of self-quarantine as a public health intervention, a self-quarantine is 
issued by public health authorities to the individuals who are in violation of self-quarantine 
directions only in exceptional circumstances according to related laws and regulations. 
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