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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards 
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through 
ISO technical committees. Each member body interested in a subject for which a technical committee 
has been established has the right to be represented on that committee. International organizations, 
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely 
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization. 

The procedures used to develop this document and those intended for its further maintenance are described 
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types 
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the 
ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ISO draws attention to the possibility that the implementation of this document may involve the use of (a) 
patent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed patent 
rights in respect thereof. As of the date of publication of this document, ISO had not received notice of (a) 
patent(s) which may be required to implement this document. However, implementers are cautioned that 
this may not represent the latest information, which may be obtained from the patent database available at 
www.iso.org/patents. ISO shall not be held responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement. 

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions 
related to conformity assessment, as well as information about ISO's adherence to the World Trade 
Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 22, Road vehicles, Subcommittee SC 31, Data 
communication.

A list of all parts in the ISO 17978 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The introduction of high-performance computers (HPCs) in vehicles is associated with changes in the 
traditional electronic and electrical vehicle architectures. Besides classical distributed embedded 
electronic control unit (ECU) architectures, domain- or zone-based architectures are also available. These 
architectures also extend beyond the physical vehicle.

This extends the focus from checking hardware to also checking the functionality of applications. This 
includes the recording of data such as memory usage, processor load, and the number of active services, as 
well as the collection of log and trace files.

These topics result in challenges regarding the management of the vehicle life cycle. Further aspects are:

—	 faster release and update cycles;

—	 increased requirements such as data protection and cybersecurity;

—	 state-of-the-art diagnostic API using current information technologies.

The ISO 17978 series defines an API which standardizes the methods for:

—	 discovering the SOVD capabilities;

—	 performing diagnostics;

—	 (re-)configuring and re-programming;

—	 allowing the introduction of new functionalities.

Figure 1 shows the OSI layers of the ISO 17978 series.
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a	 Communication protocol.
b	 Network technology depending on electric/electronic (E/E) vehicle network architecture.

Figure 1 — OSI layers of SOVD

For the convenience of the user, a machine-readable OpenAPI definition of the methods is published alongside 
this document in the ISO Standards Maintenance Portal: https://standards.iso.org/iso/17978/-3/ed-1/en.

NOTE	 This document marks some API methods as deprecated. The background to this is the release of ASAM 
SOVD version 1.0 in calendar year 2022.
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International Standard ISO 17978-3:2026(en)

Road vehicles — Service-oriented vehicle diagnostics 
(SOVD) —

Part 3: 
Application programming interface (API)

1	 Scope

This document defines an application programming interface (API) which standardizes the methods for 
diagnosing HPCs and legacy ECUs, the retrieval of the diagnostic capabilities, and the discovery of the 
service-oriented vehicle diagnostics (SOVD) methods in an extended vehicle. The SOVD API provides a 
unified access to classic ECUs and HPCs.

The SOVD API provides functions such as:

—	 access to the faults, including reading the fault entries, reading environment data, and deleting fault 
entries;

—	 measurements and identifications of all entities;

—	 execution of routines, input/output (I/O) controls and software functions in certain modes or states;

—	 configuration of a vehicle (e.g. equipment, country, customer demand, variant coding);

—	 encapsulation of the ExVe manufacturer specific software update strategy (including firmware over the 
air (FOTA) if available);

—	 access to logging information of an HPC.

With these features, SOVD can cover all areas of the vehicle life cycle, including engineering (development), 
manufacturing (production), after sales (maintenance and repair), legal and technical inspections and 
vehicle operation (use).

There are several aspects which are not covered by this document, as they are specific to the implementation 
of an SOVD server, for example:

—	 prevention and quick reaction to attack vectors like denial of service, zero-day exploits of vulnerabilities;

—	 recognition of security incidents;

—	 maintaining the operational safety based on data monitoring;

—	 management of security incidents;

—	 data privacy issues;

—	 load balancing of concurrent requests.

2	 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes 
requirements of this document. For dated references, only the edition cited applies. For undated references, 
the latest edition of the referenced document (including any amendments) applies.
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ISO 8601-1, Date and time — Representations for information interchange — Part 1: Basic rules

ISO 14229-1, Road vehicles — Unified diagnostic services (UDS) — Part 1: Application layer

ECMA 262: 16, th edition, ECMAScript general-purpose programming language1)

REST. Architectural Styles and the Design of Network-based Software Architectures, PhD dissertation 
Fielding R.T., University of California, Irvine,20002)

HTML Server-Sent Events API3)

IETF RFC 1341, MIME (Multipurpose Internet Mail Extensions)

IETF RFC 1847:1995, Security Multiparts for MIME: Multipart/Signed and Multipart/Encrypted

IETF RFC 3339:2002, Date and Time on the Internet: Timestamps

IETF RFC 3986:2005, Uniform Resource Identifier (URI): Generic Syntax

IETF RFC 5322:2008, Internet Message Format

IETF RFC 6570:2012, URI Template

IETF RFC 6762:2013, Multicast DNS

IETF RFC 6763:2013, DNS-Based Service Discovery

IETF RFC 7540:2015, Hypertext Transfer Protocol Version 2 (HTTP/2)

IETF RFC 8259:2017, The JavaScript Object Notation (JSON) Data Interchange Format

IETF RFC 9110:2022, HTTP Semantics

IETF RFC 9562:2024, Universally Unique IDentifiers (UUIDs)

NodeJS, Semantic Versioning Range Definition

Open API Initiative, OpenAPI Specification v3.1.0; 20214)

OpenJS Foundation, JSON Schema 2020-12 Release Notes

Semantic, Versioning 2.0.0

3	 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

—	 ISO Online browsing platform: available at https://www.iso.org/obp

—	 IEC Electropedia: available at https://www.electropedia.org/

3.1
application
app
entity (3.5) representing a software program that performs a specific task

1)	  Available at: https://tc39.es/ecma262/
2)	  Available at: https://ics.uci.edu/~fielding/pubs/dissertation/top.htm
3)	  Available at: https://www.w3schools.com/html/html5_serversentevents.asp
4)	 https://standards.iso.org/iso/17978/-3/
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3.2
area
entity (3.5) representing a logical view on vehicle topologies

3.3
ContributingEntity
abstract entity (3.5) that describes relationships like hosts, is-located-on, contains, depends-on, belongs-to 
to represent dependencies between specialized entities app (3.1), area (3.2), component (3.4), and function 
(3.6)

3.4
component
entity (3.5) representing hardware (characterized by the availability of a central processing unit) or 
software (characterized by the availability of an operating system or hypervisor), or a combination of both

3.5
entity
object combining logically interrelated diagnostic information represented in the form of resources

Note 1 to entry: entity (3.5) is an abstract base class. The specific entities describe a diagnostic view of the vehicle.

Note 2 to entry: The term entity (3.5) used in the context of this document refers to "SOVD entity” (see ISO 17978-2).

3.6
function
entity (3.5) representing a functional view on vehicle information spread across components (3.4)

3.7
SOVDServer
entity (3.5) representing the server-side implementation of the representational state transfer (REST) API 
services

4	 Symbols and abbreviated terms

4.1	 Symbols

— empty table cell

4.2	 Abbreviated terms

AI artificial intelligence

App application

AUTOSAR_DLT AUTOSAR Specification of Diagnostic Log and Trace

C conditional

CDA classic diagnostic adapter

CPU central processing unit

DHCP dynamic host configuration protocol

DLT diagnostic log and trace

DNS domain name system

DNS-SD DNS service discovery
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E/E electric/electronic

ePTI electronic Periodic Technical Inspection

ExVe extended vehicle

FOTA firmware over the air

HPC high performance computer

HTML hypertext markup language

HTTP hypertext transfer protocol

HTTPs HTTP secure

IETF internet engineering task force

IP internet protocol

JSON java script object notation

M mandatory

MD5 message-digest algorithm 5

mDNS multicast domain name system

MIME multipurpose internet mail extensions

O optional

OBD onboard diagnostics

REST representational state transfer

SHA256 secure hash algorithm 256

SSE server-sent events

TCP transmission control protocol

TLS transport layer security

TXT text strings

UML unified modeling language

URI uniform resource identifier

URL uniform resource locator

UUID universally unique identifier

VIN vehicle identification number

XML extensible markup language

YAML yet another markup language

4
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5	 SOVD API general aspects

5.1	 Use cases overview

In accordance with the extended vehicle concept, defined in the ISO  20077 series, the SOVD API or its 
components may reside inside or outside the physical vehicle.

ISO  17978-2 defines use cases. For information, Table  1 shows a mapping of those use cases to the API 
method calls as defined in this standard.

Table 1 — Mapping of ISO 17978-2 use cases to ISO 17978-3 API method calls

ISO 17978-2 
use case #

ISO 17978-2 use case title ISO 17978-3 API subclause(s) 
implementing this use case

01 Discover SOVD server(s) 5.11
02 Discover entities 7.6
03 Authenticate SOVD clients 7.23
04 Read fault(s) and/or its details from an entity 7.8.1, 7.8.2, 7.8.3
05 Delete fault(s) of an entity 7.8.4, 7.8.5
06 Read data resources 7.9.1, 7.9.2, 7.9.3, 7.9.4, 7.9.5
07 Write data items 7.9.6
08 Control operations 7.14
09 Read and write configurations 7.12
10 Control software updates 7.18
11 Handle bulk data 7.20
12 Control logging and retrieve logs 7.21
13 Control communication logging 7.22
14 Manage and execute scripts 7.15
15 Manage triggers and subscriptions 7.10, 7.11
16 Query an online capability description 6.3.3, 7.5
17 Provide an offline capability description 6.3.2

5.2	 Accessing the API

5.2.1	 HTTP REST based approach

The SOVD API uses the following standards and technologies.

—	 The API shall follow REST: Architectural Styles and the Design of Network-based Software Architectures 
principles and shall follow IETF RFC 8259 for the use of JSON for encoding the transmitted data.

—	 SOVD shall follow HTTP/1.1 in accordance with IETF RFC 9110 or, for achieving the best communication 
performance, HTTP/2 in accordance with IETF  RFC  7540 Hypertext Transfer Protocol Version 2 is 
recommended. No HTTP/2 specific features are used.

—	 The SOVD API shall follow the Open API Initiative, OpenAPI Specification v3.1.0; 2021 to define the API 
as well as the diagnostic capabilities of the vehicle.

—	 It is recommended to build authentication and authorization upon OpenID Connect and OAuth 2.0 in 
accordance with IETF RFC 8693, IETF RFC 6749 and IETF RFC 6750, but an ExVe manufacturer may use 
other authentication mechanism like certificates if required.

Based on REST principles, the diagnostic content is provided in the form of resources.
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