INTERNATIONAL ISO
STANDARD 21188

Second edition
2018-04

Public Key infrastructure for financial
services — Practices and policy
framework

Infrastructure de clé publique pour services financiers — Pratique et
cadre politique

Reference number
1SO 21188:2018(E)

©1S0 2018




ISO 21188:2018(E)

COPYRIGHT PROTECTED DOCUMENT

© 1S0 2018

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © ISO 2018 - All rights reserved



1SO 21188:2018(E)

Contents Page
FOT@WOT .........oocccc e85 55858555555855 8 5555 \%
IIMETOUICEION. ..o vii
1 S0P ... 1
2 Normative references
3 Terms and definitions
4 Abbreviated terms
5 Public Key infrastruCture (PRI ... 9
51 GIBIETAL ..t
5.2 Whatis PKI?............
5201 GOIIETAL oo
5.2.2  Public key infrastructure process flowW ... 11
5.3 Business requirement impact on PKI environment..........: 11
50301 GOIIETAL oo 11
5.3.2  Illustration of certificate application in a closed environment............cccccoovcrriiis 11
5.3.3  Illustration of certificate application in a contractual PKI environment........
5.3.4  Illustration of certificate application in an open environment
5.4 Certification QUENOTIEY ([CA) ettt
55 BUSINESS PEISPECTIVES ..ot
551  General..... e
5.5.2  Business risks ...
5.53  Applicability ...
554  Legal iSSUES.....coiiiciireieiiesiien
5.5.5  Regulatory issues ...
5.5.6  BUSINESS USAZE ISSUES ..ottt
5.5.7  INteroperabilify ISSUES ...
5.5.8  Auditjournal requirements
5.6 Certificate POLICY (CP) it
56l catfieneraladards/iso/di2eQaad-d768-45bo-a63lTbe6aa60 8B 8 1/igomR b b8 Qu) ]S
5.6.2  Certificate policy USAZe ...
5.6.3  Certificate policies within a hierarchy of trust.
5.6.4  Certificate Status ...
5.7  Certification practice statement (CPS)...........
571  General...
5.7.2  AUENOTIEY e
5.7.3 PUIPOSE e
5.7.4  Level of specificity ..
5.7.5 Approach ...
5.7.6  Audience and access.....
58  Agreements......
59  Time-stamping....
5,10 TIUSE INOAELS et
5.10.1 Trust model CONSIAETATIONS ...

5.10.2 Wildcard considerations
5.10.3 Relying party considerations

Certificate policy and certification practice statement requirements..................ccooc, 26
6.1 Certificate POLICY (CP) oo 26
6.2 Certification practice statement (CPS) ... 28
Certification authority CONtrol ProCeAUIES ... 28
7.1 LT3 1<) - S 28

7.2 CA enVIironmMental COMETIOLS ...t 29
7.2.1  Certification practice statement and certificate policy management...................... 29
7.2.2  SECUTItY MANAZEIMEIIT. ....occcoieriiiiiiieisieeesiiss s 30

© 1S0 2018 - All rights reserved iii



ISO 21188:2018(E)

7.2.3  Asset classification and management

7.2.4  Personnel SECUTity ...
7.2.5  Physical and environmental security.
7.2.6  Operations MaANAZEIMIEIIT . .......ccccuurreeeriieere e seeeeessseessseesee s
7.2.77  System acCess MaANAZEIMEINT ...
7.2.8  Systems development and maintenance...
7.2.9  Business continuity management. ...
7.2.10 Monitoring and COMPIIANCE ...
7.2.11 Auditlogging ...

7.3 CA key life cycle management controls
285 T S 070 (5 7 =3 4 ) =1t () OO
7.3.2  CAXkey storage, back-up and r€COVETY ...
7.3.3  CA public key distribution
S T 07 N (= 7 U 7= .
7.3.5  CAkey archival and deStrUCHION ...
7.3.6  CAKkey cCOMPIromise........s

7.4 Subject key life cycle management controls
7.4.1  CA-provided subject key generation services (if supported).........ns 47
7.4.2  CA-provided subject key storage and recovery services (if supported)............... 48
7.4.3  Integrated circuit card (ICC) life cycle management (if supported) ...,
7.4.4  Requirements for subject key management

7.5 Certificate life cycle management CONEIOLS. ...
7.5.1  Subject registration ...
7.5.2  Certificate renewal (if supported)..
7.5.3  Certificate rekey ...
7.5.4  Certificate issuance....................
7.5.5  Certificate distribution..............
7.5.6  Certificate TEVOCALION. ...t
7.5.7  Certificate suspension (if SUPPOITEA) . ...
7.5.8  Certificate validation services

7.6 [000) o U0 0] 1E=Ta B 070 =5 01 1 [ (o) o O

7.7 CA certificate life cycle management controls - subordinate CA certificate ..., 59

Annex A (informative) Management by certificate policy

Annex B (informative) Elements of a certification practice statement..................cos 70
Annex C (informative) Object identifiers (OID). ... 85
Annex D (informative) CA Key generation CETr€IMOMY ... 87
Annex E (informative) Mapping of RFC 2527 t0 RFC 3647 ...t 91
Annex F (normative) Certification authority audit journal contents and use................cccn 92
Annex G (informative) Alternative trust MOAELS.................coiiiiee e 95
BIBDLIOGTAPIY ... 107

iv © ISO 2018 - All rights reserved



1SO 21188:2018(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 68, Financial services, Subcommittee
SC 2, Security.

This second edition cancels and replaces the first edition, ISO 21188:2006, which has been technically
revised, and incorporates ISO 15782-1:2009 and ISO 15782-2:2001.

The main changes to the previous edition are:

— Clause 2, ISO/IEC 7811 removed as it is a standard for magnetic stripes;
— 3.21, ‘hold’ removed from definition of ‘certification authority’;

— 7.3.6and D.4, references to ISO 15782-1, Annex ] removed;

— 74.1, “be performed by authorized personnel” changed to “be performed in a process initiated by
authorized personnel”;

— all instances of ‘shall’, ‘should’ and ‘may’ checked and updated if necessary;
— paragraph added to 5.4:

“Two or more CAs can join a common scheme for mutual recognition, e.g. implemented by a trust
list. Certificates issued by one CA can then be validated by relying parties who are customers of
another CA belonging to the scheme.’;

— control added to 7.2.2:

‘Responsible management of the CA should be able to demonstrate that the information security
policy is implemented and adhered to.’;

— proposal added to 7.2.2:

‘Procedures should exist to carry out a risk assessment to identify, analyse and evaluate trust
service risks, taking into account business and technical issues. The results of the risk assessment
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shall be communicated to a management group or committee responsible to information security
and risk management.’;

— general editorial changes.
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Introduction

Institutions and intermediaries are building infrastructures to provide new electronic financial
transaction capabilities for consumers, corporations and government entities. As the volume of
electronic financial transactions continues to grow, advanced security technology using digital
signatures and trust services can become part of the financial transaction process. Financial
transaction systems incorporating advanced security technology have requirements to ensure the
privacy, authenticity and integrity of financial transactions conducted over communications networks.

The financial services industry relies on several time-honoured methods of electronically identifying,
authorizing and authenticating entities and protecting financial transactions. These methods include,
but are not limited to, personal identification numbers (PINs) and message authentication codes
(MACs) for retail and wholesale financial transactions, user IDs and passwords for network and
computer access, and key management for network connectivity. Over the past 30 years the financial
services industry has developed risk management processes and policies to support the use of these
technologies in financial applications.

The ubiquitous use of online services in public networks by the financial industry and the needs of the
industry in general to provide safe, private and reliable financial transaction and computing systems
have given rise to advanced security technology incorporating public key cryptography. Public key
cryptography requires a business-optimized infrastructure of technology, management and policy
(a public key infrastructure or PKI, as defined in this document) to satisfy requirements of electronic
identification, authentication, message integrity protection and authorization in financial application
systems. The use of standard practices for electronic identification, authentication and authorization in
a PKI ensures more consistent and predictable security in these systems and confidence in electronic
communications. Confidence (e.g. trust) can be achieved when compliance to standard practices can be
ascertained.

Applications serving the financial services industry can be developed with digital signature and PKI
capabilities. The safety and the soundness of these applications are based, in part, on implementations
and practices designed to ensure the overall integrity of the infrastructure. Users of authority-based
systems that electronically bind the identity of individuals and other entities to cryptographic materials
(e.g. cryptographic keys) benefit from standard risk management systems and the base of auditable
practices defined in this document.

Members of ISO/TC 68 have made a commitment to public key technology by developing technical
standards and guidelines for digital signatures, key management, certificate management and data
encryption. This document provides a framework for managing a PKI through certificate policies,
certification practice statements, control objectives and supporting procedures. For implementers of
this document, the degree to which any entity in a financial transaction can rely on the implementation
of public key infrastructure standards and the extent of interoperability between PKI-based systems
using this document will depend partly on factors relative to policy and practices defined in this
document.
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