INTERNATIONAL ISO
STANDARD 37156

First edition
2020-02

Smart community infrastructures —
Guidelines on data exchange and
sharing for smart community
infrastructures

Infrastructures urbaines intelligentes — Cadre directeur pour
I'échange et le partage de données pour les infrastructures urbaines
intelligentes

Reference number
1SO 37156:2020(E)

©1S0 2020




ISO 37156:2020(E)

COPYRIGHT PROTECTED DOCUMENT

© 1S0 2020

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © IS0 2020 - All rights reserved



ISO 37156:2020(E)

Contents Page
FFOT@WOIM ..........ooooooeoeeeee oo es s 858 s \%
IIMEIOAUCTION. ......oooooi sk vi
1 S0P ... 1
2 NOTINATIVE FEEETE@IICES ............ooooiooeee st 1
3 Terms aNd AefiMETIOMNIS ... 1

3.1 Terms relating to smart community infrastructure.......... |

3.2 Terms relating to smart community infrastructure data
3.3 Terms relating to data exchange and sharing for smart community infrastructure ...

4 Principles for data exchange and Sharing ... 4
4.1 LT3 1<) - SO 4
4.2 PIIIICIPIES .t 4
5 Type and model for data exchange and sharing
51 GENETAL. .o
5.2 Types of data.......
5.2.1 Metadata......
5.2.2  Reference data..
5.2.3  TREMIATIC QAT oottt
5.3 Concept model for INfrastruCture data. ...
5.4 Data dictionary and catalogue
55 Data spectrum ...
5.5.1  General...
5.5.2  C(losed data....
5.5.3  Shared data...
5.5:4  OPEI AATA oo e
6 Opportunities for data exchange and Sharing ..., 11
6.1 LT3 1<) - S
6.2 Optimizing infrastructure services...............

6.3 Promoting business
6.4  Facilitating urban planning..

6.5 Enabling proactive maintenance..................

6.6 Promoting environmental protection

6.7 IMProving Safety and SECUTTEY ...t

7 Security of data exchange and sharing

7.1 General ...

7.2 Data security approach.......

7.3 Security strategy and policy.
7.3.1  GOIIETAL oo
7.3.2  SECUTIEY STTATEZY ...oooooieeeeieiieieeee ettt
7.3.3  Security policy
7.3.4  Accountability and reSpOnSIDILIEY ... 15

7.4  ASSeSSMENt Of SECUTTEY TISKS ..o
7.4.1  Threatlandscape............

7.4.2  Management of security risks

8 DIATA PIEVACY ...
8.1 LT3 1<) - S
8.2 Privacy guidelines and @aCtiVItIEs . ...
8.2.1  General....iins
8.2.2  Privacy principles.......i,
8.2.3  Consideration of city stakeholders
8.2.4  Specific thematic data ...,
8.2.5  Operational GUIAEIINES. ...

© 1S0 2020 - All rights reserved iii



ISO 37156:2020(E)

8.3 Privacy strategy and governance.....
8.3.1 Senior management team
8.3.2  Privacy policy.....i
8.3.3  Accountability and reSponSibility . ... 19
8.3.4  PIIVACY PIOCESSES ..coocccioie et
8.3.5  Privacy rights of individuals
8.3.6  Complaints and APPEALS. ...
9 Data roles and reSPONSIDILIEIES. ...
9.1 GeNEeTral...ooccociec s
9.2 Data TOlES...ooovce s
9.3 Provenance of data ...
0.4 ACCOUNEADIIIEY e
9.5 NEW DUSINESS TNOAELS ..o
9.6 Standards framework for cooperative MOdElS. ... 23
Annex A (Informative) CASE STUAIES ...t 24
BIDLIOZGTAPIY ... 28

© IS0 2020 - All rights reserved



ISO 37156:2020(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/
iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 268, Sustainable cities and communities,
Subcommittee SC 1, Smart community infrastructures.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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