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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards 
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through 
ISO technical committees. Each member body interested in a subject for which a technical committee 
has been established has the right to be represented on that committee. International organizations, 
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely 
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization. 

The procedures used to develop this document and those intended for its further maintenance are described 
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types 
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the 
ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ISO draws attention to the possibility that the implementation of this document may involve the use of (a) 
patent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed patent 
rights in respect thereof. As of the date of publication of this document, ISO had not received notice of (a) 
patent(s) which may be required to implement this document. However, implementers are cautioned that 
this may not represent the latest information, which may be obtained from the patent database available at 
www.iso.org/patents. ISO shall not be held responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement. 

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions 
related to conformity assessment, as well as information about ISO's adherence to the World Trade 
Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 8 Ships and marine technology, Subcommittee 
SC 26, Smart shipping.

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Information and Communication Technology (ICT) plays an increasingly important role in assuring effective 
and secure data communication in the marine industry. In this context, there is a growing need for an 
architecture that not only enables interoperability between applications and systems onboard vessels, 
but also supports real-time streaming services within ships. Moreover, data communication between ship 
and shore is provided in real time to support decision-making as integrated information by collecting and 
analysing data.

In order to expand the usage range between relative entities and to improve the ship's performance, it is 
important to standardize the message format transmitted from the ship side server to the shore side server.

Existing International Standards on managing data that are derived from ship or shore have been used in 
the industry such as:

—	 the IEC 61162 series for the digital interfaces of navigational equipment within a ship;

—	 ISO 19847 for shipboard data servers;

—	 ISO 19848 for standard data for shipboard machinery and equipment;

—	 ISO 23807 for asynchronous time-insensitive ship-shore data transmission.

However, it is recommended to establish a message communication system that shall respond flexibly to 
the various message formats derived from relevant sectors such as smart shipping, smart ports, smart 
logistics, etc. Furthermore, utilizing a communication protocol optimized for satellite communication can be 
considered, even in a situation where communication is intermittently disconnected. Furthermore, it should 
be highlighted that the data model is designed with scalability to accommodate future expansions related to 
eco-friendly technologies and environmental regulations.

This document defines a publish-subscribe architecture to facilitate widespread data utilization. It enables 
many-to-many communication by allowing data to be transferred through registered topics. It provides a 
dynamic, batch-based messaging structure.

This document provides general requirements for publish-subscribe communication, including security 
requirements, topic naming definitions, message format, and functional requirements for data management.
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Ships and marine technology — Publish-subscribe 
architecture on ship-shore data communication — General 
requirements

1	 Scope

This document specifies requirements on publish-subscribe architecture on ship-shore data communication. 
It is intended for use by system providers and users, including software vendors, platform developers, 
fleet managers, application users in the field of the shipbuilding industry, shipping companies, equipment 
manufacturers, and port and on-shore service providers, to communicate in the publish-subscribe 
architecture between ship and shore.

This document focuses on enabling interoperability of shipboard and shore-based systems for the exchange 
of operational data using publish-subscribe methods.

This document describes:

—	 the role of a broker, publisher and subscriber;

—	 the multitenancy-based data management system in the cloud environment;

—	 general requirements for publish-subscribe architecture;

—	 security requirements for ensuring data confidentiality, integrity and availability;

—	 the message format for client id and topic name, and data model;

—	 functional requirements for data management.

2	 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes 
requirements of this document. For dated references, only the edition cited applies. For undated references, 
the latest edition of the referenced document (including any amendments) applies.

ISO 24060, Ships and marine technology — Ship software logging system for operational technology

IEC 61162-460, Maritime navigation and radiocommunication equipment and systems — Digital interfaces — 
Part 460: Multiple talkers and multiple listeners — Ethernet interconnection — Safety and security

3	 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

—	 ISO Online browsing platform: available at https://​www​.iso​.org/​obp

—	 IEC Electropedia: available at https://​www​.electropedia​.org/​
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