ISO/IEC 10192-3:2017-11(en)

ISO/IEC 10192-3

Edition 1.0 2017-11

INTERNATIONAL
STANDARD

colour
inside

Information technology — Home electronic system (HES) interfaces —
Part 3: Modular communications interface for energy management




THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2017 ISO/IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about
ISO/IEC copyright or have an enquiry about obtaining additional rights to this publication, please contact the address

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20
Switzerland

www.iec.ch

below or your local IEC member National Committee for further information.

Tel.: +41 22 919 02 11
Fax: +41 22 919 03 00
info@iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigenda or an amendment might have been published.

IEC Catalogue - webstore.iec.ch/catalogue

The stand-alone application for consulting the entire
bibliographical information on IEC International Standards,
Technical Specifications, Technical Reports and other
documents. Available for PC, Mac OS, Android Tablets and
iPad.

IEC publications search - www.iec.ch/searchpub

The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee,...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and
also once a month by email.

Electropedia - www.electropedia.org

The world's leading online dictionary of electronic and
electrical terms containing 20 000 terms and definitions in
English and French, with equivalent terms in 16 additional
languages. Also known as the International Electrotechnical
Vocabulary (IEV) online.

IEC Glossary - std.iec.ch/glossary

65 000 electrotechnical terminology entries in English and
French extracted from the Terms and Definitions clause of
IEC publications issued since 2002. Some entries have been
collected from earlier publications of IEC TC 37, 77, 86 and
CISPR.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or
need further assistance, please contact the Customer Service
Centre: csc@iec.ch.


mailto:info@iec.ch
http://www.iec.ch/
http://webstore.iec.ch/catalogue
http://www.iec.ch/searchpub
http://webstore.iec.ch/justpublished
http://www.electropedia.org/
http://std.iec.ch/glossary
http://webstore.iec.ch/csc
mailto:csc@iec.ch

ISO/IEC 10192-3

Edition 1.0 2017-11

INTERNATIONAL
STANDARD

colour
inside

Information technology — Home electronic system (HES) interfaces —
Part 3: Modular communications interface for energy management

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

ICS 35.200 ISBN 978-2-8322-5099-0

Warning! Make sure that you obtained this publication from an authorized distributor.




-2- ISO/IEC 10192-3:2017 © ISO/IEC 2017

CONTENTS

FOREWORD ...ttt et et e e e et et e e et et e e e e e e e e e e e e e e e e e eanaeenns 7
INTRODUGCTION ..ottt et et e e e e e e e e e e e e et et e e e e e aa e e et e e an s e et e an e eenaeeneeen 8
1 IS T oo o 1= Y PP 10
2 NOIMALIVE FEIEIEINCES ..ouiiiiiiie ettt e e 10
3  Terms, definitions and abbreviated terms ..o 11
3.1 Terms and definitioNs. .. ... 11
3.2 Abbreviated termM S ... 11
(00 o1 o] o 1 F=T o o7 = S00 O P P 12

5  Physicallelectrical INterfaCe .........c.cooiiiiiiiii 12
5.1 o] o 0 T = Yo (o = 12
5.2 Removal and exchange of @ UCM ... 12
5.3 BIOCK Qi@gram ... e 12

B Serial PrOtOCOI . e it e 13
6.1 Protocol data Unit.. ... 13
6.2 Message Type field .. ..o 13
6.3 Payload length field ... 14
6.4 ChecksUm field ... e 15
6.5 Bit @nd DYte OFder oo e e 15
6.5.1 Bit order within @ byte ... 15
6.5.2 Byte order for multi-byte MmesSages..........ocuiiiiiii i 15

6.6 Message synchronization and timing.........cooooiiiiiii 15
6.6.1 Y CTSYoF= Vo T IR =T =To LU =Y o Tod 1 T S 15
6.6.2 Link Jayer timing ... 15
6.6.3 Randomized link layer retries. .. ... 17
6.6.4 Application layer timMing ... ..o e 17

6.7 SGD handling of conflicting MesSSages ..o 18
SIMPIE ProtOCO] ... 18
[T o S = 7= PSPPI 19

8.1 Use Of liNK layer MESSAGES . .cuuiiiiiiiiiie e 19
8.2 Link Jayer ACK/NAK ..o e ees 19
8.3 Message Type “SUPPOIted QUETY .. ... ou i e e 20

O Data-liNK MBS SAGES ittt 21
9.1 MesSsage fOrmMat .. ... 21
9.2 Interface power limit negotiation ...........coooiiiiii i, 23
9.3 Bit rate Negotiation. ... 24
9.4 Power-up and state reset .. ... 25
9.5 ST o1 0 PN 25
9.6 Setting slIot NUMDEIING ... 25
10 Basic DR application (Message Type = 0X08, OX01) ..oouiiniiniiiiiiiiiiie e 26
10.1 Basic DR application commands ....... ..o 26
10.1.1 MeESSAGE TOIrMAt ... e 26
10.1.2 Basic message fixed length ... 30
10.1.3 Event Duration field ... 30
10.1.4 GrOUPEA MBS SATES it ittt ettt ettt 31
10.2 Usage and details of basic DR application messages.........ccooviiiiiiiiiiiiiinan. 31

10.2.1 Request for power level (Opcode 0X06) .......oovuieniiniiiiiiiie e, 31



ISO/IEC 10192-3:2017 © ISO/IEC 2017 -3-

10.2.2 Relative price commands (Opcode 0x07 and OX08).......coeeiiiiiiiiiiiiiieeans 32
10.2.3 Time remaining in present price period (Opcode 0X09) .......coeeiviiiiiiiineennenn. 33
10.2.4 Operating state monitoring (Opcodes 0x12 and OX13)......coeeviiiiiiiieiineiieennneen 33

11 Intermediate DR application (Message Type = 0x08, 0X02)......ccooiiiiiiiiiiiieeeen, 35
11.1  Intermediate DR MesSSage Set ... 35
11.2 Usage and details of Intermediate DR application messages ............ccoeeveeviineennnnn. 38
11.2.1 INTO FEQUEST oo e 38
11.2.2 Get/Set UTC timMe oo 41
11.2.3 Gt/ St BNEIGY PriCE .. e i 42
11.2.4 LT 1S 7= A = P 44
11.2.5 Get/Set temperature offSet. ..o 45
11.2.6 Get/Set Set POINT. ... 46
11.2.7 AULONOMOUS CYCIING . ettt e 47
11.2.8 Demand reduction — terminate CyCling ........ccccoiiiiiiii 49
11.3 Demand response event schedules...... ... 49
11.3.1 UM C I ON L e 49
11.3.2 Send scheduled events request ... 50
T1.4  ENergy CONSUMPLION .. ottt ettt et e 50
11.41 UM C I ON L e 50
11.4.2 CoMMOMILY FEAM ...euieniiiee e 50
11.4.3 Get/Set CommMOditY TYPE ..vn i 53

12 Commissioning and network messages (Message Type = 0x08, 0x04) ........ccoeevivinniennnes 55
13 Pass-Through Mode .. ... 55
13.1  Pass-Through mMethod ... ... e e en e 55
13.1.1 LY o= = | P 55
13.1.2 Full Encapsulation in the Message Payload .............ccooviiiiiiiiiiiee, 56
13.1.3 Message Type Field ... 56
13.1.4 Message Type Support QUETY ... ..o 56
13.1.5 Maximum Message Length Negotiation............c.oooiiiiii e 56
13.1.6 Pass-Through mode protoCols ..o 56
13.2  Pass-Through mode protOCOIS.......c.iiiiniiii e 56
13.2.1 USNAP 1.0 protocol Pass-Through .........ccoouiiiiiiiiii e, 56
13.2.2 SEP1.0 or 1.1 Pass-Through ... 57
13.2.3 ClimateTalk Pass-Through..........cooiiiiii e 57
13.2.4 General Internet Protocol Pass-Through ..o, 57
13.2.5 ISO/IEC 14543-4-3 Pass-Through .........cooeiiiiiiiiii e 58
13.2.6 ISO/IEC 14543-3-1 Pass-Through .........coooiiiiiiiiiie e 58
13.2.7 ISO/IEC 14908-1 Pass-Through.........cooeuiiiiiiiie e 59
13.2.8 SUNSPEC Pass-Through ... 59

14 Typical communication @XChaNQES..... ... 59
15  General SECUNItY PriNCIPIES ...iuii e 60
16 Load management event randomization..........c.oiiiiiiii i 60
Annex A (normative) Low voltage DC form factor..........ccoviiiiiiiii e 62
A1 L= o =T ¥ S 62
A.2 LMt At ONS e 62
A.3 POWeEr fOr UCM L e 62
A4 Mechanical INterface ... .. ... e 62

A.4.1 DC form factor board [ayout..........cooiiiiiii e 62



-4 - ISO/IEC 10192-3:2017 © ISO/IEC 2017

A.4.2 Module configuration ... 63
A.4.3 o] 0 4 = o o ) PP 66
A.4.4 HOUSING Materials .. ..coieiii e 66
A.4.5 (07 0] o1 = Tet (o] Y/ o 1= PP 66
A.4.6 Pin @SSIgNMENTS (oo 67
A5 Electrical interface ... ..o 67
A.51 Electrical Interface Levels. ... ..o 67
A.5.2 SIgNal tiMING .. 67
A.5.3 INterface CirCUILS ..o e 68
A.6 Data transfer protOCOl .......c.iiii e 68
A.6.1 CoNrol SIGNAIS. ... 68
A.6.2 Clock and data rate .......ooouiii i 69
A.6.3 MUIIPIE SO ..o e 69
A7 Link layer data flOW ..... ... 69
A.8 Y ==Y == Vo =T 69
A.8.1 Frame StrUuCtUNe ... e 69
A.8.2 Message synchronization (frame delimiting) ...........ccooiiiiiiii i, 69
A.8.3 Message filling (inter-message byte filling) ........oooiiiiii 69
A.8.4 Command/Response €NCOAING ....cvuiuiiiiiieii e e 70
A.8.5 Checksum calCulation ... ..o 70
A.8.6 MaSTEI/SIAVE ... e 70
A.8.7 FIOW CONIIOL .o e 70
A.8.8 Error detection and re€COVEIY... ... 70
A.9 (O o1=1 = 410 o PN 71
A.91 Transaction SEQUENCE. ... ... i e 71
A.9.2 SPI data transfer state machine.............oo 74
A.9.3 SGD transmitter operation .......c.viiiiiiie i 75
A.9.4 SGD device receiver Operation .........oo.iceicii i 75
A.9.5 18031V o o =T = 1 'o] o - TP 76
Annex B (informative) Description of DC form factor applications.............c.ooiiiin. 77
B.1 LT a1 =Y PP 77
B.2 Applications of ISO/IEC 24379 ... .o e 77
B.3 Physical FOrm Factor ReVIEW ... ..o e 77
B.4 Observations with regard to UCM and ATA confusion ..........cccooiviiiiiiiiniinien, 78
B.4.1 LT o= = | P 78
B.4.2 ATA into Smart Grid DeVICE .....uiiuiiiii e 78
B.4.3 Universal Communication Module into ATA device bay .........cccocoovviiiiiiiinnann. 78
B.5 1070 o o U1 To T o [P 78
Annex C (normative) AC fOorm factor...... ..o 79
C.1 LT a1 =Y PP 79
C.2 PhysSiCal fOrmM .. 79
C.2.1 AC SGD and AC UCM CONNECION . ..uuiiiiiieiiiei et 79
C.2.2 AC enclosure requiremMents. .. .. ..o e 84
C.3 Y O o Yo )T = T TP 87
C4 ObtaiNiNg MESSAGE SYNC ..iuuiiiiiiiii et e e e enees 89
Annex D (normative) Fletcher CheCKSUM .. ... 90
D.1 Checksum method ... 90
D.2 Calculating the CheCKSUM ... ..o 90

D.3 Decoding the CheCKSUM ... .. e e 90



ISO/IEC 10192-3:2017 © ISO/IEC 2017 -5-

Annex E (informative) Example Visual Basic cOde .........cooiiiiiiiiiiiiiiii e 91
Annex F (informative) Guideline for computing average priCe...........covvviiiiiiiiiiiiiiieeeeeeeen, 92

F.1 Average Price versus Time Varying Charges ........ccccooiiiiiiiiiiiici e, 92

F.2 Relative price COMMaNd ... ... e 92

F.3 Explanation for non-regulated utilities ..., 93

F.4 ST L0010 0= L7/ 93
Annex G (informative) Product safety considerations ... 95
(27 o] 1Yo | £=T o1 0V TP 96
Figure 1 — lllustrations of the modular communications interface (MCI) concept...................... 9
Figure 2 — Modular communications interface (MCI) block diagram ............cccocoiiiiiiiininn. 13
Figure 3 — LinK layer timMing . ..o e e e e e e e e e e 16
Figure 4 — Application layer timing ......c..oiiii e e 17
Figure 5 — Non-linear event duration SCaling .........cciiiiiiiiii e 31
Figure 6 — Non-linear relative price SCaling .......cc.oiiuiiiiiii e 33
Figure 7 — lllustration of energy storage capacity .........ccocoviiiiiiii i, 53
Figure 8 — Internet Protocol Pass-Through (IPV6) .........couiiiiiiiii e, 58
Figure 9 — lllustration of randomization of events by communications modules ..................... 61
Figure A.1 — DC form factor PCB diMeNSIiONS ... ....ciiuiiiiii e 63
Figure A.2 — DC form factor housing dimensions — toOp VIEW .........ccccooiiiiiiiiiiiiiiie e, 64
Figure A.3 — DC form factor housing dimensions — side VIiEW ...........cccooiiiiiiiii i, 65
Figure A.4 — DC form factor housing dimensions — end VIEW .........cccooeiiiiiiiiiiiiiii e 66
Figure A5 — Pin @sSignmeEnt ... e 67
Figure A.6 — SPI Mode 0 bit timing.......oouiiii e e 67
Figure A.7 — SPI transaction sequence: SGD-initiated message to the UCM......................... 71
Figure A.8 — SPI transaction sequence: UCM-initiated message to the SGD ...............c..ccenee. 72
Figure A.9 — SPI data transfer state machine ... 74
Figure C.1 — Panel-mount AC connector form factor (device side shown) and pin-out........... 80
Figure C.2 — PCB-mount AC UCM connector (hOUSING).......oiuiiiiiiiiiieieeee e, 80
Figure C.3 — Cable AC UCM connector (NOUSING) .....oeuuiiiniiiiiiiiieei e 81
Figure C.4 — Panel mount AC SGD connector form factor dimensions................................. 82
Figure C.5 — PCB mount connector dimensioNs .........cccuiiiiiiiiiiiiie e 83
Figure C.6 — Cable connector dimenSiONS ... .....iuuiii i 83
Figure C.7 — Contact dimensions for cable connector and PCB mount connector.................. 84
Figure C.8 — Reserved area and dimensions on SGD (receptacle) .........ccooooiiiiiiiiiiniinienn. 85
Figure C.9 — Right side and top view of maximum UCM dimensions...............cccceeiiiiiinninnenns. 86
Figure C.10 — Left side and bottom view of maximum UCM dimensions .............c.cccceeevinnnnns 87
Figure C.11 — Typical RS-485 polarity and byte transfer ..o 88
Figure C.12 — RS-485 CONNECHONS ... .cuiiiiii e e e e 88
Table 1 — Protocol data unit format ..o 13
Table 2 — Message type asSigNMENTS ... 14
Table 3 — Message timing reqUIremMeENtS ... ... 16

Table 4 — Basic/Intermediate DR application layer timing parameters .............c.cccoceeiviiinnn.. 18



