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Introduction

Digital signature mechanisms can be used to provide services such as entity authentication, data 
origin authentication, non-repudiation and data integrity. A digital signature mechanism satisfies the 
following requirements.

—	 Given either or both of the following two things:

—	 the verification key, but not the signature key;

—	 a set of signatures on a sequence of messages that an attacker has adaptively chosen,

—	 it should be computationally infeasible for the attacker to:

—	 produce a valid signature on a new message:

—	 in some circumstances, produce a new signature on a previously signed message; or

—	 recover the signature key;

—	 it should be computationally infeasible, even for the signer, to find two different messages with the 
same signature.

NOTE 1	 Computational feasibility depends on the specific security requirements and environment.

NOTE 2	 In some applications, producing a new signature on a previously signed message without knowing the 
signature key is allowed. One example of such applications is a membership credential in an anonymous digital 
signature mechanism as specified in ISO/IEC 20008.

Digital signature mechanisms are based on asymmetric cryptographic techniques and involve the 
following three basic operations:

—	 a process for generating pairs of keys, where each pair consists of a private signature key and the 
corresponding public verification key;

—	 a process that uses the signature key, called the signature process;

—	 a process that uses the verification key, called the verification process.

The following are the two types of digital signature mechanisms:

—	 when, for a given signature key, any two signatures produced for the same message are always 
identical, the mechanism is said to be deterministic (or non-randomized) (see ISO/IEC 14888-1 for 
further details);

—	 when, for a given message and signature key, any two applications of the signature process produce 
(with high probability) two distinct signatures, the mechanism is said to be randomized (or non-
deterministic).

The mechanisms specified in this document are all randomized.

Digital signature mechanisms can also be divided into the following two categories:

—	 when the whole message has to be stored and/or transmitted along with the signature, the 
mechanism is termed a "signature mechanism with appendix" (such mechanisms are the subject of 
the ISO/IEC 14888 series);

—	 when the whole message, or part of it, can be recovered from the signature, the mechanism is termed 
a "signature mechanism giving message recovery" (the ISO/IEC 9796 series specifies mechanisms 
in this category).

The verification of a digital signature requires access to the signing entity’s verification key. It is, thus, 
essential for a verifier to be able to associate the correct verification key with the signing entity, or more 
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