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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
[EC Directives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and IEC draw attention to the possibility that the implementation of this document may involve the
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of any
claimed patent rights in respect thereof. As of the date of publication of this document, ISO and IEC had not
received notice of (a) patent(s) which may be required to implement this document. However, implementers
are cautioned that this may not represent the latest information, which may be obtained from the patent
database available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall not be held
responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/foreword.html.
In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection, in collaboration with the
European Committee for Standardization (CEN) Technical Committee CEN/CLC/JTC 13, Cybersecurity and
data protection, in accordance with the Agreement on technical cooperation between ISO and CEN (Vienna
Agreement).

This fourth edition cancels and replaces the third edition (ISO/IEC 18045:2022), which has been technically
revised.

The main changes are as follows:

— the document has been aligned with changes to the ISO/IEC 15408 series;
— technical changes have been introduced:

— the terminology has been reviewed and updated;

— the work units for each component have been reviewed and updated.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

The target audience for this document is primarily evaluators applying the ISO/IEC 15408 series and
certifiers confirming evaluator actions.

The following can be a secondary audience:

— evaluation sponsors,

— developers,

— protection profile (PP), PP-Module, PP-Configuration, and security target (ST) authors,

— other parties interested in IT security.

This document is not intended to answer all questions concerning IT security evaluation and further
interpretations can be needed. Individual schemes determine how to handle such interpretations, although
these can be subject to mutual recognition agreements. A list of methodology-related activities that can be
handled by individual schemes can be found in Annex A.

This document is intended to be used in conjunction with the ISO/IEC 15408 series.
This document uses bold italic type face to identify special verbs relating to mandatory evaluation activities.

Several governmental organizations have contributed to the development of this version of the Common
Methodology for Information Technology Security Evaluations. As the joint holders of the copyright in
the Common Methodology for Information Technology Security Evaluations (called CEM), they hereby
grant non-exclusive license to ISO/IEC to use CEM in the continued development/maintenance of the
ISO/IEC 18045 International Standard. However, these governmental organizations retain the right to use,
copy, distribute, translate, or modify CEM as they see fit. More information on these agencies can be found at
https://commoncriterialportal.org//cc/copyright/index.cfm.
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International Standard ISO/IEC 18045:2026(en)

Information security, cybersecurity and privacy protection —
Evaluation criteria for IT security — Requirements and
methodology for IT security evaluation

1 Scope

This document specifies requirements and the minimum actions performed by an evaluator in order
to conduct an evaluation using the criteria and evaluation evidence defined in the ISO/IEC 15408 series
evaluation.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 15408-1:2026, Information security, cybersecurity and privacy protection — Evaluation criteria for IT
security — Part 1: Introduction and general model

ISO/IEC 15408-2:2026, Information security, cybersecurity and privacy protection — Evaluation criteria for IT
security — Part 2: Security functional components

ISO/IEC 15408-3:2026, Information security, cybersecurity and privacy protection — Evaluation criteria for IT
security — Part 3: Security assurance components

ISO/IEC 15408-4:2026, Information security, cybersecurity and privacy protection — Evaluation criteria for IT
security — Part 4: Framework for the specification of evaluation methods and activities

ISO/IEC 15408-5:2026, Information security, cybersecurity and privacy protection - Evaluation criteria for IT
security — Part 5: Pre-defined packages of security requirements

ISO/IEC/IEEE 24765:2017, Systems and software engineering — Vocabulary

3 Terms and definitions

For the purposes of this document, the terms and definitions given in in ISO/IEC/IEEE 24765, 1SO/IEC 15408-1,
ISO/IEC 15408-2, ISO/IEC 15408-3 and the following apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
check,verb
(evaluation) generate a verdict by a simple comparison

Note 1 to entry: Evaluator expertise is not required. Statements using this verb "check" describe what is mapped.

© ISO/IEC 2026 - All rights reserved
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3.2

confirm,verb

(evaluation) declare that something has been reviewed in detail with an independent determination of
sufficiency

Note 1 to entry: The level of rigour required depends on the nature of the subject matter.

3.3

demonstrate

(evaluation) provide a conclusion gained by an analysis which is less rigorous than that required by prove
(3.18)

3.4
describe,verb
(evaluation) provide specific details of an entity

3.5

determine,verb

(evaluation) affirm a particular conclusion based on independent analysis with the objective of reaching a
particular conclusion

Note 1 to entry: The usage of this term implies a truly independent analysis, usually in the absence of any previous
analysis having been performed. This is unlike the terms confirm (3.2) or verify (3.29), which imply that an analysis
has already been performed which requires review.

3.6

elapsed time

total amount of time taken by an attacker to identify that a particular potential vulnerability exists in the
target of evaluation (TOE), to develop an attack method and to sustain the effort required to mount the
attack against the TOE

3.7
ensure,verb
(evaluation) guarantee a strong causal relationship between an action and its consequences

Note 1 to entry: When "ensure" is preceded by the word "help", it indicates that the consequence is not fully certain, on
the basis of that action alone.

3.8

evaluation authority

entity that establishes and maintains a scheme, monitors the evaluation conducted by the evaluator, and
issues certification or validation reports as well as certificates based on the evaluation results provided by
the evaluator

3.9
evaluation evidence
item used as a basis for establishing the verdict of an evaluation activity

3.10

evaluation technical report

ETR

item presenting a technical justification of the evaluation verdict(s)

3.11
examine,verb
(evaluation) generate a verdict by analysis using evaluator expertise

Note 1 to entry: Statements using this verb identify what is analysed and the properties for which it is analysed.

© ISO/IEC 2026 - All rights reserved
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3.12

exhaustive

(evaluation) characteristic of a methodical approach taken to perform an analysis or activity according to an
unambiguous plan

Note 1 to entry: This term is used in respective parts of the ISO/IEC 15408 series with respect to conducting an
analysis or other activity. It is related to "systematic" but is considerably stronger, in that it indicates not only that a
methodical approach has been taken to perform the analysis or activity according to an unambiguous plan, but that
the plan that was followed is sufficient to ensure (3.7) that all possible avenues have been exercised.

3.13
explain,verb
(evaluation) give argument accounting for the reason for taking a course of action

Note 1 to entry: This term differs from both describe (3.4) and demonstrate (3.3). It is intended to answer the question
"Why?" without actually attempting to argue that the course of action that was taken was necessarily optimal.

3.14
justify,verb
(evaluation) provide a rationale providing sufficient reason

Note 1 to entry: The term "justify" is more rigorous than demonstrate (3.3). This term requires significant rigour in
terms of very carefully and thoroughly explaining (3.13) every step of a logical analysis leading to a conclusion.

3.15

monitoring attack

generic category of attack methods that includes passive analysis techniques aiming at disclosure of
sensitive internal data of the target of evaluation (TOE) by operating the TOE in the way that corresponds to
the developer supplied guidance documents

3.16

observation report

OR

report written by the evaluator requesting a clarification or identifying a problem during the evaluation

3.17

oversight verdict

statement issued by an evaluation authority confirming or rejecting an overall verdict based on the results
of evaluation oversight activities

3.18
prove,yverb
(evaluation) show correspondence by formal analysis in its mathematical sense

Note 1 to entry: It is completely rigorous in all ways. Typically, the term "prove" is used when there is a desire to show
correspondence between two target of evaluation (TOE) security functionality (TSF) representations at a high level
of rigour.

3.19

record,verb

(evaluation) retain a written description of procedures, events, observations, insights, and results in
sufficient detail to enable the work performed during the evaluation to be reconstructed at a later time

3.20

report,verb

(evaluation) include evaluation results and supporting material in the evaluation technical report, an
observation report (3.16) or an evaluation authority report (report of the evaluation authority)

3.21
SFR-enforcing
functionality that implements a security functional requirement (SFR)
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3.22

SFR-supporting

functionality that security functional requirement (SFR)-enforcing (3.21) functionality depends upon, but
which needs only to function correctly in order for the security policies of the target of evaluation (TOE) to
be preserved

3.23

SFR-non-interfering

functionality on which neither security functional requirement (SFR)-enforcing (3.21) nor SFR-supporting
(3.22) functionality have any dependence; that is, it plays no role in implementing SFR functionality

3.24
specify,verb
(evaluation) provide specific details about an entity in a rigorous and precise manner

3.25
sub-activity
application of an assurance component of ISO/IEC 15408-3:2026

Note 1 to entry: Assurance families are not explicitly addressed in the ISO/IEC 15408 series because evaluations are
conducted on a single-assurance component from an assurance family.

3.26

task

methodology-specific evaluation work required that is not derived directly from an ISO/IEC 15408 series
requirement

3.27

trace,verb

(evaluation) establish a relation between two sets of entities, which shows which entities in the first set
correspond to which entities in the second

3.28
verdict
statement issued by an evaluator with respect to evaluator action element, assurance component, or class

3.29
verify,verb
(evaluation) rigorously review in detail with an independent determination of sufficiency

Note 1 to entry: See also confirm (3.2) which has more rigorous connotations. The term verify is used in the context of
evaluator actions where an independent effort is required of the evaluator.

3.30
window of opportunity
period of time during which an attacker has access to the target of evaluation (TOE)

3.31
work unit
most granular level of evaluation work

4 Terminology

Unlike in the ISO/IEC 15408 series, where each element generally maintains the last digit of its identifying
symbol for all components within the family with some exceptions, this document can introduce new work
units when an ISO/IEC 15408 series evaluator action element changes from sub-activity to sub-activity.
As a result, the last digit of the work unit's identifying symbol can change although the work unit remains
unchanged.

Any methodology-specific evaluation work required that is not derived directly from an ISO/IEC 15408
series requirement is termed task.
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5 Verb usage

All work unit and task verbs are preceded by the auxiliary verb shall. Both the work unit and task verb and
the "shall" appear in bold italic typeface. The auxiliary verb shall is used only when the provided text is
required and therefore only within the work units and tasks. The work units and tasks contain required
activities that the evaluator shall perform in order to assign verdicts.

Guidance text accompanying work units and tasks gives further explanation on how to apply the
ISO/IEC 15408 series words in an evaluation.

6 General evaluation guidance

Material that applies to more than one sub-activity is grouped together in this document. Guidance whose
applicability is widespread (across activities and EALs) has been collected into Annex A. Guidance that
pertains to multiple sub-activities within a single activity has been provided in the introduction to that
activity. If guidance pertains to only a single sub-activity, it is presented within that sub-activity.

7 Relationship between structures within the CC and the structure of this document

There are direct relationships between the ISO/IEC 15408 series assurance constructs and the structure
of this document. Figure 1 illustrates the correspondence between the ISO/IEC 15408-3:2026 constructs of
assurance classes, assurance components and assurance elements and the related evaluation methodology
activities, sub-activities, actions and work units. Several evaluation methodology work units can result
from the requirements specified in the ISO/IEC 15408 series developer action and content and presentation

elements.
< Assurance class ——— Activity >
< Assurance >—< Sub-activity >
component
<Evaluator action Action >
element ) (
Developer action
element s T T \\
Work unit ))
Content and presentation
of evidence element

Key
Assurance class See ISO/IEC 15408-3:2026, 6.2
Assurance component See ISO/IEC 15408-3:2026, 6.4
Evaluator action element See ISO/IEC 15408-3:2026, 6.4.6
Developer action element See ISO/IEC 15408-3:2026, 6.4.6
Content and presentation of evidence element See ISO/IEC 15408-3:2026, 6.4.6

Figure 1 — Mapping of the P3 assurance constructs and CEM structure
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