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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the ISO/
[EC Directives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and IEC draw attention to the possibility that the implementation of this document may involve the
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of any
claimed patent rights in respect thereof. As of the date of publication of this document, ISO and IEC had
received notice of (a) patent(s) which may be required to implement this document. However, implementers
are cautioned that this may not represent the latest information, which may be obtained from the patent
database available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall not be held
responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/foreword.html.
In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

Alist of all parts in the ISO/IEC 20009 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Information technology — Security techniques — Anonymous
entity authentication —

Part 4:
Mechanisms based on weak secrets

AMENDMENT 1

Clause 2
Add the following normative references:

ISO/IEC 14888-2, Information technology — Security techniques — Digital signatures with appendix —
Part 2: Integer factorization based mechanisms

ISO/IEC 14888-3, IT Security techniques — Digital signatures with appendix — Part 3: Discrete logarithm
based mechanisms

ISO/IEC 18033-2, Information technology — Security techniques — Encryption algorithms — Part 2:
Asymmetric ciphers

4.2

Replace the text in this subclause as follows:

EC20SP elliptic curve point to octet string conversion primitive, which shall be equivalent to
the specified conversion primitive EC2ZOSP;(P, compressed) for a point P over an elliptic
curve E in accordance with ISO/IEC 18033-2

FE20SP field element to octet string conversion primitive, which shall be as specified in ISO/IEC

18033-2
BS2IP bit string to integer conversion primitive, which shall be as specified in ISO/IEC 18033-2
GE20SP cyclic group element to octet string conversion primitive. If the mechanism is defined

over a finite field, it is the same as FE20SP. If it is defined over an elliptic curve, it is the
same as EC20SP.

53
Replace the paragraph beginning with “Setup” as follows:

Setup: Given a security parameter secparam, the server generates and maintains a tuple
(params, PWF =1), where params denotes public system parameters and PWF is a password file,

initially set empty, that is kept private. The password file PWF consists of a set of ordered pairs,
(I, pvdyy ), one for each member of the user group, where Ij; and pvdy; are the distinguishing identifier

and password verification data for the user, U, respectively. params will be the common input to the
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