INTERNATIONAL ISO/IEC
STANDARD 27050-1

Second edition
2019-11

Information technology — Electronic
discovery —

Part 1:
Overview and concepts

Technologies de l'information — Découverte électronique —

Partie 1: Apercu général et concepts

Reference number
ISO/IEC 27050-1:2019(E)

© ISO/IEC 2019



ISO/IEC 27050-1:2019(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2019

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © ISO/IEC 2019 - All rights reserved



ISO/IEC 27050-1:2019(E)

Contents Page
FOT@WOT .........oocccc e85 55858555555855 8 5555 \%
IIMETOUICEION. ..ot vi
1 S0P ... 1
2 NOIIMATIVE FEERTEIICES .........cccooii et 1
3 Terms and defiNITIONIS ... 1
4 Symbols and abbreviated terms
5 Overall structure and overview of the ISO/IEC 27050 SETIies ... 4
6 OVerview Of @leCtrONIC AISCOVETY ...t ot
6.1 BACKGIOUIIA ...
6.2 BasiC CONCEPLS ..ot
6.3 Objectives of electronic discovery
6.4  Electronic discovery foundation...........cc......
6.4.1  General.....e
6.4.2 Competency..

0.4.3  CANAOUL .ot
6.4.4  COOPETATION oo
6.4.5 Completeness
6.4.6  Proportionality

6.5 Governance and electronic discovery ............
6.5.1  General. ...
6.5.2  Riskand environmental factors
6.5.3  COMPLIANCE AN TEVIBW ..o
6.5.4  Privacy and data ProteCtiON ..o
6.6 ICT readiness for electronic discovery
0.60. 1 GEIIETAL ..o
6.6.2  Long-term retention Of EST ...
6.6.3  Maintaining ESI confidentiality...........
6.6.4  Destruction of ESI ...

6.7 Planning and budgeting an electronic discovery project...

Electronically Stored Information (ESI) ...
7.1 BACKGTOUIIA ...t
7.2 Common types of ESI..

7.2.1  General.

7.2.2  Active data....

7.2.3  Inactive data......

7.2.4  Residual data

7.2.5  L@GACY QALA .o
7.3 ComMMON SOUICES OF EST.....ooooiooiie e

7.3.1  General

7.3.2  CUSTOIan dAta SOUTCES .......ooociovooivvriieeeeiiseessssssssssessssssssss s sssssssesssssssessssss s sssseesssssssssssssesssssees

7.3.3  NON-custodian dat@ SOUICES. ... sseseeseeeee

7.3.4  Potentially excluded sources of ESI
7.4 ESI representations. ...

741  General...ennn

7.4.2  Native formats.........nnns

7.4.3  Near-native formats ...

7.4.4  Image (Near-paper) fOITNALS ...

RS T 5 4 0] S
7.5 INON-ESI @S PArt Of QiSCOVETY ...ooioieeeeeeeees e
EleCtroniC AISCOVETY PIOCESS...........ccccovvoiiirosiirosiiossissssssssssssssssssssssessssesssssessssessssesssssesssssessssesssssssssssssssesssssessssesssses 15
8.1 OVEIVIBW ..o essss s 2855585555855 15

© ISO/IEC 2019 - All rights reserved iii



ISO/IEC 27050-1:2019(E)

8.2 ESI identification
8.3 ESI preservation.......
8.4 ESI collection.........
8.5 B ST PIOCESSITIG ..o
8.6 Y D (=14 125
8.7 ESI analysis
8.8 ESI production

9 P Lo A0 (oD o =T IT0) 0 13 L6 L) o= U (o) o 13 19
9.1 Presentation of ESI
9.2 Chain of custody and provenance

BIBDLIOGTAPIY ...

iv © ISO/IEC 2019 - All rights reserved



