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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are 
members of ISO or IEC participate in the development of International Standards through technical 
committees established by the respective organization to deal with particular fields of technical 
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international 
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the 
work.

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for 
the different types of document should be noted. This document was drafted in accordance with the 
editorial rules of the ISO/IEC Directives, Part 2 (see www​.iso​.org/​directives or www​.iec​.ch/​members​
_experts/​refdocs).

Attention is drawn to the possibility that some of the elements of this document may be the subject 
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent 
rights. Details of any patent rights identified during the development of the document will be in the 
Introduction and/or on the ISO list of patent declarations received (see www​.iso​.org/​patents) or the IEC 
list of patent declarations received (see patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to the 
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www​.iso​.org/​
iso/​foreword​.html. In the IEC, see www​.iec​.ch/​understanding​-standards.

This document was prepared by Joint Technical Committee ISO/IEC  JTC  1, Information technology, 
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www​.iso​.org/​members​.html and www​.iec​.ch/​national​
-committees.
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Introduction

ISO/IEC 29100 sets forth eleven privacy principles which apply to all actors that can be involved in the 
processing of PII. The second principle is the collection limitation. Despite this recommendation, the 
current state of the art is that internet sites collect more than necessary information during the PII 
principal’s access to the service. For example, if the site only requires verification that the PII principal 
is over a certain age, only that information should be necessary for the consumption of the service. 
However, it is often the case that other information such as the user’s persistent identifier is supplied, 
making it possible to link visits from the same PII principal to different sites or to link two or more 
visits from the same PII principal to the same site.

To adhere to the principle of the collection limitation, the site in the above case should instead use a 
type of entity identifier that does not allow the site to link two or more visits by the PII principal. This 
means that, when two transactions are performed, it is difficult to distinguish whether the transactions 
were performed by the same user or by two different users. This is one type of unlinkability. Several 
other types of unlinkability can also be considered and desired in applications.

Attribute-based unlinkable entity authentication (ABUEA) provides a means for PII principals to 
establish the authenticity of a selected subset of their identity attributes without revealing a larger 
subset. Special focus is put on unlinkability and a metric that measures the strength of this property in 
implementations of ABUEA is introduced. This document focuses on cases where at least one attribute 
is attested by a third party. This document also identifies security properties to be met to achieve 
various protections as well as unlinkable properties.

The methodology developed by this document may be tailored and applied to other privacy principles. 
The requirements identified in this document apply at the application communication layer. However, 
some properties met at the application layer protocol can be ruined by a lower layer protocol, such as 
the network layer, which means that the lower layers' privacy and security properties should also be 
taken into consideration to ensure that the properties met at the application communication layer are 
still valid when considering the privacy and security characteristics of the lower communication layers.
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