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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the ISO/
[EC Directives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and IEC draw attention to the possibility that the implementation of this document may involve the
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of any
claimed patent rights in respect thereof. As of the date of publication of this document, ISO and IEC had not
received notice of (a) patent(s) which may be required to implement this document. However, implementers
are cautioned that this may not represent the latest information, which may be obtained from the patent
database available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall not be held
responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/foreword.html.
In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

This document provides guidelines and methods on how to derive data provenance information from a
system of co-operating authenticated stakeholders. Data provenance is valid if, the data value stream
represented by sequences of < data, metadata > tuples, in any life cycle phase of compound industrial data
and production value streams, is always comparable to the value stream of production involving operational
technology. Hence, the < data, metadata > tuples value stream is twinning the production value stream such
that both data and production value streams are isomorphic to each other.

The use and processing of data performed by applications, systems, robots, individuals, agents or companies
usually is subject of permissions from data owners as applied in ISO/IEC 62890.123]

“Data owner” is a term that is applied to the rights of a data holder. Data holders have the rights to access,
use, or manipulate their data. The data owner role is understood as an individual or a group of stakeholders
who can have control over certain data attributes like data creation, accuracy or the names or identifiers of
sources, etc.

Data provenance information is useful to all who want to use available data in other applications or want
to decide to make data voluntarily available as a common good in a dataspace that can be subscribed by
various application stakeholders. Identifying and deriving information from the history of metadata events
provide details on the narratives of data provenance and data manipulations. The concept of narration is
used because it visually describes sequences of activities or the state changes of a system. Graphically, a
sequence of state changes or events is a graph trajectory.
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Information security, cybersecurity and privacy protection —
Data provenance

1 Scope

This document provides guidelines, methodologies and techniques for securely deriving information about
data assets from multiple sources, intermediaries or users, which is denoted as provenance metadata.

2 Normative references

There are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31

data

data asset

collection of data items that provide value to organizations playing roles like data provider, data intermediary
and data user

Note 1 to entry: Data are a product, hence data are an asset that can be disseminated, shared, distributed, consumed, or
copied by processes or humans involved in the workflow of an enterprise, factory, information and data infrastructure
or human-machine cooperating communities like smart cities, smart factories etc.

3.2
data altruism
voluntary sharing of data without compensation

Note 1 to entry: Voluntary sharing of data is based on consent of certain data subjects to process their personal data
and to get permission from data holders to use non-personal data.

Note 2 to entry: Data can be shared via a virtual data sharing platform,[11l such as a dataspace.

Note 3 to entry: A certification framework can provide organizations with voluntary authorization by governments
compared to a framework with compulsory authorization.

Note 4 to entry: In this context, data altruism is interpreted according to Article 2(16) of the EU DGA.[2¢]

3.3

artefact

constructive, descriptive or semantic element of views on a thing of interest (Tol) as represented by the
semiotic triangle with three views on the Tol

Note 1 to entry: The construction of things view obeys operational engineering constraints, the description view obeys
requirements represented by an ontological language, and the semantics view is given in a notation that supports
reasoning analysis of the past and predictive simulation-based analysis of future behaviour of a Tol.
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Note 2 to entry: The Tol can be modelled by an urban digital twin (UDT) which feeds back information from the
performed analysis.

Note 3 to entry: The term artefact is preferred in formal systems because it means an intangible concept in contrast to
a physical object.

3.4

computation

graph computation

sequence of directed edges of a graph (trajectory) that is enabled by annotated rules conditioning the
execution of sequences of edges of the graph

Note 1 to entry: A data graph is an asset that is applied and manipulated along an executable life cycle value stream
(LCVS) trajectory.

Note 2 to entry: A process graph is defined by three things i.e. a set of vertices (i.e. process states), a vertice-disjunct
set of edges (i.e. transitions) and an incidence mapping that maps an edge either into an undirected pair of vertices (i.e.
action), or that maps an edge into a pair of directed vertices (i.e. event). For short, the latter is called directed edge and
the former undirected edge.

Note 3 to entry: Data or process assets both, are modelled by computable graphs, i.e. data graphs or process graphs.

3.5

dataspace

data governance framework and supporting services to build trustworthiness and enable data sharing
through an agreed set of policies, semantic models, protocols and processes

Note 1 to entry: More formally, a dataspace can be considered as a set of data assets annotated with metadata such
as data provenance information, which is organized as a publish-subscribe dataspace that manages many-sorted data
type items as < n-tuples >, whereby < n-tuples > are defined for n > 2 elements of respective sorts.[2]

Note 2 to entry: sort is a term from applied mathematics that represents a variable i.e. a set of terms of a considered
type.

[SOURCE: ISO/IEC 20151-1:—1), 3.1, modified — definition has been modified to align with the context of
this document; notes 1 and 2 to entry have been added.]

3.6

data graph

graphical representation of a data structure using graph artefacts such as vertices, edges and an incidence
mapping

Note 1 to entry: In the data provenance methodology of subclause 5.2, components of a data structure are graphically
represented by tree-like graphsi.e. data graphs.

Note 2 to entry: The graph semantic artefacts allow to represent either data structures or knowledge but also
behaviour of processes or stakeholders that communicate via the dataspace.

Note 3 to entry: A graph is defined by three elements i.e. a set of vertices, a vertices-disjunct set of edges and an
incidence mapping that maps an edge either into an undirected pair of vertices, or that maps an edge into a pair of
directed vertices.

3.7
process graph
graphical representation of a process using graph artefacts such as vertices, edges and an incidence mapping

Note 1 to entry: The elements of a process are graphically represented by a mesh-network-like graph.

Note 2 to entry: The graph semantic artefacts allow to represent behaviour of processes or stakeholders that
communicate via the dataspace, but also data structures or knowledge.

1) Under development. Stage at the time of publication: ISO/IEC FDIS 20151-1:2026.
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Note 3 to entry: A graph is defined by three elements i.e. a set of vertices, a vertices-disjunct set of edges and an
incidence mapping that maps an edge either into an undirected pair of vertices, or that maps an edge into a pair of
directed vertices.

3.8
data governance
process focused on managing the quality, consistency, usability, security, and availability of data

Note 1 to entry: This process is closely linked to the notions of data ownership and stewardship.
[SOURCE: ISO/TR 14872:2025,[27] 3.3, modified — “information” has been replaced by “data”.]

3.9
data leakage
drain of data that makes the operation phenomenon, including the phenomenon’s data, untrustworthy

Note 1 to entry: The longer the life cycle value stream (LC VS) of operation, the higher the complexity of production.
Higher complexity creates a higher risk of data leakage or other non-authorized manipulations.

3.10
metadata
data that defines and describes other data

Note 1 to entry: In the ISO/IEC 11179 series and ISO/IEC 19763 series of standards, the objects being described are
instances of the subclasses of item, e.g. concepts, data elements, services.

[SOURCE: ISO/IEC 11179-3:2023,12 3.2.30, modified — note 1 to entry has been added from
ISO/IEC 11179-3:2023/Amd 1:2026[29]]

3.11
provenance metadata
metadata about the provenance of data

Note 1 to entry: Metadata comprises in practice various categories of information about the state of data that is
observable during the life cycle value stream (LC VS).

Note 2 to entry: Metadata derived during the LC VS of processing assets has the purpose to provide trust in the
incorporation of data subscribed from a dataspace.

Note 3 to entry: Metadata annotated to data that are generated and derived during the operation of a physical
machinery (e.g. energy distribution, automated production, self-driving cars) is called the narrative of provenance
(NoP) of the associated data of interest.

Note 4 to entry: By inspecting the NoP, the data of interest can be applied by stakeholders, processes, or individuals
in contexts different from the source contexts. Based on the NoP, interested parties can decide which of their data
subscribed from the dataspace, they want to use as a common good and which not.

3.12

data provenance

ownership and usage history of data of a system, consisting of information that is given by sets of metadata
describing origins, sources of data, parties involved in generating, manipulating, and managing any data

Note 1 to entry: A similar definition of data provenance is given in VDE SPEC 90009 v1.0[10 that defines data provenance
(DP) as the origin of the metadata values comprising person, organization, software agent, file or unknown. VDE
SPEC 90009 v1.0110] js based on IEC 61360-1[13] that defines the attributes for the specification of meta-metadata.[19]

Note 2 to entry: In this document and in contrast to the VDE SPEC 90009 v1.0[10, metadata (values) of data provenance
information are interpreted semantically which means metadata (values) are derived during the life cycle value
streams in the same activity or phase of production from the data and from the production.

Note 3 to entry: A similar definition of data provenance is given in ISO/IEC 11179-33[21] that defines provenance as
information on place and time of origin, derivation or generation of a data set, proof of authenticity of the data set, or a
data set of past and present ownership of that data set.
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