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INTERNATIONAL STANDARD ISO/IEC 9594-11
RECOMMENDATION ITU-T X.510

Information technology — Open Systems Interconnection —
The Directory: Protocol specifications for secure operations

Summary

Recommendation ITU-T X.510 | ISO/IEC 9594-11 specifies a general protocol, called the wrapper protocol, that provides
cybersecurity for protocols designed for its protection. The wrapper protocol provides authentication, integrity and
optionally confidentiality (encryption). The wrapper protocol allows cybersecurity to be provided independently of the
protected protocols, which means that security may be enhanced without affecting protected protocol specifications.

The wrapper protocol is specified without specifying specific cryptographic algorithms, but is designed for plucking-in
cryptographic algorithms as required.

The wrapper protocol is designed for easy migration of cryptographic algorithms, as stronger cryptographic algorithms
become necessary.

Recommendation ITU-T X.510 | ISO/IEC 9594-11 contains recommendations for how other Recommendations and
International Standards may include features for migration of cryptographic algorithms, and it includes ASN.1
specifications to be applied for that purpose.

Recommendation ITU-T X.510 | ISO/IEC 9594-11 also specifies three protocols that make use of the wrapper protocol
protection. This includes a protocol for maintenance of authorization and validation lists (AVLs), a protocol for subscribing
of public-key certificate status and a protocol for accessing a trust broker.

History
Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.510 2020-08-22 17 11.1002/1000/14320
Keywords

Certification authority, cryptography, cryptographic algorithm, digital signature, public-key certificate, PKI, quantum-safe,
trust anchor, validation.

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web browser, followed by the
Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had received notice of intellectual property, protected
by patents, which may be required to implement this Recommendation. However, implementers are cautioned
that this may not represent the latest information and are therefore strongly urged to consult the TSB patent
database at http://www.itu.int/ITU-T/ipr/.

© ITU 2020

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.

i Rec. ITU-T X.510 (08/2020) © ISO/IEC 2020 - All rights reserved


http://www.itu.int/ITU-T/ipr/

ISO/IEC 9594-11:2020(E)

CONTENTS

Page

SECTION 1 — GENERAL ...ttt ettt ettt ettt st e st e s esbesse et e eseeseeseensensesansesseeseeseeseansensansenns 1
| 10T o1 USRS 1
2 INOIMALIVE TETETEIICES ....uveentieniieiiieiieet ettt ettt et b e bt e bt e bt et e et sbeesbee bt e bt enteenteeaeesbeenbean 1
2.1  Identical Recommendations | International Standards ............cceceoeiiiiiiiiiniiiiee e, 1

N € 13115 O (1 (o) (<) 1 17 ST 1

3 DIETINILIONS ...ttt ettt ettt b e a e ea et e et e st e bt sheeb e e st em s e b e et e e bt e bt eb e ea b e st e b et e e bt eheebe e st ennenaens 2
3.1  OSI Reference Model definitions. .........eoueriririeiiieieresseeeeeeee ettt 2

3.2 Directory MOdel defiNItIONS ........ccceeriiiiiiiiiieriietieie e ete sttt ste et esee st e steebeesseesseessessaessaenseesseessenens 2

3.3 Public-key and attribute certificate definitions............cevverieriierieiriieie e 2

3.4  Terms specified by this Recommendation | International Standard .............cccecveeirieriieriienieeee 2

4 WX o] o) ()74 T 1 o) SO UTRSRUSPRRT 3
(0703417757 113 1o o - J TP 4

6 Common data types and special cryptographic algorithms ............ccoceeieiieiiiiniiieieeee e 4
6.1 INEEOAUCTION ...ttt skt b e e et s et eat e st e st e e bt eseeseeneensesbeeseabeeaeeneeneensaneens 4

6.2  ASN.I information object class specification t0O]...........cocceriririieieniere e 4

6.3  Multiple-cryptographic algorithm SpecifiCations .............cceceeieieiieiieneseee et 6

6.4  Key establishment algorithms ..........coooiiiiiiiiiee e 7

6.5  Multiple-cryptographic algorithm-value Pairs ...........ccccoviririeieieiereseee e 9

6.6  Formal specification of enCIpRErmMent............ccvevvieciieiinieiieieee ettt sreesre e eneeees 11

7 General concepts fOr SECUIING PIOLOCOLS. .......iivirieriieriieiieteeteete sttt et ete et eee et esteensessaessaesseeseenseennennns 11
Tl INEEOQUCTION ...ttt sttt sttt b et ettt b e sbe bt e st et e b et e s bt sbeebeeseenneneens 11

7.2 Protected protocol PIUZ-1N CONCEPL.....cccuirieriieriieieeieeieettesttesteeteeaestesseesseeseenseenseesaessaesseesesnsesnsennns 12

7.3 COMMUNICAtIONS SIIUCTUIC. ... c..irueeuteutentetententesheeteeteste st st eabesuteuteseeseesaestesbesbeseteneessensentesbesaeebeeneensennens 12

7.4  Another view of the relationship between the wrapper protocol and the protected protocol............... 12

7.5  Structure of application protocol data UNit............ccieeieeieiiesiiriee et 13

7.6 EXCOPLION CONAILIONS ...oouiiiiiiiieiieiieie et ete et et ettt e e et e steesseenseesaeensesseesseenseenseensesssessaesseenseensesnsennns 13
SECTION 2 — THE WRAPPER PROTOCOL........cciiieiieieiieieieee ettt ettt ssessesseeseeneensensansenes 14
8 Wrapper protoCol SENETAl CONMCEPLS .....euiiiuiiiiiiiieiiiitie ittt ettt ettt ettt bte st e b e be et saeesaeesbeeneeenteens 14
8ldrds Intreductiomalo o/standards/ise/126¢9253-de85-4db4d-hld4a-61e847ac5100/iso-186-Q5! 14

8.2 UTC time SPECTIICATION ..eeeveiiiiieeiiieiiieeiteeieeetee et e eteesteeeteesteeesbeeeteessseessseesssaesnseesssaesnseessseesnsesnnses 14

8.3  Use of alternative cryptographic algorithms ...........ccccoeiiiieiiiiiiiee e 14

8.4  General on establishing Shared KEYS .........ccceviiriiiiiiiiiiecicieeeeeste ettt 14

8.5 SCUEICE NMUIMDETS. .....ccuviiiiesiieiietietietteettesteesseeseesteestesseesseesseesseessesssesseesseesseassesssesssesseensenssenssenssesses 15

8.6  Use of invocation identification in the Wrapper protoCol..........ccoecverierieriieriieiiiieeeese e ere e eae e 15

8.7  Mapping t0 UNACIIYING SETVICES ....eevireieriieriieriieieeieeteettesteeteereeeaesteesreesseesseessesseesseesseenseesseessesssesses 15

8.8 Definition of protected PrOtOCOLS ......iccuiiierieriieii et eteetteete ettt stte e e sbeebe e e steesreesseesseesseessessnenaeas 15

8.9  Overview of wrapper protocol data UNItS..........cccveeveriirierieriieieeiesteseeste e eeeeeeseeesreeseesseesseesnesaeas 15

9 ASSOCIALION MANAGEINICNIE . .....c.veeieeeeeeeiertiesteeteeteetesttesseesseeseasesssesssesseaseesseansesssesssesseenseesessesnsesssesseenseensenns 16
9.1  Introduction to assOCIation MANAZEIMENL ...........eecvierrreeerrerreerteerseeaeereseesseeseeenseesseesaessaesseessessessennes 16

9.2 Association handshake TeQUESE.........c.ceouiiiiiiiiieiee et 16

0.3 ASSOCIATION ACCEPT. . ueteueeeueetietiete et eteeuteettesteente et eseeeseess e e st enseeaeeemeeeaeenseanteenteenseeseesneesseenseenseeneeenes 18

9.4  Association reject dUE tO SECUIILY ISSUCS ....ccueeruieruieiieieetierteerteeteeeesteeteesteeneeeneeeneeeneesseesseenseeneeeneeenes 19

9.5  Association reject by the protected ProtoCol.........occeviirieiiiiieriee e 20

9.6  Handshake SECUITLY ADOTT ........ccuiiiiiiiiiie ettt ettt et e esseenaeeee e enee 21

9.7  Handshake abort by protected ProtoCOL..........coieiiieiiirieiieiiee et 21

9.8 Data transfer SECUITLY @DOTT .....cc.eiruiiiiiiiiiiiitiet ettt et ebee b b e b eeesaee e 22

9.9 ADOIt by Protected PrOtOCOL .....c.eeuieiiieieeieete ettt ettt ettt ettt aeeneeneeneeneens 22

9.10  Release request WIPDU........ccouiiiiieiiiieee ettt ettt e stee et eeste e e tbeesaeesbeensseessseensneenns 23

9.11  Release 1eSPONSE WIPDU ......cc.cooiiiiiiiiiiieie ettt ettt et rte e seae et e e saeeessaeesaeessbeensseessseensneenes 23

0.12  REIEASE COLIISION. ¢..c.uteueiiiete ettt ettt ettt ettt ettt st e e et e st e ebeeaeeseeneensesse s eenesaeeneeneensennens 24

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.510 (08/2020) i



ISO/IEC 9594-11:2020(E)

Page

10 Data trans er PRASE .....co.eeueieeiieieee ettt bbbttt be e b ettt aes 24
10.1  Symmetric KEYS TENEWAL .......ccueiuiiiiiiiiiiiirereeeeeeee ettt ettt 24

10.2  Data transfer by the CLENT ........coceiiiiiiiiiiiii ettt ettt 24

10.3  Data transfer DY the SEIVET .......c.eeiiiiiiiie ittt sttt ettt et e et e s e reenseeeeeeeenes 26

11 INFOIMAtION TTOW.....eitiiiiii ettt ettt st st b ettt e et ebee s bt e s be e bt eneesaeeeae 28
11.1  Purpose and general MOAEL ..........c.ooouiiiiiiiriieiee ettt ettt ee e e 28

11.2 Protected protoCol SAOC .....c..oouiiiiiieiee ettt ettt b e bttt et st saeesae et eneeens 29

L1.3 WIAPPET SAOC ...ttt ettt ettt et e et et e et ebtesbee s bt e nbe e bt emaesatesatesaeenbeeneeans 29

12 Wrapper error RANAIING .......ccviiiiiiiiicieece ettt et e et e ste e seesseesseesbeesaessaesseeseenseensenens 32
T2.1 GENETAL ..ottt bt b e h e bttt b bbbt e b e bt et et e e b e eb e bt eheeat et enteten 32

12.2  Checking of a wrapper handsShake TeQUEST .........cc.eoeririririeieierieere ettt 32

12.3  Checking of a wrapper handshake acCept ..........cceviriiiriiiiieiereeeree et 33

12.4  Checking of data transfer WIPDUS.......c..cociiiiiiiiiiiiiieeeeeeee sttt 34

12.5  Wrapper diagnoStiC COURS ......cuiriimiiriirirtiriieiteiee ettt ettt ettt b et eb et e st et e e st st ebesbeese et ennenaens 36
SECTION 3 — PROTECTED PROTOQCOLS .......ooiiiiiiiiiiieiteetentesieicee ettt ettt s st 37
13 Authorization and validation liSt MANAZEMENT ...........eiuiiiiiiriieiieeie ettt ee e st eseee e eaeens 37
13.1 General on authorization and validation MaNAgEMENL ...........cceevueererrierierierieeeeie e 37

13.2  Defined protected protocol data unit (PIrPDU) tyPes......ccceveeriererieiiiriesieeeeeee et 37

13.3  Authorization and validation management protocol initialization request............cceevvereereeneeneeeeenne 38

13.4  Authorization and validation management protocol initialization accept9 ..........cccoocercererieiencenienenne 38

13.5 Authorization and validation management protocol initialization reject...........cccerverererereeeeneenienenns 38

13.6  Authorization and validation management protocol initialization abort .............cccceverererieieneenienanne 38

13.7 Add authorization and validation [iSt FEQUEST......cc..cvvievieiiriierierieeriete e ctee st e e et eeeeereeeeeseeesreereens 39

13.8  Add authorization and validation [iSt TESPONSE .......cc.eevieeeiiuierrieireerieteeeecteestee e ereeaeeeesreeseeesreesreens 40

13.9 Replace authorization and validation liSt TEQUESt.........c..ccvevieiiiciiieiieieei ettt ereeerees 40

13.10 Replace authorization and validation liSt TESPONSE..........cc.eviierieiiiiiieiieie e see et eee e see e ereeseees 40

13.11 Delete authorization and validation liSt TEQUEST ......ccueeeviieiirierierieeieeieeie et se e seee e esreesneens 41

13.12 Delete authorization and validation liSt TESPONSE .........c.eccviruierieriieiieieeieeeeseesteesreeaeeeeseeesreesseenseens 41

13.13 Authorization and validation [iSt @DOTt............couiririiiiiiieieeeee et 42

13.14 Authorization and validation [iSt €ITOT COAES ........evuiruiriririiiiierieniere ettt 42

14 Certification authority SUDSCIIPLION PrOtOCOL.......coeiiiriiiiieiieiieiieie e eree et sr et eet s eeeenssesaesbaesneeseesesnneses 43
14.1 Certification authority subscription introQUCHION .........c.ccvereierieerierie e sieseeie et e e ee e e 43

14.2  Defined protected protocol data unit (PrPDU) tyPes......ccceeeerierieriieiieriereerieeie ettt 43

14.3  Certification authority subscription protocol initialization request ...........ccceevereerererieniereereee e 43

14.4  Certification authority subscription protocol initialization accept ..........cccceereereerieeienienieneeeeeeee 44

14.5 Certification authority subscription protocol initialization reject...........ccovverrererrieerierieneeneeeeeeee 44

14.6  Certification authority subscription protocol initialization abort ............cccceeeeeiiecinienieiiereee e 44

14.7 Public-key certificate SUDSCIIPLION T@QUESL........eeouieieeiiertieitieteeie ettt ettt e e e ens 44

14.8  Public-key certificate SUDSCIIPLION TESPOMSE -.....euveveruerreruietieieeereesteateseeeteeneeneeneeaessessesseseeeneeeenseneens 45

14.9 Public-key certificate un-subSCIIPtION TEQUESE .......c.eeuirerieieieierierteee sttt et et see st st eaeeneeeeneeneens 46

14.10 Public-key certificate un-subSCIIPtION TESPONSE .......ccuerueruiereeieiereerteatesteeteeneeneeeeeeseeseeesesseeneeeenseneens 46

14.11 Public-key certificate replacements TEQUESE .......cc.erueruirtirieieieierterte ettt ettt e e e bt eaeeneeeenaeeens 47

14.12 Public-key certificate replacement TESPOMSE ......cc.erververreruieieieierienteatesteeteeneeneeneeeessesseeseeeeeneeeansennens 48

14.13 End-entity public-key certificate updates reqUESL .........ccecveeerierierierire ettt 49

14.14 End-entity public-key certificate updates reSPONSE.........ccuerverierieeriieiieieiieseeseereereeeeseeesreesseesseens 49

14.15 Certification authority SUDSCIIPLION @DOTL........cceerviiriiiiiiiiiieciieie ettt ste e aeeaeseeesaeeseenseens 50

14.16 Certification authority SUDSCIIPLION €ITOT COACS .....iiviriiiriieieriieiieiieteeeeseeseesreeseeaeeseeseeesseenseesseens 50

15 B A o (o) G g o (01 10T ) TSP 51
I5.1  INEEOQUCTION ...ttt bttt ettt b e s bt e bt et e e b st s b saeebe et ennenaens 51

15.2  Defined protected protocol data unit (PrPDU) tyPes.......cceeeerierieriieiieriereeie et 51

15.3 Trust broker protocol initialiZation TEQUEST ........ccueecueeierierierierie et eee st eee e eete e sraesseesseeseeeeees 51

15.4 Trust broker protocol initialiZation ACCEPL ......c.vervierveeieeiieriienteerie et eeeete et ete e srae e esseeseeeeees 52

15.5 Trust broker protocol initialiZation TEJECT.......ecueeuieieeieetieitierteee ettt 52

iv Rec. ITU-T X.510 (08/2020) © ISO/IEC 2020 - All rights reserved



15.6  Trust broker protocol initialization abort .....
15.7 Trust broker request syntaX...........cccceenenee.
15.8 Trust broker response syntax.............cce.u......
15.9  Trust broker error information .....................

Annex A — Crypto Tools in ASN.1 ..o,
Annex B — Wrapper protocol in ASN.1 .........cceevieviennnnne.

ISO/IEC 9594-11:2020(E)

Annex C — Protected protocol interface to the wrapper ProtoCol .........ccuecveiieriieriiiieiieeeesre et e

Annex D — Cryptographic algorithms ...........cccccceverenenen.

Annex E — Authorization and validation list management in ASN.T .......cccooiiiiriiiiieiiereee e

Annex F — Certification authority subscription in ASN.1 ..
Annex G —Trust broker in ASN.L.....ccccooininiiniiieninininnns

Annex H — Migration of cryptographic algorithms ............
H.l  Introduction......c.ccceveevineeninicincncinenne
H.2  Negotiation of cryptographic algorithms .....

H.3  Non-negotiable digital signature algorithms

Annex I — Auxiliary specifications............cccveeveevereenueenne.

Bibliography .......ccveviieriieiiiie e

© ISO/IEC 2020 - All rights reserved

Rec. ITU-T X.510 (08/2020)

v



