Technical
Report

ISO/TR 24935

Road vehicles — Software update over
the air using mobile cellular network

Véhicules routiers — Mise a jour du logiciel a distance (0TA) a
l'aide d'un réseau cellulaire mobile

Reference number
ISO/TR 24935:2025(en)

First edition
2025-07

© ISO 2025



ISO/TR 24935:2025(en)

COPYRIGHT PROTECTED DOCUMENT

© 1S0 2025

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

© IS0 2025 - All rights reserved
ii


https://www.iso.org

ISO/TR 24935:2025(en)

Contents Page

1

1 » W N

Terms and definitions...

PN 0] 03 W=h 74 £ UaL=Lo IR =Y @ 4 1S

GEIMCT AL ...

5.1 PUTPOSE .

5.2 Structure of this document ...

5.3 Reference model........oconssscsn

5.4 Cybersecurity model...
54.1  General ..
5.4.2  Use of cryptography
5.4.3 Cryptographic key management model

Preparation OFf The SUP ...

6.1 General.......oois

6.2 Format of the SUP
6.2.1  GEIETAL ....ooooo oo
6.2.2 Information to resolve the target vehicles and recipients into recipient vehicles........ 12
6.2.3 Information to resolve the target ECUs into recipient ECUS ... 12
6.2.4 Vehicle state for successful software update operation
6.2.5 Compatibility with the related ECUs in the recipient vehicles..........cs 12
6.2.6 Dependency with the related ECUs in the recipient vehicles ... 12
6.2.7 Interaction with the VERICIE USET ... 13

6.2.8 Information for the prerequisite of the installation and the activation during
the software update operation

6.3  Verification and validation 0f @n SUP ...
Operation between infrastructure and vehicles ...
7.1 Genéerall/Catalog/standards/sQloarbed o240z
7.2 Capabilities and functions in the infrastructure.

7.2.1  Structure of update server.....

7.2.2  Cybersecurity check ...,

7.2.3 Resolving the target vehicles into recipients..

724  Failure NanAIINE ..ot

7.2.5  Mobile CellUIAr NETWOTK ...t
7.3 Flow of activities

7.3.1  Uploading and STOTING SUP ...
7.3.2  Resolving target vehicles int0 reCIPIENLES ...
7.3.3  VerifYinNg the VL. st
7.3.4 Transferring SUPs and receiving the results of the software update operation....... 20

7.3.5 Managing and maintaining of software update campaign

Software update operation in VEhicles ...
8.1 GBIIET ALt
8.1.1  General ...,
8.1.2 Overview of EE architecture in vehicle
8.1.3  Generic functions of COMPONENTS ...
8.2 Overview of procedures for software update operation
8.2.1  GEMNETAL ..o
8.2.2 Preparation and receipt of software update Operations ...
8.2.3 Installation of software update OPeTration ...
8.2.4 Activation of software update operation
8.3 Generic redundant flash DOOTIOAAET ...

© IS0 2025 - All rights reserved
iii



ISO/TR 24935:2025(en)

8301 GEIETAL ..o

8.3.2 General operation of the bootloader in an ECU............ccccccseesssssssssesssssinene

8.3.3 BSBsreceipt and installation operations of the bootloader in an ECU.

8.3.4 Fail recovery operation of the bootloader in an ECU ...
8.4 Communications Within the VENICIe ...

8.4.1  General ...

8.4.2  Generic Ethernet protocols in vehicle...
8.4.3 UDSonlP in AVTP for update in vehicle

9 Evaluation of overall software update OPeration................s e 34
9.1 GEIIT AL 34

9.2 Evaluation of software Update OPeratioN ... 35

0.2, GEIETAL ..o 35

9.2.2 Evaluation of transmission speed between CM server and ECUS ... 35

9.2.3  Evaluation of SUCCESSTUL tranST ... 36
Annex A (informative) KMIP request/reSponse MESSAZE ................ccummriirsiimosessiessiesseesosessesieessoessosssoesseesveoe 38
BIDIIOGIAPIY ... 44

© IS0 2025 - All rights reserved
iv



ISO/TR 24935:2025(en)

Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO documents should be noted. This document was drafted in accordance with the editorial rules of the
[SO/IEC Directives, Part 2 (see www.iso.org/directives).

[SO draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed patent
rights in respect thereof. As of the date of publication of this document, ISO had not received notice of (a)
patent(s) which may be required to implement this document. However, implementers are cautioned that
this may not represent the latest information, which may be obtained from the patent database available at
www.iso.org/patents. ISO shall not be held responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principlesin the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 22, Road vehicles, Subcommittee SC 32,
Electrical and electronic components and general system aspects.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The electronic control units (ECUs) and their software have become major components of road vehicles in
recent years. Software, in particular, must be updated as it is frequently revised.

— The need for updating software is more prominent as cybersecurity and passenger safety become more
dependent on software.

— The software update operation was usually performed at workshops, which was very inconvenient for
vehicle users.

The ECUs requiring software update operations range from a smart key to power train ECUs.

— These days, the software update operation for ECUs has become possible even while vehicles are serviced
in gas stations. Moreover, mobile cellular networks can be used to update vehicle software regardless of
the vehicle location.

ISO 24089 was published as the standard for vehicle software update engineering. ISO 24089 addresses
the requirements on the organization, software update project, infrastructure level, vehicle and vehicle-
systems level, software update package and software update campaign, among others. However, SO 24089
does not address the actual technologies and procedures for updating software.

This document describes an actual experience involving technologies and systems for updating software
using mobile cellular networks. In addition, the results of verification by mounting the ECU developed in this
document on an actual vehicle are included.

© IS0 2025 - All rights reserved
vi



Technical Report ISO/TR 24935:2025(en)

Road vehicles — Software update over the air using mobile
cellular network

1 Scope

This document describes use cases and activities for updating software in vehicles over the air using mobile
cellular network. This document provides a case study on the use of International Standards in preparing
software update packages, managing infrastructure and operation within the vehicles.

This document includes descriptions of a reference model for software update operations and metadata
which can be used during the software update operations.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

[SO 24089, Road vehicles — Software update engineering

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO 24089 and the following apply.
[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
to archive
to store logs and records on a permanent medium such that they may be retrieved (3.9) at a later date

3.2
authentication
act of proving an assertion, such as the identity of a computer system user

3.3
authorization
formal permission to use a product within specified application constraints

3.4

cryptography
discipline that embodies the principles, means, and methods for the transformation of data in order to hide
their semantic content, prevent their unauthorized use, or prevent their undetected modification

[SOURCE: ISO/IEC 2382:2015, 2126278]

3.5
Ethernet
communication protocol specified in ISO/IEC/8802-3:2021
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