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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO documents should be noted. This document was drafted in accordance with the editorial rules of the
[SO/IEC Directives, Part 2 (see www.iso.org/directives).

[SO draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed patent
rights in respect thereof. As of the date of publication of this document, ISO had not received notice of (a)
patent(s) which may be required to implement this document. However, implementers are cautioned that
this may not represent the latest information, which may be obtained from the patent database available at
www.iso.org/patents. ISO shall not be held responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principlesin the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 68, Financial services, Subcommittee SC 2,
Financial services, security.

This first edition of ISO/TS 14742 cancels and replaces ISO/TR 14742:2010, which has been technically
revised.

The main changes are as follows:

— the status of the document has changed from Technical Report (TR) to Technical Specification (TS);
— guidance has been updated in many areas;

— key wrap coverage has been enhanced;

— post quantum cryptographic algorithms have been considered.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The financial services industry has a clear need for cryptographic algorithms for a number of different
applications. ISO standards (such as the ISO 18033 series) provide definitions for an extensive and
comprehensive set of such algorithms. However, as the state of the art of cryptology progresses and the
power of computers increases, cryptographic algorithms as well as cryptographic keys of a particular
length all have a limited window of time in which they can be considered secure. Furthermore, as
neither the development of cryptology nor the increase in computing power are entirely predictable, the
collective wisdom of the cryptographic community as to which algorithms and key lengths are secure is
constantly evolving. For this reason, there is an equally clear need in the financial services industry for
guidance regarding the current and up-to-date view in the cryptographic community about the security of
cryptographic algorithms and their keys. There is also a need for appropriate guidance on migration from
one algorithm or key length to another.

Algorithmic vulnerabilities or cryptographic keys of inadequate lengths are less often the cause of security
compromises in the financial industry than are inadequate key management or other procedural flaws,
or mistakes in the implementation of cryptographic algorithms or the protocols that use them. However,
compromises arising from algorithmic vulnerabilities are more systemic and harder to recover from than
other kinds of compromises.

The strength requirements of a security mechanism can vary depending on the application(s) in which the
mechanism is being used and the way it is being used. The recommendations given in this document are
considered to be general purpose recommendations. Although it is accepted that low-risk applications exist
that do not warrant the level of cryptographic strength recommended in this document, deviation from the
recommendations should only be made after appropriate analysis of the risks and in the context of any rules
and policies that can apply.

A special case relates to the lifetime of protection required by the application and its data. For example, if
protection requirements are ephemeral (e.g. confidentiality is required only for one day or authentication
is one-time), then it is possible that this is cause for allowing a deviation from the recommendations.
Conversely, if the data must remain protected for a very long period of time, then the keys and algorithms
used to provide the protection are required to be kept secure for that duration also, even if the keys are no
longer in active use.

This document is not intended to cover privacy issues related to secondary usages of payment data such as
location, kinds of merchant, services or goods purchase.
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