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Modal verbs terminology 

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 

"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 

provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 

Introduction 

The present document provides the technical cybersecurity requirements for the products in scope, following a 

risk-based approach in support of the Regulation (EU) 2024/2847 [i.1]. The technical cybersecurity requirements are 

thereby proportionate to the intended purpose, reasonably foreseeable use, deployment context, and threat exposure of 

the products. 

• Clause 4 does not contain technical requirements; it describes the product context that is considered for the 

application of the present document. Clause 4 also defines specific use cases. 

• Clause 5 specifies technical cybersecurity requirements for the product to mitigate the identified risks, 

including their applicability conditions. 

• Clause 6 specifies the assessment criteria and compliance verification procedures with the requirements of 

clause 5. 

• Annex A maps the technical requirements of the present document with the essential requirements of the 

Regulation (EU) 2024/2847 [i.1]. 

• Annex B informs about the methodology used to assess the security risks of the products in their context.  

• Annex D maps the data assets and function assets addressed by the present document to their impact classes. 

This mapping is necessary to identify the technical requirements and the related details that are to be applied 

for a product. 

• Annex E provides specific technical requirements and related assessment criteria for certain protection 

measures that might be required for a product according to clause 5. 

• Annex F provides guidance on the application of the present document. 

• Annex H provides a mapping of the terminology used in the context of other existing standards related to the 

specific use cases with the data assets and function assets defined and used in the present document. 

• Annex K supports the definition of the cryptographic requirements and assessment criteria used by the present 

document. 

• Annex R provides guidance on applying the technical requirements of the present document on remote data 

processing solutions (RDPS). 
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1 Scope 

The present document specifies vulnerability handling activities, technical requirements and corresponding assessment 

criteria for smart home products with security functionalities related to cybersecurity. The products with digital 

elements in scope, thereafter "smart home products with security functionalities": 

• are specified within the "technical description" of the "category of product" number "17." by the Commission 

Implementing Regulation (EU) 2025/2392 [i.2] as: 

"Products with digital elements that protect the physical security of consumers in a residential setting and 

which can be controlled or managed remotely from other systems, as well as hardware and software that 

centrally control such products. 

This category includes but is not limited to smart door locking devices, baby monitoring systems, alarm 

systems and home security cameras"; and 

• are only covered within the product context described in clause 4. 

The present document covers those products to demonstrate compliance with essential cybersecurity requirements in the 

Regulation (EU) 2024/2847 [i.1], Annex I, Part I under the conditions identified in clause A. 

2 References 

2.1 Normative references 

References are either specific (identified by date of publication and/or edition number or version number) or 

non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 

referenced document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found in the ETSI 

docbox. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 

their long-term validity. 

The following referenced documents are necessary for the application of the present document. 

[1] Agreed Cryptographic Mechanisms: ENISA Report 1747792503 (version 2 - April 2025): 

"European Cybersecurity Certification Group Sub-group on Cryptography Agreed Cryptographic 

Mechanisms". 

2.2 Informative references 

References are either specific (identified by date of publication and/or edition number or version number) or 

non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 

referenced document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 

their long-term validity. 

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's 

understanding, but are not required for conformance to the present document. 

[i.1] Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on 

horizontal cybersecurity requirements for products with digital elements and amending 

Regulations (EU) No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber 

Resilience Act). 

[i.2] Commission Implementing Regulation (EU) 2025/2392 of 28 November 2025 on the technical 

description of the categories of important and critical products with digital elements pursuant to 

Regulation (EU) 2024/2847 of the European Parliament and of the Council. 
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[i.3] Standardisation request M/606 - C(2025)618: Commission Implementing decision of 3.2.2025 on 

a standardisation request to the European Committee for Standardisation (CEN), the European 

Committee for Electrotechnical Standardisation (Cenelec) and the European Telecommunications 

Standards Institute (ETSI) as regards products with digital elements in support of Regulation (EU) 

2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal 

cybersecurity requirements for products with digital elements and amending Regulations (EU) No 

168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber Resilience Act). 

[i.4] prEN 40000-1-1: "Cybersecurity requirements for products with digital elements - Vocabulary" 

produced by CEN CENELEC. 

NOTE: Version and date to be added upon its publication by CEN CENELEC. 

[i.5] prEN 40000-1-3: "Cybersecurity requirements for products with digital elements - Vulnerability 

Handling" produced by CEN CENELEC. 

NOTE: Version and date to be added upon its publication by CEN CENELEC. 

[i.6] ETSI EN 304 623 (V1.1.1): "Cyber Security (CYBER); CRA; Cybersecurity requirements for boot 

managers". 

[i.7] ISO/IEC 24760-1:2025: "Information security, cybersecurity and privacy protection - A 

framework for identity management - Part 1: Core concepts and terminology". 

[i.8] ETSI TS 103 732-2 (V1.1.1): "CYBER; Consumer Mobile Device; Part 2: Biometric 

Authentication Protection Profile Module". 

[i.9] NIST SP 800-78-5: ""Cryptographic Algorithms and Key Sizes for Personal Identity Verification". 

[i.10] IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3". 

[i.11] IETF RFC 8613: "Object Security for Constrained RESTful Environments (OSCORE)". 

[i.12] IETF RFC 9528: "Ephemeral Diffie-Hellman Over COSE (EDHOC)". 

[i.13] IETF RFC 9147: "The Datagram Transport Layer Security (DTLS) Protocol Version 1.3". 

[i.14] IEC 62820-1-1:2026: "Building intercom systems - Part 1-1: System requirements - General". 

[i.15] IEC 62820-1-2:2017: "Building intercom systems - Part 1-2: System requirements - Building 

intercom systems using the internet protocol (IP)". 

[i.16] IEC 62820-2:2017: "Building intercom systems - Part 2: Requirements for advanced security 

building intercom systems (ASBIS)". 

[i.17] IEC 62820-3-1:2017: "Building intercom systems - Part 3-1: Application guidelines - General". 

[i.18] IEC 62820-3-2:2018: "Building intercom systems - Part 3-2: Application guidelines - Advanced 

security building intercom systems (ASBIS)". 

[i.19] EN 14604: "Smoke alarm devices" produced by CEN CENELEC. 

[i.20] BS 5446-2:2003: "Fire detection and fire alarm devices for dwellings Specification for heat 

alarms". 

[i.21] EN 50291-1: "Gas detectors - Electrical apparatus for the detection of carbon monoxide in 

domestic premises - Part 1: Test methods and performance requirements" produced by CEN 

CENELEC. 

[i.22] EN 50194-1: "Electrical apparatus for the detection of flammable gases in household premises - 

Part 1: Test methods and performance requirements" produced by CEN CENELEC. 

[i.23] EN 50131-1: "Alarm systems - Intrusion and hold-up systems - System requirements" produced by 

CEN CENELEC. 

[i.24] EN 50131-2-2: "Alarm systems - Intrusion and hold-up systems - Requirements for passive 

infrared detectors" produced by CEN CENELEC. 

oSIST prEN 304 632 V1.0.0:2026

Sample Document
get full document from standards.iteh.ai

oSIST prEN 304 632 V1.0.0:2026  •  https://standards.iteh.ai/catalog/standards/sist/95c2d0e9-413c-427f-88bf-36ecb3436248/osist-pren-304-632-v1-0-0-2026

https://ec.europa.eu/growth/tools-databases/enorm/mandate/606_en
https://www.iso.org/standard/24760-1
https://www.etsi.org/deliver/etsi_ts/103700_103799/10373202/01.01.01_60/ts_10373202v010101p.pdf
https://doi.org/10.6028/NIST.SP.800-78-5
https://www.rfc-editor.org/info/rfc8446/
https://www.rfc-editor.org/info/rfc8613/
https://www.rfc-editor.org/info/rfc9528/
https://www.rfc-editor.org/info/rfc9147/
https://standards.iteh.ai/catalog/standards/sist/95c2d0e9-413c-427f-88bf-36ecb3436248/osist-pren-304-632-v1-0-0-2026
https://standards.iteh.ai/catalog/standards/sist/95c2d0e9-413c-427f-88bf-36ecb3436248/osist-pren-304-632-v1-0-0-2026

