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European foreword

This document (prEN 40004-3:2026) has been prepared by CLC TC47X “semiconductors and trusted chips
implementation”.

This document is currently submitted to the Enquiry

The following dates are proposed:

» latest date by which the existence of this (doa) dav + 6 months
document has to be announced at national
level

» latest date by which this document has to be (dop) dav + 12 months

implemented at national level by publication of
an identical national standard or by

endorsement

+ latest date by which the national standards (dow)  dav + 36 months
conflicting with this document have to be (to be confirmed or
withdrawn modified when voting)

This document has been prepared under a standardization request addressed to CENELEC by the European
Commission. The Standing Committee of the EFTA States subsequently approves these requests for its
Member States.

For the relationship with EU Legislation, see informative Annex ZZ, which is an integral part of this document.
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Introduction

This standard specifies the technical requirements to be fulfiled by Field Programmable Gate Arrays and
Application Specific Integrated Circuits with security-related functionalities, as defined in the Regulation (EU)
2025/2392 [21], to cover the Essential Cybersecurity Requirements set out in Annex | of the Regulation
2024/2847 (Cyber Resilience Act), and defines how compliance with those requirements is to be demonstrated.

Clause 4 does not contain technical requirements; it describes the product context that is considered for the
application of this standard. Clause 4 also defines use cases that represent the main deployment scenarios
reflecting the intended purpose and reasonably foreseeable use of the product, which serve as the basis for
identifying relevant cybersecurity risks.

Clause 5 specifies technical cybersecurity requirements for the product to mitigate the identified risks, including
their applicability conditions.

Clause 6 specifies the assessment criteria and compliance verification procedures with the requirements of
Clause 5.

Annex A informs about the methodology used to assess the security risks of the products in their context.
Annex B provides a synthetic mapping of the technical requirements with appropriate implementation options.
Annex C provides an analysis of the coverage of technical requirements evaluation by external methodologies.

Annex K supports the definition of the cryptographic requirements and assessment criteria used by the present
document.

Annex ZZ maps the technical requirements of the present document with the essential requirements of the
Regulation 2024/2847 Annex | Part I.

For each technical requirement, this standard specifies a set of valid implementation options and the
assessment activities to be performed in order to demonstrate compliance with those requirements.

The applicability of the technical requirements depends on the risks associated with the intended use of the
Field Programmable Gate Arrays and Application Specific Integrated Circuits with security-related
functionalities. This standard defines use cases and associates each of them with a corresponding set of
applicable technical requirements, as determined through threat analysis.

The use case of a Field Programmable Gate Arrays and Application Specific Integrated Circuits with security-
related functionalities is determined consistently with the cybersecurity risk assessment performed by the
manufacturer, as required under Article 13 of the Cyber Resilience Act.

This standard is defined at a level of granularity that is generic across different Field Programmable Gate Arrays
and Application Specific Integrated Circuits with security-related functionalities. Consequently, for a specific
product, the manufacturer’s risk assessment can conclude that certain technical requirements associated with
a given use case are not applicable without affecting the compliance of the platform with this standard. This
standard provides guidance on common technical reasons for such non-applicability; however, the
determination and justification of exclusions fall outside the scope of this standard and remain under the
manufacturer’s risk assessment obligation.

Platforms commonly include mechanisms beyond those necessary to fulfil technical requirements. Even if such
mechanisms are listed in this document as potential implementation options (e.g. storage, communication,
availability), those fall outside the scope of this document as they do not actively mitigate identified threats.

A platform can be deployed in environments exposing it to threats beyond those addressed by its defined use
case, thereby implying a redefinition of the use case of the integrating product, provided that any additional
required protections are implemented by the platform user. All such considerations are however outside the
scope of this standard.

In summary, the application of this standard by Field Programmable Gate Arrays and Application Specific
Integrated Circuits with security-related functionalities manufacturers follows the steps below:

— identification of the use case from Clause 4.6, based on the manufacturer’s risk assessment;
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— identification of the associated technical requirements from Table 1 and Table 2 of Clause 4.6;

— identification the final set of technical requirements to be implemented, taking into account the identified
use case and any justified exclusions resulting from the manufacturer’s specific risk assessment;

— implementation of the identified technical requirements in accordance with the implementation options
specified in Clause 5.

— assessment of the platform implementation of each technical requirement in accordance in accordance
with Clause 6.

Users of Field Programmable Gate Arrays and Application Specific Integrated Circuits with security-related
functionalities can use this standard to identify the use case corresponding to their own intended use and select
the appropriate Field Programmable Gate Arrays or Application Specific Integrated Circuits.
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1 Scope

This document specifies the technical requirements for general-purpose Application Specific Integrated Circuits
(ASICs) and Field Programmable Gate Arrays (FPGAs) with security features, related to cybersecurity. The
products with digital elements in scope, thereafter “platforms”:

— are specified within the “technical description” of the “category of product” number “NN” by the Commission
Implementing Regulation (EU) 2025/2392 [16] as:

*  “Application specific integrated circuits (ASIC) with security-related functionalities are products with
digital elements that are integrated circuits, fully or partially custom-designed to perform a specific
function or implement a specific application, and which additionally provide security-related
functionalities that aim to secure other products, networks or services beyond the ASIC itself, such as
trusted execution environments or secure communication interfaces.”

*  “Field-programmable gate arrays (FPGA) with security-related functionalities are products with digital
elements that are integrated circuits characterized by a matrix of configurable logic blocks designed to
be reprogrammable after manufacturing to perform a specific function or implement a specific
application, and which additionally provide security-related functionalities that aim to secure other
products, networks or services beyond the FPGA itself, such as trusted execution environments or
secure communication interfaces.”

— are only covered within the product context described in Clause 4.

The present document covers those products to demonstrate compliance with essential cybersecurity
requirements in the Regulation (EU) 2024/2847 [16] Annex | Part | under the conditions identified in Annex ZZ.

ASICs and FPGAs additionally provide security-related functionalities, such as encryption, authentication,
secure key storage, random number generation, trusted execution environment, or other hardware- based
protection mechanisms, that aim to secure other products, networks or services beyond the ASIC or FPGA
itself, such as secure boot chain, virtualization or secure communication interfaces

Such ASICs and FPGAs are intended to be integrated in a larger system, complemented by application
software, and optionally by additional hardware components by integrators to build a device corresponding to a
given intent of use. The intent of use of the platform integrated into a device is likely be known to the
manufacturer of the ASIC with security-related functionalities, while the intent of use of the platform integrated
into a device might not be known to the manufacturer of the FPGA with security-related functionalities.

The ASICs and FPGAs in scope are designed for deployment in environments where the security features of
the product integrating the platform are of importance, and where the threat landscape includes attackers with
low/medium attack potential.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references, the
latest edition of the referenced document (including any amendments) applies.

FprEN 40000-1-1:2026, Cybersecurity requirements for products with digital elements - Vocabulary

3 Terms and definitions

For the purposes of this document, the terms and definitions given in, FprEN 40000-1-1:2026 and the following
apply.
ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— IS0 Online browsing platform: available at https://www.iso.org/obp/

— |EC Electropedia: available at https://www.electropedia.org/
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31
access control
mechanism granting permission to a subject on an object

3.2
application
dependent component that provides a direct service to the end-user

3.3
asset
data, code or function that needs protection to prevent loss or disruption caused by a potential incident

3.4

best practices for cryptography

measures based on cryptographic techniques that have been shown to provide appropriate security for the
corresponding use case

3.5
cryptographic mechanism
security-related procedure using cryptography

Note 1 to entry: The term “cryptographic mechanism” is used in this annex as an umbrella term covering the categories
used in the ECCG Agreed Cryptographic Mechanisms v2.0 catalogue, including cryptographic algorithms, primitives,
schemes, protocols, protocol profiles, cipher suites, modes of operation, constructions and parameter sets.

Note 2 to entry: The terms “cryptographic primitive”, “cryptographic construction”, “cryptographic scheme” and
“cryptographic protocol” are used consistently with the ECCG Agreed Cryptographic Mechanisms v2.0 catalogue.

Note 3 to entry: A cryptographic mechanism can be specified at different levels of abstraction. For example, AES is a
cryptographic primitive, AES-GCM is a mode of operation / authenticated encryption construction, TLS 1.3 is a protocol, a
TLS 1.3 restricted cipher-suite profile is a protocol profile, and TLS_AES 128 GCM_SHAZ256 is a cipher suite.

3.6
cryptographic property
property provided or supported by a cryptographic mechanism

Note 1 to entry:  Cryptographic properties include, for example, confidentiality, integrity, authenticity, entity authentication,
message authentication, key establishment, key confirmation, replay protection, collision resistance, second-preimage
resistance, pre-image resistance, signature unforgeability, non-repudiation, forward secrecy and password-verifier
protection. Where relevant, a cryptographic property can be expressed using a formal cryptographic notion, for example
IND-CPA, IND-CCA, IND-CCA2, EUF-CMA, SUF-CMA or authenticated key exchange security.

Note 2 to entry: A cryptographic property is distinct from a product-level technical requirement, although it can support
such a requirement. For example, a secure communication requirement can rely on cryptographic properties such as
confidentiality, integrity and authentication.

3.7
dependent component
software or hardware component using a functionality of a platform

EXAMPLE The dependent component can also refer to the integrator’s design (configuration/programming bitstream)
mapped into the configurable hardware (FPGA logic).

3.8
device
composition of platform(s) and dependent component(s)

Note 1 to entry: When a platform is under assessment following this standard, other platforms and dependent components
are out of scope.
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279 3.9
280 end-user
281 user of the device

282  3.10
283 external entity
284 entity in interaction with the platform

285 EXAMPLE Application, other dependent components or devices in physical or logical interaction with the platform.

286 3.1

287 firmware

288 set of executable instructions which are optionally provided as a part of the platform and which can be immutable
289  and/or mutable

290  3.12

291 isolation mechanism

292 security mechanism regulating the accesses to assets between the different parts in a system separated in
293 parts

294 3.13
295 logical attack
296  attack requiring only logical vector to disturb the platform

297  3.14
298 physical attack
299 attack requiring the close presence of the attacker to the platform

300 3.5
301 platform
302 FPGA or ASIC optionally with firmware, and/or any type of software, and/or remote data processing solution

303 Note 1 to entry:  Platforms may be application-specific (ASICs) or generic devices (FPGASs).
304 Note 2 to entry:  Software does not include user software.

305 3.16
306 platform code
307 code that is part of the implementation of the platform functionality

308 Note 1 to entry:  Platform code also includes the platform aspects of the bitstream for FPGAs

309 3.17
310 platform data
311 data handled by the platform i.e. user data, user code and platform manufacturer data

312 3.18
313 platform manufacturer data
314  data owned by the platform manufacturer handled by the platform

315  3.19
316 potential incident
317 specific event that could occur due to a threat exploiting a vulnerability

318 3.20

319  security functionality
320 functionality provided by the platform to the dependent components for the protection of assets
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EXAMPLE Secure storage, cryptographic operations.

3.21

tamper-evidence

security property of a platform intended to ensure the detection of logical and/or physical attacks leading to
achievement of threats identified in the risk assessment

3.22

tamper-resistance

security property of a platform intended to prevent the successful exploitation of vulnerabilities by logical and/or
physical attacks leading to realization of threats identified in the risk assessment

3.23

tamper-response

security property of a platform intended to provide the ability to react to the detection of logical and/or physical
attacks leading to realization of threats identified in the risk assessment

3.24

update package

bundle containing platform bitstream and/or firmware and/or software code and/or data, potentially associated
with metadata

3.25

user

platform user

entity that will make use of the platform (including software component, intermediate user and end-user)

3.26
user code
code implementing the (software) dependent component executed on the platform

3.27
user data
data owned by (or associated to) the user handled by the platform

4 Product context
4.1 Product functions

In this document, products refer to platforms as defined in Clause 3 that are intended to be combined with other
components, software and/or hardware, to form a complete device. Their essential function is to provide generic
security functionalities to these associated components, referred to as dependent components, by means of
their own hardware, optionally augmented by firmware and/or software. These platforms are intended to be
used across a wide range of industries and applications, able to support multiple end functions.

ASICs and FPGAs are intended to be integrated in a larger system, complemented by application software, and
initialization information optionally by additional hardware components by integrators to build a device
corresponding to a given intent of use. The intent of use of the platform integrated into a device is likely be
known to the manufacturer of the ASIC with security-related functionalities, while the intent of use of the platform
integrated into a device may not be known to the manufacturer of the FPGA with security-related functionalities.

Additionally, the platforms covered in this document range from those offering limited security capabilities
suitable for integration into devices that operate in environments where the threat landscape includes attackers
with a low, negligible attack potential through to those platforms offering protection against attacks with a
medium attack potential, whether through remote-only or physical access to the device.
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4.2 Product architecture

Platforms in scope are composed of hardware, optionally augmented by firmware and/or any type of software.
The platform can also optionally rely on a remote data processing solution involving a communication channel
between the core of the platform and its remote part. All such platform components, including any remote part
and the connecting communication link, are affected by the threats outlined in 4.4; they consequently need to
implement the associated technical requirements.

Such platforms implement security functionalities that can be invoked by dependent component(s), which are
outside of the scope of this standard. These security functionalities at minimum mitigate the risks associated
with to the platform use case (see 4.6).

Additional security implementation that do not comply with the requirements of this standard may also be
included, provided that they do not compromise the compliance of the security functionalities subject to this
standard.

EXAMPLE A given functionality is supported by multiple cryptographic algorithms, including one(s) that comply with
this standard and others that do not, (because they are not intended for the European market).

4.3 Operational environment

4.3.1 General

Platforms operate within varying operational environments which influence the risks to be countered. These
environments can be categorized into two main types:

— Adversary environment, which refers to the external conditions and capabilities that shape the exposure of
the platform itself to attacks and, consequently, determines the security features required for its self-
protection.

— Device environment, which refers to the device assets and security functionalities and, consequently,
determines the platform security features required to ensure or support the device own security.

The environment categories to be selected depend on the integrating product use case and its corresponding
risk assessment.

4.3.2 Adversary environment types
4.3.21 Logical environment

The logical environment refers to software and hardware components outside the platform that can interact with
it either directly through exposed interfaces, or indirectly via shared resources such as memory or buses. It is
consequently capable of affecting the logical behaviour of the platform.

The logical environment of the platform falls into one of the two categories:

— Trusted logical environment (ENV-TRL): environment where the interacting components are not expected
to intentionally compromise the platform (USR-TRC as defined in 4.5), or where no such components are
present. In these environments, only attacks through the device external interfaces are applicable,
excluding attacks from other components of the device.

EXAMPLE 1 Devices with single trusted application with no software loader.

— Untrusted logical environment (ENV-NTL): environment where the interacting components are considered
potential vectors that could be compromised (USR-NTC as defined in 4.5). In these environments, isolation
of the platform from external component is required to mitigate attacks applicable in the risk context defined
in4.3.2.3.

EXAMPLE 2 Open devices (loadable untrusted code), multi-application.
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4.3.2.2 Physical environment

The physical environment refers to users who have physical access to the platform.
The physical environment of the platform falls into one of the two categories:

— Trusted physical environment (ENV-TRP): environment where such users are not expected to intentionally
attempt to compromise the platform (USR-TRI and USR-TRE as defined in 4.5). In these environments,
attacks requiring physical access to-be-exploited are not applicable.

EXAMPLE 1 Private locations such as homes, secure server rooms within company premises, or private areas situated
inside public buildings likes hospitals, libraries or shops.

— Untrusted physical environment (ENV-NTP): environment where such users are considered potential
attackers or vectors of attacks (USR-NTE as defined in 4.5). In such environments, secure implementation
of the platform and absence of vulnerabilities are expected to mitigate attacks requiring physical access to
be exploited.

EXAMPLE 2 Public areas or easily accessible without control such as transportation hubs, public kiosks, urban
infrastructure.

4.3.2.3 Risk context

In this standard, platforms are intended for integration into devices whose functionalities range from those which
are associated with an existing but low likelihood of vulnerability exploitation and low adverse impact in terms
of damage to users or other products, to those whose functionalities present a certain likelihood of vulnerability
exploitation and medium adverse impact in terms of harm to users or other products, networks or services

To address this context platforms are expected to provide well-designed and effective security functionalities
against attacks, physical and/or logical as determined by the logical and physical environment

The risk context falls into one of two categories
— Low risk environment (ENV_RKL);

— Medium risk environment (ENV_RKM).

Low risk context (ENV-RKL): in this case, platforms are intended for integration into devices where the
cybersecurity risk remains limited, based on the intended use and deployment context. To address this context,
platforms are required to provide well-designed and effective security functionalities with no vulnerability

Medium risk context (ENV-RKM): in this case, platforms are intended for integration into devices whose
functionalities present a certain likelihood of vulnerability exploitation and medium adverse impact in terms of
harm to users or other products, networks or services. To address this context, platforms are required to
demonstrate the resistance of its security functionalities against attacks, physical and/or logical as determined
by the logical and physical environment,

For High risk environment applications, it is expected that the platform integrator will conduct any necessary
additional tests as determined by the final application

4.3.3 Device environment components

Platforms are integrated into devices intended to address various risks, resulting in distinct device environments
components requiring dedicated platform security features to ensure the device ultimately achieves its intended
security functionalities. The device environment components requiring appropriate platform security features
are the following:

— Authenticated environment (DEV-AUT), in devices that depend on the platform to establish a trusted
relationship with external entities based on verified authenticity, and/or that support the deployment of
software in the field, where it is essential to verify the authenticity of the platform on which the software will
run.
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