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European foreword

This document (EN ISO/IEC 29151:2026) has been prepared by Technical Committee ISO/IEC JTC 1
"Information technology" in collaboration with Technical Committee CEN-CENELEC/ JTC 13
“Cybersecurity and Data Protection” the secretariat of which is held by DIN.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by February 2027, and conflicting national standards
shall be withdrawn at the latest by February 2027.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN-CENELEC shall not be held responsible for identifying any or all such patent rights.

This document supersedes EN ISO/IEC 29151:2022.

Any feedback and questions on this document should be directed to the users’ national standards
body/national committee. A complete listing of these bodies can be found on the CEN and CENELEC
websites.

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland,
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of
North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Tiirkiye and the
United Kingdom.

Endorsement notice

The text of ISO/IEC 29151:2026 has been approved by CEN-CENELEC as EN ISO/IEC 29151:2026
without any modification.


https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026
https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026

SI ST EN | SO | EC 29151: 2026

SIST EN ISO/IEC 29151:2026 -« https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026


https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026
https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026

International
Standard

ISO/IEC 29151

Information security, cybersecurity
and privacy protection — Controls,
requirements, and guidance for
personally identifiable information
protection

Sécurité de l'information, cybersécurité et protection de la vie

privée — Mesures de sécurité, exigences et recommandations
pour la protection des données a caractere personnel

Reference number
ISO/IEC 29151:2026(en)

Second edition
2026-07

© ISO/IEC 2026


https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026
https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026

ISO/IEC 29151:2026(en)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2026

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

© ISO/IEC 2026 - All rights reserved
ii


https://www.iso.org
https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026
https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026

ISO/IEC 29151:2026(en)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of document should be noted.

ISO and IEC draw attention to the possibility that the implementation of this document may involve the
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of any
claimed patent rights in respect thereof. As of the date of publication of this document, ISO and IEC had
not received notice of (a) patent(s) which may be required to implement this document. However,
implementers are cautioned that this may not represent the latest information, which may be obtained
from the patent database available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall
not be held responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by ITU as X.1058 (2025) and drafted in accordance with its editorial rules,
in collaboration with Joint Technical Committee ISO/IEC JTC 1, Information technology, Subcommittee
SC 27, Information security, cybersecurity and privacy protection, and in collaboration with the European
Committee for Standardization (CEN) Technical Committee CEN/CLC/JTC 13, Cybersecurity and Data
Protection, in accordance with the Agreement on technical cooperation between ISO and CEN (Vienna
Agreement).

This second edition cancels and replaces the first edition (ISO/IEC 29151:2017), which has been
technically revised.

The main changes are as follows:

— the content of the guidance for security controls in the main text and the privacy controls in Annex A
have been aligned with ISO/IEC 27002:2022.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees.

Rec. ITU-T X.1058 (02/2026)
© ISO/IEC 2026 - All rights reserved
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INTERNATIONAL STANDARD ISO/IEC 29151
RECOMMENDATION ITU-T X.1058

Information security, cybersecurity and privacy protection — Controls, requirements and
guidance for personally identifiable information protection

Summary

The number of organizations processing personally identifiable information (PII) is increasing, as is the amount of PII that
these organizations deal with. At the same time, societal expectations for the protection of PII and the security of data
relating to individuals are also increasing. A number of countries are augmenting their laws to address the increased number
of high-profile data breaches.

As the number of PII breaches increases, organizations collecting or processing PII will increasingly need guidance on
how they should protect PII in order to reduce the risk of privacy breaches occurring, and to reduce the impact of breaches
on the organization and on the individuals concerned. This Specification provides such guidance.

Recommendation ITU-T X.1058 | International Standard ISO/IEC 29151 specifies controls, purpose and guidance for
implementing controls, to meet the requirements identified by a risk and impact assessment related to the protection of PII.
In particular, this Specification specifies requirements and guidance based on ISO/IEC 27002, taking into consideration
the controls for processing PII that can be applicable within the context of an organization's information security risk
environment(s).

History”
Edition Recommendation Approval Study Group Unique ID
1.0 ITU-T X.1058 2017-03-30 17 11.1002/1000/13182
2.0 ITU-T X.1058 2026-02-06 17 11.1002/1000/16527
Keywords

Control, guidance, protection of PII, requirements.

To access the Recommendation, type the URL http:/handle.itu.int/ in the address field of your web browser,
followed by the Recommendation's unique ID.

Rec. ITU-T X.1058 (02/2026)
© ISO/IEC 2026 - All rights reserved
iv


http://handle.itu.int/
https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026
https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026

ISO/IEC 29151:2026(en)

FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, and information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
https://www.itu.int/ITU-T/ipr/.

© ITU 2026

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.

Rec. ITU-T X.1058 (02/2026)
© ISO/IEC 2026 - All rights reserved
v


https://www.itu.int/ITU-T/ipr/
https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026
https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026

ISO/IEC 29151:2026(en)

CONTENTS

Page
SCOPE .ottt ettt ettt b ettt e a e e h e bt et e et sae e sae e bt et e et e bt e s e ue e he bt enneeanenae 1
NOTIMALIVE TEIBTETICES ...ttt ettt sttt ettt et e b e st s bbbt e b et e bt sbesbeebeeaneneeneen 1
Terms, definitions and abbrevViated tEITIIS .........coiiviiueeiiieei et e e e e e e e e e eenaareeeeeeseennnnees 1
3.1 Terms and defINTONS ......cc.eiiiiieriiiceeeee ettt 1
3.2 ADDIEVIALEA LTINS .....euteniiiiieitieteeeeeit ettt ettt sttt ettt et be bbb st et et enee 2
OVEIVIBW ...ttt ettt sttt ettt ettt s h bbb et e b et s bt bt bt eh e e st ea et e sb e e bt s bt e bt e st ea b et e st e s bt saeebeeneenneneens 2
4.1 Protection Of PIL ..ottt st 2
4.2 Requirement for the protection 0f PIL .........ccocieiiiiiiiiiieieeeee e 2
43 Controls derived from privacy risk asseSSmMent............cceouerererirenieieriese e 3
44 NI ST T Yo o) Vi ) USRS 3
4.5 Developing organization specific guidelines............oocveiirieiieiieiieeee e 3
4.6 Life Cycle CONSIACTALIONS.......ecviiieieieiiieiteesie et ete et ette e ebeebeebeseaesteesaeesseesseessessseessesssenseens 3
4.7 Structure of this SPecification ...........coeiieiieiiie e 4
Organizational CONLIOLS ........oouiiiiiiieiieect ettt ettt ettt e e ete st esaeeseeeeeeneeeneeeneenneens 8
5.1 Policies for information SECUTILY .........ccevvierieriieiieiieieeeestt e ete e eveseesreesreebeesbeesseessesseens 8
52 Information security roles and responSIDIlItIES. ......c..ccvereereerieerieeie et 8
53 Segregation O QULIES .....cc.eiiuiiiiieee ettt sttt ettt 8
5.4 Management reSPONSIDIIITICS .........eeverrieriieiieieiierterteerieeteete st et eteebeesaestaesseesseesesnesnnenns 9
55 Contact With QUNOTITIES .....c.eevieiiiieiieiee ettt ettt eeee st e seeenaeeeeenee e 9
5.6 Contact with Special INtErESt rOUPS......ccviervieiiieieiieiierteeteeteeeesreesteeseesessaessesseesseesessnenns 9
5.7 Threat INTEIIZEINCE. ... .eiuieiierieeie ettt ettt ettt e e seeesneeseeenseeeeeneeens 9
5.8 Information security in project ManagemMent............coierieriieiiieienienieesteeieeteseesiee e eneeeaeeene 9
5.9 Inventory of information and other associated asSetS............ccvevverieriereereniierie e 9
5.10 Acceptable use of information and other associated assets .........cccoveereererieniierieneeneeeae 10
5.11 RELUIN OF @SSELS ..c.veeeieiieeee sttt st ettt 10
5.12 Classification Of infOrmMation..........ceerieiiiiiiiiriee et 10
5.13 Labelling of information ............cccoecvieieiiieiiieriieie ettt sbe e saeseee e esseenseens 10
5.14 INfOrmation tranSTET. ... ..cccviiiiiiiiieiee ettt 10
5.15 AALCCESS COMTIOL ...ttt ettt ettt ettt a e et e e s e e et e beseeebeeneeneeneeneenes 11
5.16 Identity MAaNaZEMENL ..........ccveriieiieieeieeieseeie ettt e stesee et esteeseeesaesseesseenseessesnsessnesseenseensenns 11
5.17 Authentication INfOrMAation ...........cociiiiiiiiiiiii et 11
5.18 ALCCESS TIZNES ..eevviiiiiiicie ettt ettt ettt e te et e b e st este e beesbeesbeesaesssesseeseesseessesssesseesseensenns 11
5.19 Information security in supplier relationShips ..........coverieririirieiierecee e 11
5.20 Addressing information security within supplier agreements ...........c.ccccevvvereerieeveeeeseennens 11
5.21 Managing information security in the ICT supply chain...........cccoccvveiiicieniienieneiieeieeiens 12
5.22 Monitoring, review and change management of supplier Services. .........cooevererreeieseeneennenn 12
5.23 Information security for use of cloud SEIVICES .......c.evveriieriieriieiieie et 12
5.24 Information security incident management planning and preparation ..............cecceeeeeevennens 12
5.25 Assessment and decision on information SECUrity EVENtS.........cccvevveerreecveeiereerieerreereeneneeens 13
5.26 Response to information security iNCIAENTS. .........cecueeierierieiieieee e 13
5.27 Learning from information security inCidents ..........cccueeeeriereeniinieiie e 13
5.28 Collection Of EVIAENCE......c..eviiriiriieiieiieiee ettt et 13

Rec. ITU-T X.1058 (02/2026)
© ISO/IEC 2026 - All rights reserved
vi


https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026
https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026

ISO/IEC 29151:2026(en)

5.29 Information security during diSTUPtION. ........cevveeeiereierierieit ettt see e eseeenee e
5.30 ICT readiness for buSiness CONtINUILY .......ccueerueerierieirieriesteeie et ettt eeeeee e s eseeeeeens
5.31 Legal, statutory, regulatory and contractual requirements ............ccecververeerreeeesveseeseennenns
5.32 Intellectual Property TIGNLS ........oocieiieiiiieieee ettt st
533 Protection Of TECOTAS .....eiiuiiiiiiiieieeeee ettt et st s e e e eas
5.34 Privacy and protection of PIL...........cccoiiiiniiiniiiiiiiieec e
5.35 Independent review of information SECULTLY ..........ceeruieieriereriereeeeeteie e
5.36 Conformance with policies, rules and standards for information security ........c..c.cceceeveeuene.
5.37 Documented operating ProCeAUIES .........ccueiierierieieeieeieste et et eteeeeseeesteeseeeeeseeesneeseeenseens
L odeTe) o) (o703 4 U3 (o) (TR
6.1 SCICEIING ......viitveitieiiestiete e et e et e eteeste e beebeestesstesaeesseesseesseesseessenseessaesseesseessesssesssesseesseensennns
6.2 Terms and conditions of eMPIOYMENt ........c.eeciiriiiriiiierietee e
6.3 Information security awareness, education and training ..............eceeevereeereerreerreerreereeseenneens
6.4 DiSCIPINATY PIOCESS ...eevvieerieiiieeiesiieteeteetestestesteeseeseesesssesseesseeseansesssesssesseesseasseessenssenseens
6.5 Responsibilities after termination or change of employment.............ccoceviiniiiiiiinienieneen.
6.6 Confidentiality or non-diSClOSUIE aGIEEMENLS.......c.eevereierireieeieeieeresreneeesereteeseeaessnesseens
6.7 REMOE WOTKING ... .ottt ettt ettt e ee st e eneeseeenseenseeneeas
6.8 Information SECUrity EVENt TEPOILING .....cverierrieriierieieeieeiesteesreereeteeereseeesteesseesseesseessessnenns
PRYSICAL CONIIOLS ....viiviiiieiieiieieeteet ettt ettt ettt e et e e b e e ta e te e beesseessesssesseesseenseesseassesssenssesens
7.1 Physical SECUIILY PEIIMELEIS ... .eeuieiieiieeiieiieeeteeie et eie sttt ettt ettt et esbeeeeeeesneesneeseeeneeans
7.2 PRYSICAL @NEIY ..uviiivieiiicie ettt ettt ettt stt et e et e esseesbeessessaesseesseensesssesseenseensenns
7.3 Securing offices, r0oms and fACIIItIES .......cceccveiiierieriieiei e
7.4 Physical SECUTTtY MONIEOTING ... .eeuveiiiieitietiitietieeteietet ettt ettt ee et et e aeseesbesaesaeeseeneeseneeeeee
7.5 Protecting against physical and environmental threats..............cceevvveereiercienienieeeeeens
7.6 WOTKING 1N SECUIE AICAS .. ..eeueetietieiieie et eee et steet et ete et te st e bt eteeeesmeesneeseeenseenteeneeeneenseens
7.7 Clear desk and CIEAr SCIEEI .......cueiuiiuiriieiiiieieteese ettt
7.8 Equipment siting and ProteCtion.............ceeieeruieieerie e siestt et eee ettt eeeseeeseeeseeeeeens
7.9 Security Of assets Off-PreMISES . ....cc.eeuiriirierierieeee ettt
7.10 StOrAZE MEAIA....c.veevieiieieeieeieeiee et et te st et e st e beeteeaesseesseeseesseessesssesssessaesseenseensesnsennns
7.11 SUPPOTEING UWHIITIES ...ttt ettt et sbeesbe e b e e emee s
7.12 CaADIING SECUIILY ... .vevietieiieieeteeieste st et et et e etteetsesseeteesseesseessessaesseesseenseesseessesssesssenseensenns
7.13 Equipment MaiNteNaNCE .........cc.eeruieruieieeieeieeeeerte et eeeeeee et et e et eteeeeesseesseeseeeseeneeeneesneenseans
7.14 Secure disposal or re-use Of EQUIPMENL........ccviiiiiieiieriieiieie ettt eee
TeChNOlOZICAL CONIOLS .....iiuiieiiieiiieieciieee ettt ettt e esta et e e beesbeestesseesseesseenseesseessesssessneseas
8.1 USer eNAPOINT AEVICES ....euiieietieiieieeiie ettt ettt et ettt eeteeseesseesbeebeeeeeneesneesneenseenseans
8.2 Privileged acCesS TIZNES ......ccveeiiiiieiieie ettt et e st esbeesbeesbesaeesseenseenseens
8.3 Information acCess TESLIICLION .......c.eeviriiriiriiriirtieieetet ettt
8.4 ACCESS 10 SOUTCE COUE ...nvintiiiitieiienieie ettt ettt et et e ettt ettt e st et e e b e besbeeaeeseeneense s eeeee
8.5 Secure aUthentiCAtION ......c..ccuiririiriiiei ettt sttt nes
8.6 Capacity MANAGEINICNL .......cccueeiiriereieeteerteerie et eteeeee et eestee bt enteeneessaesseesseesseeseenseenseeneesseanseans
8.7 Protection against MAIWATE ............ccevieiiirieiieieeeeeeeseete ettt seesreeae et e esseeseessaenseens
8.8 Management of technical vulnerabilities. ..........cccveruieiirriirieiieeee e
8.9 Configuration MAaNAZEMENT .......cc.ueruiiriiertierteete et etteette st eesteeteetesteseeesaeestee et enbeenteeseesseenseens
8.10 INformation dElEtION .........cc.eviiiiriiiiiieiee ettt
8.11 Data MAaSKING. ... .eouiiiiieiiie ettt sttt et
8.12 Data 1eaKage PreVENTION ......c..cvieeiieiieiieieeieetesee st e steesteeteeteesteesseesseessesssessaesseesseessesnsesseenns

Rec. ITU-T X.1058 (02/2026)
© ISO/IEC 2026 - All rights reserved
vii

13
13
13
14
14
14
14
14
14

15
15
15
15
15
15
15
15
15

16
16
16
16
16
16
16
16
16
16
16
16
17
17
17

17
17
17
17
17
18
18
18
18
18
18
18
18


https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026
https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026

ISO/IEC 29151:2026(en)

8.13 INfOrmation DACKUD ......ooieriieiieiieieee ettt ettt aesnee e nseenseens
8.14 Redundancy of information processing facilities ............coovereerierierieiieiieeee e
8.15 LOGEINE ..ttt ettt ettt ettt et et e s et e et e et e e b e enbeesbeesbentaesbe e beenbeeraeerteertenreenseenseans
8.16 MONILOTING ACHIVITIES ...neeueertietieiieieeie et e et et ettt e et e et et ete e teeneeeseesseesseeeeensesneeeneesseenseans
8.17 ClOCK SYNCRIONIZATION ... .c..eeiieieiietiett ettt ettt ettt eat st e e e sbe e bt eneese e e eneeee
8.18 Use of privileged utility PrOSramS..........ccevverrierieereieiieeienteieeeeeaesreseeesseesseesessesseesseenseens
8.19 Installation of software on operational SYStemS ...........cceoerererireeieieiee e
8.20 INCEWOTKS SECUIILY ...eevvieurieiiieiieetieteeteetestesteesteeseesseesseseeesseesseesseessesssesssesseesseessesssesseesseensenns
8.21 Security Of NEtWOTK SEIVICES ....ocuiirtieiieiieieeie ettt ettt ettt e s ae e
8.22 Segregation Of NETWOTKS .......cccviiiiiiiiicieciecee ettt b e st e e e beeaeenneeee
8.23 WED fIIEEIINE ..ottt ettt et et et e e ssaessaesseesseenseensesneenseensenns
8.24 USE Of CTYPLOZIAPIY -ttt ettt sttt ettt e e se et e e et e st enee e e e eeeee
8.25 Secure development Life CYCIe......ccviriiriieieiie et
8.26 Application SECUTILY TEQUITEITIENLS. ......ccueeverteeeieeienieieeeie ettt et eeeeneeeeeeseesteseeseeeseeneenseneeeees
8.27 Secure system architecture and engineering principles...........occeevvereerieerreecienieereeseesreenneenns
8.28 SECUIE COAIME ..ottt ettt ettt ettt et et e et e bt e st e bt enteenbesneesneesneenseenseenes
8.29 Security testing in development and aCCEPLANCE .........ccveevieiieiieiieriieieeie e cie e
8.30 Outsourced deVEIOPMENL .........c.eicieiieiieriee ettt st e e b e eeaessaessaeseens
8.31 Separation of development, test and production environmMents............ceeeeeeuereereeneeneeneenne
8.32 Change MAaANAZEIMENL ..........ecueeiverieriereereerieereeteestesteesseeseessesssessaesseesseesseesseassesssesseesseensenns
8.33 Test INTOIMALION .....euvieiieiieie et ettt ettt e st e et et e et e eneeeneesseeseens
Annex A (normative) — Extended control set for PII protection.............cceceeeueiiieriinieseeii e
Al ([€itoe]| SO N0 WU O IO oussetoioune. JORUIY 40 VOOV B NUUUWONE OO DON IOUN GUOW WOR wererenid. SOOI
A2 General policies for the use and protection of PIL...........ccccooiiiiiiiiiiiii e
A3 Consent anNd CHOICE. ......coueeuiiieieieteceee ettt ettt b ettt
A4 Purpose legitimacy and SPECIfiCAtiON .........ceerveerieeeiiiierieit ettt eee e eseeenee e
A5 CollECtioN TIMILALION . ... euietieiieieieete ettt ettt eae s et e e sbeseeebeeaeeseeneeneenes
A.6 Data MINIMIZALION .....coutiiiiirierieeieeicetet ettt ettt sbesr e bbbt et e enee
A7 Use, retention and disclosure HMItAtIoN .........cccvevveiiiiiiiiiieiieieee e e e
A8 AccUracy and QUALTEY .......ccuevieriieiieiiet ettt ettt ettt be b e rbe e e sreenreenreens
A9 Openness, transparency and NOTICE.........cueeouerreriereiertieieeieeieetee st et e seeeseeeeeeneeseeeseeeseeeeeens
A.10 PII principal participation and @CCESS........cccuerrieruierririieriestieteereeseseesreesseesseesesseesseesseessenns
A.ll ACCOUNLADIIIEY ....eovvieiit ettt ettt ettt et e st e ssaessaeseenseensessnesseenseensenns
A.12 INFOrMAtioN SECUITLY ..ecuviiutieiieitieitieit ettt ettt ettt st s e st et enteens
A.13 Privacy COMPIIANCE ........ooviriieiieiieieeie sttt ettt ettt et seaesteessaesseesseensessnesseenseensenns
Annex B (informative) — Correspondence between this Specification and ISO/IEC 29151:2017 ........ccccveueeee.
L2 10) 10T a1 oY1 | 20T

Rec. ITU-T X.1058 (02/2026)
© ISO/IEC 2026 - All rights reserved
viii

18
18
18
19
19
19
19
19
19
19
19
19
19
19
19
19
20
20
20
20
20

21
21
21
21
23
25
25
26
29
30
31
33
36
36

38
41


https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026
https://standards.iteh.ai/catalog/standards/sist/d26f0a53-c8c3-460f-91c6-fde836e01168/sist-en-iso-iec-29151-2026

ISO/IEC 29151:2026(en)

Introduction

The number of organizations processing personally identifiable information (PII) is increasing, as is the amount of PII
that these organizations deal with. At the same time, societal expectations for the protection of PII and the security of data
relating to individuals are also increasing. A number of countries are augmenting their laws to address the increased
number of high-profile data breaches.

As the number of PII breaches increases, organizations collecting or processing PII will increasingly need guidance on
how they should protect PII in order to reduce the risk of privacy breaches occurring, and to reduce the impact of breaches
on the organization and on the individuals concerned. This Specification provides such guidance.

This Specification offers guidance for PII controllers on a broad range of information security and PII protection controls
that are commonly applied in many different organizations that deal with protection of PII. Other International Standards
that provide guidance or requirements on other aspects of the overall process of protecting PII are as follows:

— ISO/IEC 27001 specifies an information security management system, which is a suitable foundation for
protecting any information, including PII.

— ISO/IEC 27002 provides guidelines for organizational, people-related, physical and technological
information security controls that can be used for the protection of all kinds of information, including PII.

—  ISO/IEC 27005 provides guidance to assist organizations to address information security risks and perform
information security risk management activities, specifically information security risk assessment and
treatment.

— ISO/IEC 27018 offers guidance to organizations acting as PII processors when offering processing
capabilities as cloud services.

— ISO/IEC 27701 specifies requirements and provides guidance for establishing, implementing, maintaining
and continually improving a Privacy Information Management System (PIMS).

— ISO/IEC 29100 provides a privacy framework which: specifies a common privacy terminology, defines
the actors and their roles in processing personally identifiable information (PII), describes privacy
safeguarding considerations, and provides references to known privacy principles for information
technology.

— ISO/IEC 29134 provides guidelines for assessing the potential impacts on privacy of a process, information
system, programme, software module, device or other initiative which processes personally identifiable
information (PII), while ISO/IEC 27001 together with ISO/IEC 27005 provide guidance to perform
information security risk management activities.

Controls are chosen based on the risks identified as a result of a risk analysis to develop a comprehensive, consistent
system of controls. Controls are adapted to the context of the particular processing of PII.

This Specification contains two parts:
— the main body consisting of clauses 1 to §;
— Annexes A and B.

The structure of this Specification, including the clause titles, reflects the main body of ISO/IEC 27002:2022 for the
development of PII-specific extensions.

The title of the subclauses in clauses 5 to 8 mirror those of ISO/IEC 27002:2022, reflecting the fact that this document
builds on the guidance in ISO/IEC 27002:2022, adding new controls specific to the protection of PII. Many of the controls
in ISO/IEC 27002:2022 do not require amplification in the context of PII controllers. However, in some cases, additional
implementation guidance is needed, and this is given under the appropriate heading (and clause number) from
ISO/IEC 27002:2022.

Annex A contains an extended set of PII protection-specific controls. These new PII protection controls, with their
associated guidance, are divided into twelve categories, corresponding to the privacy policy and the eleven privacy
principles of ISO/IEC 29100:

—  consent and choice;

—  purpose, legitimacy and specification;
—  collection limitation;

—  data minimization;

— use, retention and disclosure limitation;
—  accuracy and quality;

—  openness, transparency and notice;
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