°
w SLOVENSKI STANDARD

SIST ISO/IEC 27003:2018
O1l-november-2018

Nadomesca:
SIST ISO/IEC 27003:2011

Informacijska tehnologija - Varnostne tehnike - Sistemi vodenja informacijske
varnosti - Smernice

Information technology -- Security techniques -- Information security management
systems -- Guidance

Technologies de l'information -- Techniques de sécurité --Systémes de management de
la sécurité de l'information -- Lignes directrices

Ta slovenski standard je istoveten z: ISO/IEC 27003:2017
ICS:

03.100.70 Sistemi vodenja Management systems
35.030 Informacijska varnost IT Security

SIST ISO/IEC 27003:2018 en,fr,de

2003-01.Slovenski institut za standardizacijo. RazmnoZevanje celote ali delov tega standarda ni dovoljeno.



SI ST I SO | EC 27003: 2018

iTeh Standards
(https://standards.iteh.ai)
Document Preview

SIST ISO/IEC 27003:2018
https://standards.iteh.ai/catalog/standards/sist/41fbfc1a-b505-4950-9ea2-dd1cf2b6e145/sist-iso-iec-27003-2018




INTERNATIONAL ISO/IEC
STANDARD 27003

Second edition
2017-03

Information technology — Security
techniques — Information security
management systems — Guidance

Technologies de l'information — Techniques de sécurité --Systemes de
management de la sécurité de I'information — Lignes directrices

Reference number
ISO/IEC 27003:2017(E)

© ISO/IEC 2017



ISO/IEC 27003:2017(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2017, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

www.iso.org

ii © ISO/IEC 2017 - All rights reserved



ISO/IEC 27003:2017(E)

Contents Page
FFOTE@WOIM ...........oooooeooeeeeee e85 8 588 iv
IIEIOAUCTION. ......ooooo etk 881888558 v
1 S0P ... 1
2 NOTINATIVE FEEETE@IICES ............ooooiooeee st 1
3 Terms aNd AefiMETIOMNIS ... 1
4 Context of the Organization ...,

4.1 Understanding the organization and itS CONtEXL ...

4.2 Understanding the needs and expectations of interested parties
4.3 Determining the scope of the information security management system ... 4
4.4 Information security management SYSEEIMN ... 6
5 LA SIUIP ...t
5.1 Leadership and commitment...
5.2 Policy
5.3 Organizational roles, responsibilities and authorities.....
6 PLATIIITIG ...k
6.1  Actions to address risks and OPPOTTUNILIES ...
6.1.1 (0] 1<) = I
6.1.2 Information security risk assessment
6.1.3 Information security risk treatment. ...,
6.2 Information security objectives and planning to achieve them
7
COMMPEEETICE .okt
7.3 AWATCIIESS ..ot eeeeeeee oot ee oot eeeeeeeee e eee e
7.4 COMMUNICALION ...
7.5 Documented information...........cccooiiiiins
7.5.1 General. ...
7.5.2  Creating and updating..........c..cccccucee
7.5.3  Control of documented information
8 OP@IATIONN ...k 29
8.1 Operational planning and CONETIOL ... 29
8.2 Information Security riSK aSSESSIMENT. ........ccc e 31
8.3 Information Security riSK treatmMent ... 31
9 Performance @VALUATION ...t
9.1 Monitoring, measurement, analysis and evaluation
9.2 | 0T 0] 0 P2 = 16 6 3§ OO
9.3 IMANAZEIMEINIT TEVIEW ....oooociiieiieeie it
10 Improvement
10.1 Nonconformity and corrective action
10.2  CONNUAL IMPTOVEIMIEIIE ...oooioiieiiieiiieieeiiee i
Annex A (informative) POLICY frameWOTK ... 42
BIDLEOZTAPIIY . ... 45

© ISO/IEC 2017 - All rights reserved iii



ISO/IEC 27003:2017(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO’s adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This document was prepared by ISO/IEC JTC 1, Information technology, Subcommittee SC 27, IT Security
techniques.

This second edition of ISO/IEC 27003 cancels and replaces the first edition (ISO/IEC 27003:2010), of
which it constitutes a minor revision.

The main changes compared to the previous edition are as follows:

— the scope and title have been changed to cover explanation of, and guidance on the requirements of,
ISO/IEC 27001:2013 rather than the previous edition (ISO/IEC 27001:2005);

— the structure is now aligned to the structure of ISO/IEC 27001:2013 to make it easier for the user to
use it together with ISO/IEC 27001:2013;

— the previous edition had a project approach with a sequence of activities. This edition instead
provides guidance on the requirements regardless of the order in which they are implemented.
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Introduction

This document provides guidance on the requirements for an information security management system
(ISMS) as specified in ISO/IEC 27001 and provides recommendations (‘should’), possibilities (‘can’)
and permissions (‘may’) in relation to them. It is not the intention of this document to provide general
guidance on all aspects of information security.

Clauses 4 to 10 of this document mirror the structure of ISO/IEC 27001:2013.

This document does not add any new requirements for an ISMS and its related terms and definitions.
Organizations should refer to ISO/IEC 27001 and ISO/IEC 27000 for requirements and definitions.
Organizations implementing an ISMS are under no obligation to observe the guidance in this document.

An ISMS emphasizes the importance of the following phases:

— understanding the organization’s needs and the necessity for establishing information security
policy and information security objectives;

— assessing the organization’s risks related to information security;

— implementing and operating information security processes, controls and other measures to
treat risks;

— monitoring and reviewing the performance and effectiveness of the ISMS; and
— practising continual improvement.
An ISMS, similar to any other type of management system, includes the following key components:
a) policy;
b) persons with defined responsibilities;
c) management processes related to:
1) policy establishment;
2) awareness and competence provision;
3) planning;
4) implementation;
5) operation;
6) performance assessment;
7) management review; and
8) improvement; and
d) documented information.
An ISMS has additional key components such as:
e) information security risk assessment; and
f) information security risk treatment, including determination and implementation of controls.

This document is generic and intended to be applicable to all organizations, regardless of type, size or
nature. The organization should identify which part of this guidance applies to it in accordance with its
specific organizational context (see ISO/IEC 27001:2013, Clause 4).
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